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About this Administrator's Guide

The Quadro Manual is divided into three parts:

® Manual-l: Installation Guide
gives step-by-step instructions to provision the Quadro IP PBX and configure the phone extensions with the Epygi SIP Server. After successfully
configuring the Quadro IP PBX, users will be able to make SIP phone calls to remote Quadro devices, make local calls to the PSTN and access
the Internet from devices connected to the LAN.

® Manual-Il: Administrator's Guide explains all Quadro management menus available for administrators only. It includes a list of all System
Default Values.

® Manual-lll: Extension User's Guide explains all Quadro management menus available for extension users. A list of all call codes can be found
there, too.

This guide contains many example screen illustrations. Since Quadro IP PBXs offer a wide variety of features and functionality, the example screens
shown may not appear exactly the same for your particular Quadro IP PBX as they appear in this manual. The example screens are for illustrative
and explanatory purposes, and should not be construed to represent your own unique environment.

Quadro’s Graphical Interface describes to the Quadro's graphical user interface and explains all recurrent buttons. Administrator's Menus
explains the Administrator's management pages according to the menu structure shown on the main page of the Quadro management.

Administrator's Additional Features explains some input-options for administrators only that may be selected from the extension user's main
page.

Appendix: PBX Services for Quadro’s Administrator explains PBX features for administrator accessible from the handset.

Appendix: Extension User's Welcome Page includes a form that allows the administrator to inform his extension user with all individually needed
addresses and phone numbers.

Appendix: System Default Values lists all factory defaults.

Appendix: Software License Agreement includes the contract for using Quadro's hardware and software.

Quadro6L/4L/2x2; (SW Version 5.3.x and higher) 4
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Administrator’s Menus

Quadro’s Graphical Interface

Administrator’s Main Page

When the administrator logs in, the Quadro Management page is displayed with a table of active calls (including information about call peers, call
duration and start time) at the startup. The button Terminate next to each active call is used to terminate the corresponding call. Here the

administrator may access the following settings and perform the actions:

Main System Users Telephony Internet Uplink
Quadro6L Management
Active Calls
Call Start Time | Call Duration | Calling Phone | Called Phone
Mo items in list.

Internet connection status: static IP

Fleaze checkyour pending events!
Copyright (£) 20032011 Epwal Technologies, Ltd. All rights resened.

Network

quadre
Refresh in 535 seconds!

@cpygi

Boot loader: 5.0.3/Release
Firmware Version: 5.Z.45/Release

Users currently logged in:
- adwin from 192.168.70.26, expires 12:35

Fig. II-1: Quadro6L Management

By clicking on System, Users, Telephony, Internet Uplink or Network the administrator may access the following settings in each respective

category and perform actions specific to each category.

Telephony Menu
Call Statistics

System Menu
e System Configuration Wizard °

e Internet Configuration Wizard e SIP Settings
o System Security Management e RTP Settings
e Status o NAT Traversal Settings

¢ |P Routing Configuration e Line Settings

o Configuration Management e EXO Settings

e Events o External PSTN Gateways

e Time/Date Settings e Gain Control

e Mail Settings e SIP Tunnel Settings

e SMS Settings e Call Routing

e Firmware Update e VoIP Carrier Wizard

e Networking Tools e RADIUS Client Settings

e SNMP Settings e Voice Mail Recording Codec

¢ Diagnostics e Dial Plan Settings
e Upload Language Pack e 3PCC Settings
e Features e Key System Emulation

e User R|qhts Management e RTP Streaminq Channels
o Class of Service

Internet Uplink Menu

PPP/ PPTP Settings
VPN Configuration
Dynamic DNS Settings
Firewall and NAT
Filtering Rules

IDS Log

Users Menu

Extensions Management
Receptionist Management
Extensions Directory
Authorized Phones Database

Network Menu

DNS Settings

DNS Server Settings

DHCP Server Settings
DHCP Settings for the VLAN
Interface

Registration Form
(in menu tree only)

Logout

The functional button Renew Wan IP Address appears on the administrator's main Quadro Management page if the Quadro device acts as a
DHCP client. The Renew WAN IP Address button is used to obtain a new WAN IP address in case, e.g., the Quadro moves to another network.

The functional button Establish Your Internet Connection Now respectively Terminate Your Internet Connection Now occurs on the Quadro

Management page if PPPOE is used as WAN interface protocol.

The link Please Check Your Pending Events will be displayed on the administrator Main Menu page if new system events exist. The link leads to

the Events page that can be also accessed from the System menu.

The list of Users currently logged into the system is seen in the lower right corner of the Administrator's Main Menu. Information about IP address
user accessed Quadro GUI from, the username user is logged in and the time until the next automatically logout is provided herein. The current
version of the Quadro's firmware and of its boot loader is also available here. The idle session timeout is set to 20 minutes. If no action is performed
during that time, user will be automatically moved to the Login page and will be requested to login again.

Quadro6L/4L/2x2; (SW Version 5.3.x and higher)
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Administrator’s Menus

Recurrent Buttons

Throughout this guide, you will see a variety of recurrent buttons. Below is a description of these buttons.

Button

Description

Button

Description

Previous

This button leads back to the previous
page of a fixed sequence of pages (used
mainly in wizards).

m
[v4]
[
-~

This button returns you to the page you were
previously on.

Me

This button leads forward to the next page
of a fixed sequence of pages (used mainly
in wizards).

B
o

This button confirms an operation you started
before.

Cancel

This button discards the latest not yet
confirmed entries.

Yes

This button confirms an operation you chose
before.

Finish

This is the last button of a fixed sequence
of pages that completes and saves the
entries of an entire sequence.

This button discards an operation you chose
before.

Help

This button opens the help page
belonging to the currently active Quadro
management page.

[0y
= .
=
46}

This button saves the settings modified on the
currently active management page.

IP-Clipboard

This button opens a window where the last
inserted IP addresses are listed. It allows
the user to make a quick selection of an IP
address that has been previously used.
This will avoid the user needing type it
again. The clipboard can hold up to 10 IP
addresses and a new IP address will
replace the oldest one from the list.

SIP-Clipboard

This button opens a window where the last
inserted SIP addresses are listed. It allows the
user to make a quick selection of an IP address
that has been previously used. This will avoid
the user needing type it again. The clipboard
can hold up to 10 SIP addresses and a new
SIP address will replace the oldest one from the
list.

Recurrent Functional Buttons

In connection with the tables, the following are the few buttons you will see:

Functional Button

Description

Ad

o

Allows adding a new record to the displayed table. A new page will be displayed to enter any new settings.

Allows modifying the settings of the record selected by a checkbox. Normally only one (1) record may be selected. A new

Edit page will be displayed to enter the modified settings.
Delete Deletes the selected entry(s) of a table. A warning message will ask for confirmation before deleting an existing entry.
Select All Selects all table entry(s) for example for further deletion.

Inverse Selection

Inverses (opposites) an existing selection of table entry(s). If no entries are selected, clicking the button will select all

records.

Refresh in...

May be shown in the upper right corner of a page. It displays the number of seconds remaining until the next refresh of the
page will occur. It may be used to reload the page manually.

Most of the tables offer the option to sort the entries in ascending or descending order by clicking the headings of the columns. A small arrow next to
the column heading indicates the direction of sorting - upward or downward. The entries of the table can be selected by using the corresponding
checkboxes in order to edit or delete them.

Entering SIP Addresses Correctly

Calls over IP are implemented based on Session Initiating Protocol (SIP) on the Quadro. When making a call to a destination that is somewhere on
the Internet, a SIP address must be provided.

SIP addresses needs to be specified in one of the following formats:

“display hame” <username@ipaddress:port>
“display hame” <username@ipaddress>
username@ipaddress:port
username@ipaddress

username

For your convenience, the following combinations can be used:

® *@ipaddress - any user from the specified SIP server

® username@* - a specified user from any SIP server

® *@* - any user from any SIP server

The display name and the port number are optional parameters in the
SIP address. If a port is not specified, 5060 will be set up as the default
one. The range of valid ports is between 1024 and 65536.

A flexible structure of wildcards is allowed. In comparison with a
wildcard, the “?” character stands for only one unknown digit and the “*”
character stands for any number of any digits.

Please Note: Wildcards are available for caller addresses only. No
wildcard characters are allowed for called party addresses. Exceptions
are addresses in the Supplementary Addresses table that are used by
Outgoing Call Blocking and Hiding Caller Information Settings
services. To use “*” and “?” alone (as non wildcard characters), use “\*”
and “\?” correspondingly.

Quadro6L/4L/2x2; (SW Version 5.3.x and higher)
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Administrator’s Menus

Administrator’s Menus

System Menu

System

©@cpygi

quadn
Retresh in 575 seconds!

Main  System Users  Telephony
Systemn Configuration Wizard
Internet Configuration Wizard
QuA( gyster Secuity Management
| Status
Active IP Routing Configuration

Configuration Management

Internet Uplink

Network

Call 1

Events

E Time f Date Settings
Mail Settings
SMS Settings
Firrware Update
Metwarking Tools
SNMP Seftings
Diagnostics

Interne Features

Please| Unload Language Pack

Copyright (& User Rights Management

Boot loader: 5.0.3/Release
Firwware ¥ersion: 5.Z.46/Release

Users currently logwed in:

- adwin from 192.168.70.11, expires 04:45%
- adwin from 192.168,70.26, expires 04:54

= reserved.

- System

Swstermn Configuration WWizard
Internet Configuration VWizard

System Security Management

s 2 EPYGI

Status
1P Routing Configuration

Confiquration Management

Events

Time f Date Settings
Mail Settings

ShS Settings
Eirmware Update
Metworking Tools
ShMP Settings
Diagnostics

Features

Upload Lanquage Pack

cocQocQCQCQCQCOO0OO0O0O000O0O00O0

User Rights Management

Users
Telephormy
Internet Uplink
Metwork

Install Checklist
Feature Codes
Help

Logout

Fig. 1I-1: System Menu in Dynamo theme

System Configuration Wizard

Flease check vour pending events!

Home Logout
[ 20032011 Epyai T

Ltd. Al rights resened

Fig. 1I-2: System Menu in Plain theme

The System Configuration Wizard allows the administrator to define the Quadro’s Local Area Network settings and to specify regional configuration
settings to make Quadro operational in its LAN. The System Configuration Wizard MUST be run upon Quadro's first startup to make sure that it
works properly in its network environment. The Wizard allows navigating through the following basic configuration parameters and settings:

®  System Configuration (see below)

® DHCP Server Settings

® Regional Settings and Preferences (see below)

® Emergency Codes and PSTN Access Codes Settings (see below)

DHCP Settings for the LAN are described in the chapters below. The
LAN configuration and regional settings will be described later in this
chapter.

Please Note: It is strongly recommended to leave the factory
default settings if their meanings are not fully clear to the
administrator.

Main  System Users  Telephony Internet Uplink

System Configuration Wizard

@-cpyygi

qusdio

Network

Getting Started
Thig wizard guides you through

Systern Configuration
DHCF Settings for the LAN Interface
Regional Settings and Preferences

.
.
.
* Emergency Codes and PSTH Access Code Settings

[ Cancel ] ‘

|

Please check your pending events!
Copyright (£) 2003-2011 Epyai Technologies, Ltd. All rights resened

Fig. 11-3: System Configuration Wizard - Start page

Quadro6L/4L/2x2; (SW Version 5.3.x and higher)
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Administrator’s Menus

The System Configuration page contains the host name, IP
address and Subnet Mask information about the Quadro LAN
interface. These settings make Quadro available to the internal
network.

The System Configuration page offers the following input options:
Host Name requires a host name for the Quadro device.

Domain Name requires the LAN side domain name which the
Quadro belongs to.

IP Address requires the Quadro host address for the LAN interface.

Subnet Mask requires the Quadro hosts’ Subnet Mask.

The Regional Settings and Preferences are used to select settings
specific to the location of the Quadro. This is important for the
functionality of the voice subsystem.

The Regional Settings and Preferences page has two drop down
lists to select the Location (country) and a corresponding Timezone.
Quadro will support Daylight Savings (DST) correction if it is
available for the selected time zone.

This page also has a manipulation radio button group to choose:

e System Language — selection is available only when the
custom Language Pack has been uploaded and it is used to
enable custom language for system voice messages or
returning back to the default language English.

® GUI Theme - selection used to select the GUI theme style of
the web based configuration pages.

The Choose Theme on Login checkbox indicates whether the GUI
theme selection radio buttons should be displayed on the Quadro
Login page. Selecting the checkbox will allow users to choose the
GUI theme before logging into the Quadro. Leaving the checkbox
unselected will require the administrator to run the System
Configuration Wizard to change the theme.

The Emergency Codes and PSTN Access Codes Settings are
used to configure the emergency dial plan.

The Emergency Codes text field requires the PSTN numbers of the
emergency or lifeline services. Multiple emergency codes, separated
by commas, can be inserted in this field. For each emergency code,
a routing pattern will be generated in the Call Routing Table, which
will allow faster and easier calls to emergency destinations.

The PSTN Access Code drop down list allows you to select the
prefix code for accessing the PSTN line in the routing mode. Dialing
the digits inserted in this text field will provide the PSTN dial tone
when dialed from the handset.

Maln System Users  Telepholy  WlemelUplnk  Nefwsik

System Configuration Wizard

©-pysi

System Configuration

LEV-Quadro

& | epyghconfig com

[ ®-cliggaana
[ ®-cliggaana

[Previous ) (et

Cancel T

Fig. 1I-4: System Configuration Wizard - System Configuration page

Mizhuanr

Man  System lkers  Telephony Ineermet ik

System Configuration Wizard

@y

b Quadn

Regional Settings and Preferences

fourozale docaton: | US ¥
Timezong: (GMT-06:00) Central Tie (US & Canads) £

Chonse System L anguage  Chanse Defauk GUI Theme

) Slavene (Slovenis) ) Plain

) Englizh (5) ® Dmamo

[ chanse Thems an L agin

Coppight(T) 2002 2008 Eppai

gies, L. Al rights resemed.

Fig. 1I-5: System Configuration Wizard - Regional Settings page

Maln  System  Users  Telephomy Intes et Uplindc Metwork

System Configuration Wizard

Emergency Codes and PSTN Access Code Settings

Plaage anter all your Ermargency Codes saparstad by commas and PSTH Accass Coda into following felds

Ermergency Godes a1

PETH Atcess Code. g

[ Previous |

[ cancar | [ [ veip

IGase Chetk vour
Copyright (C) 2003-2011

Fig. 11-6: System Configuration Wizard - Emergency Codes and PSTN Codes Settings page

Quadro6L/4L/2x2; (SW Version 5.3.x and higher)
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Administrator’s Menus

Internet Configuration Wizard

The Internet Configuration Wizard allows the administrator to configure the WAN interface settings and to adjust Quadro’s connectivity with an
external network. The Internet Configuration Wizard MUST be run for Quadro to be connected to the Internet.

All the settings of the Internet Configuration Wizard are
described in the chapters below except those for the IP settings,
which will be described in this chapter.

Please Note: It is strongly recommended not to change the
factory default settings if their meanings are not fully clear to
an administrator.

The Wizard allows navigating through the following basic configuration parameters and settings:

®  Uplink configuration (see below)
For WAN Interface protocol PPPOE:

® PPP/PPTP Settings

® WAN Interface Configuration (see below)

Main  System  Users Telephomy

Internet Configuration Wizard

Wormet Uplink Metwork @ epysi

Getting Started
This wizard guides you Thraugh

*  Uplink Selection

1L for Protocols "PPPOE™

& PPP/PPTP Configuration
= AN Interface Gonfiguration
* DNS Sefings

and, based on which ¥¥ah Interface Frotocol you select thare, through:

L for Protocal "PPTP™ N for Protocol "Ethernet™
& WAM IP Configuration
PRRIPETE Conflguration
VAN Interface Canfiguration
DS Seltings

& WAN IP Configuration
= VAN Interface Configusation
* DNS Settings

“en

Coonen ) | |

Pluase CReck mur o
Copyriaht (C) 20022011 Loy

For WAN Interface protocol PPTP:

® WAN I[P Configuration (see below)
® PPP/PPTP Settings

® DNS Settings

® DNS Settings

® WAN Interface Configuration (see below)

Fig. 1I-7: Internet Configuration Wizard - Start page

For WAN Interface protocol Ethernet:
® WAN IP Configuration
® WAN Interface Configuration (see below)

® DNS Settings

The Switch to Auto Provisioning link moves you to the Automatic Provisioning page where Quadro can be configured automatically.

The Uplink Configuration page allows you to select the Quadro's
WAN interface connection type and its bandwidth settings. These
settings will make Quadro available to the external network.

Depending on the Uplink Interface Protocol selection, the page
following the Uplink Configuration page is different. Thus if
PPPoE is selected, the next page will be PPP Configuration, while
selecting Ethernet will bring up the WAN IP Configuration page.

The Uplink Configuration page offers the following components:

The WAN Interface Protocol radio buttons are used to choose the
protocol depending on the requirements of the ISP (Internet Service
Provider):

PPPOE - turns on the PPP over an Ethernet connection.

PPTP — turns on the Point to Point Tunneling Protocol (PPTP)
interface used for the connection between Quadro and ADSL
modem. A fixed IP address configuration is needed in this
case.

Ethernet - turns on the Ethernet connection.

Main  System Users

Telephony

Internet Configuration Wizard

@-cpysi

quadra

Internet Uplink Network

Uplink Configuration

WAM Interface Protocol

WAN Interface Bandwidth

O PPPoE
Upstream: 10000 [kbit's] (masx 100007
O PPTP _
Downstream: 10000 [kbitis] (rmasx 100007
@ Ethemet
Min Data Rate: |0 [kbitis]
\ | \ | |

Please check your pending events!

Copyright (£)2002-2011 Epwai Technologies, Ltd. All rights reserved.

Fig. 11-8: Internet Configuration Wizard - Uplink Configuration page

The WAN Interface Bandwidth settings allow the specification of the upstream and downstream speeds in kbit/s, helping to assure the quality of IP
calls. An IP call looses the voice quality if there is no available bandwidth. When approaching the limits of bandwidth capacity, another IP call will be

declined.

The bandwidth provided by the ISP has to be specified in the text fields Upstream Speed and Downstream Speed. The default entry in both fields

is 10000, the maximum bandwidth of a 10 MB Ethernet.

The bandwidth required by an IP call depends on the codecs used and these specifications are listed in the tables below:

Quadro6L/4L/2x2; (SW Version 5.3.x and higher)
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The Min Data Rate text field requires the amount of upstream bandwidth that ought to remain for data applications even if voice applications use the
entire available upstream bandwidth. The value selected here needs to be smaller than the upstream bandwidth and is measured in kbit/s.

The WAN IP Configuration page is only displayed if Ethernet or
PPTP has been selected to be the uplink protocol. It offers the ) e e B B e (ct‘p‘,-'f%i
following components:

The Assign automatically via DHCP radio-button selection Internet Configuration Wizard
switches to automatic retrieval of the WAN IP address from a
DHCP server at the ISP/uplink. WAN IF Configuration

Please Note: DHCP referred to here is the one that runs on the
provider’s side and not the Quadro’s personal DHCP server.

The Assign Manually radio-button switches to the manual G Al w2 e |5 |[135|(Cwoumesn )
adjustment of IP settings. This selection requests the following ouse [6 ([ ([0 |[o | (Pcuwown )
parameters: eiautGueway [182 | [168 |70 |[10 | [ P-Clisbowd

IP Address requires the IP address for the Quadro WAN interface.

Subnet Mask requires the subnet mask for the Quadro device
WAN interface.

Default Gateway requires the IP address of the router where all
packets are to be sent to, for example, to the router of the provider.

Fig. 11-9: Internet Configuration Wizard - WAN IP Configuration page

The WAN Interface Configuration page may be used to modify
the MAC address of the Quadro. This might be necessary if the ISP
(Internet Service Provider) requires a specified MAC address, for
example, for authentication. This page offers the following
components:

Main  System  Users  Tebeplray Wfemet Uplnk Hetwork @iil}.\lgl

Internet Configuration Wizard

MAC Address Assignment manipulation radio-buttons: WAN Interface Configuration

® This Device turns to the default MAC address of the Quadro.

® User Defined requires user defined MAC Address.

The MTU drop down list allows you to select the maximum packet B N I T =
size on the Ethernet (in bytes). MTU is used to fragment the
packets before transmitting them to the network. The MTU
preferred value is dependent on the Ethernet connection. The
default MTU size is 1500 Bytes for Ethernet and 1400 Bytes for
PPPOE.

Please consult with your ISP administrator to get the corresponding
settings. Presious | [ heent | cancel Help |

Fig. 11-10: Internet Configuration Wizard - WAN MAC Address Configuration page

Needed Bandwidth for IP Calls

The bandwidth required by an IP call depends on the codecs used and these specifications are listed in the tables below:

Required Bandwidth for Standard Packets:

Packet Needed bandwidth in kbit/s using the Codecs:

Size in -

msec. G.711ua/G.711 G.726-16 G.726-24 G.726-32 | G.726-40 G.729%a IJI_‘ngg G.722 G.722.1
10 105 58 66 74 82 50 - 105 74
20 84 37 45 53 61 29 - 84 53
30 76 30 38 45 53 22 27 76 45
40 74 27 34 42 50 19 - 74 42
50 71 25 32 40 48 17 - 71 40
60 67 22 30 37 45 15 20 67 37

Quadro6L/4L/2x2; (SW Version 5.3.x and higher) 10
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Needed Bandwidth for Encrypted Packets when using a SRTP:

Packet Needed bandwidth in kbit/s using the Codecs:
Size in msec. iLBC-
G.711u/G.711a  G.726-16 G.726-24 G.726-32 | G.726-40 | G.729a 13.33 G.722 G.722.1
10 114 66 74 82 90 58 - 114 82
20 89 41 49 57 65 33 - 89 57
30 81 33 41 49 57 26 31 81 49
40 76 28 36 44 52 20 - 76 44
50 74 26 34 42 50 18 - 74 42
60 72 24 32 40 48 16 22 72 40
Required Bandwidth for Encrypted Packets when a VPN is used:
Packet Needed bandwidth in kbit/s using the Codecs:
Sizein iLBC-
msec. G.711u/G.711a| G.726-16 G.726-24 G.726-32 | G.726-40 G.729a 13.33 G.722 G.722.1
10 148 98 105 118 124 92 - 148 118
20 105 59 65 74 81 49 - 105 74
30 90 43 52 60 66 35 41 90 60
40 85 38 45 53 61 30 - 85 53
50 80 34 41 48 56 26 - 80 48
60 74 29 37 45 52 22 26 74 45
Automatic Provisioning
Automatic Provisioning provides the possibility to automatically .
configure the WAN network settings of Quadro. This is very useful S S| (20| e | DG | LECH @C‘p) gl
when the administrator is not actually aware about the Quadro’s TQusdra225
network settings. Automatic Provisioning automatically detects Automatic Provisioning
the matching network configuration settings, applies them on the
Quadro, thus connecting the device to the internet through the
available ISP connection.
Please Note: Automatic Provisioning can only be run from the Start AutoPravisianing
LAN side of the Quadro, i.e. from the PC connected to the T st o mresis T L T STATE H
QUadrO’S LAN. leloome £o aUTOMATie provisioning.
Automatic Provisioning automatically detects and configures the Chzikiig thsmﬁi lmklnf ”);AN me;fA:Ci -
following settings on the Quadro: FeRng Tor plymieR ko p TR
. Warning! The system will reconfigure itself. The current internet connection Setup paramsters will
e  WAN interface type (PPPOE or Ethernet) be lost. Do you really vane to continue? hnswer: Tes
° WAN IP settings ;ﬁ;i:fx;:fn?;x::fe vatchdog
° PPP Settings g;:iiiﬁg ?:gplzgzlp:tarface configuration
° ISP settings
° DHCP settings H
e DNS settings Back _feb |
° NAT Traversal settings
Copyright (C) 2004 Epygi Technalogies, Ltd. Al fights resenved

Fig. 11-11: Auto Provisioning page

System Security Management

The System Security Management offers a possibility of managing the global security levels, running the system security diagnostics program and

receiving complete reports on the Quadro configuration security. It includes three pages- the System Security Settings page, System Security
Diagnostics page and the SIP IDS Settings page.

Quadro6L/4L/2x2; (SW Version 5.3.x and higher) 11
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The System Security Settings page includes the following
components:

The Security Level table - allows selecting the Security Level
defining requirements to the IP Lines' password strength and the
Security Report granularity. The security levels are as follows:

® Low - There are no specific restrictions on the strength
of the saved password. Only the critical warnings on the
Call Routing Rules to PSTN and IP-PSTN, disabled
Firewall and IDS will be generated in Security Report.

e Medium - The minimum strength of the IP Line
passwords should be "good". The Security Report will
generate warnings on all unsecured Call Routing rules,
IP Line passwords, Firewall level (if it is set to lower than
"Medium") and disabled IDS.

e High - The minimum strength of the IP Line passwords
should be "strong". The Security Report will generate
warnings on the IP Line passwords, disabled IDS,
unsecured SIP, and unsecured Routing Rules to SIP,
PSTN and IP-PSTN and also regarding the Firewall level
if it is set to lower than "High".

Main System Users Telephony Internet Uplink Network

@cpysi

System Security Management

System Security Settings System Security Di SIP DS Seftings

Security Level

© Low This allows a userto enter any SIP password when an IP phone.
The Security Diagnostics tool will warn for only the most critical security issues.

@ Medium [ 1pie appiies moderate password enforcement for the SIP Registration password when configuring an IP phone
The Security Diagnostics tool will warm about critical and medium security issues.

(@) High This applies very strict password criteria for the SIP Registration password when configuring an IP phone
The Security Diagnestics tool will indicate even the smallest potential security issues.

Epyai ireais system security with the utmost priority and has taken an active approach to provide users with information and tools to aidin
maintaining system security. It is highly recommended that users of an IP based system need to be familiar with industry best practices to maintain
systemn security.

Limitation of Liability and Remedies. In no event shall Epygi Technologies be liable for any consequential, incidental, direct, indirect, special,

punitive or other damages, including, without limitation, loss of data, loss of phone calls, loss of business profits, business interruption, loss of
business information, or other pacuniary 105s, arising out of the use or inability to use the Quadro

g All rights reserved

Fig. 11-12: Quadro System Security Management page

The System Security Diagnostics page allows running the security audit and getting the security reports. The Start Security Audit functional button
is used for running the security audit. The Quadro Security Audit is a security reporting system, which generates the warnings regarding the Quadros
weaknesses relative to the selected Security Level. The warnings may vary depending on the selected global Security Level. The Security Audit will
detect the security related configuration issues in Firewall, IDS, IP Line passwords, Call Routing and extension settings.

The output of Security Audit may look as follows:

Start security audit...

Checking...

Firewall ... done

IP Lines ... done

Call Routing ... done

Extensions ... done

Users ... done

Settings do not correspond to selected security level.

You can view the complete report by clicking the
'Show the latest security report’ link below.

Main  Systemn Users Telephony Internet Uphnk Hetwork Q € [] \I.LI1 !
System Security Management
Scylorn Secunte So ey 1 i 100 Salings

Start Secunty Audit

* link below.

ity raesor o 31-0ck-

Ushull Bk 10 Sdjust System secunty

Epyoi treats srs!
SECUy. It 18 highly recs

& ukmasl prion
need ing users of a

Limization of Liability and Remadies. in na svent sh;

Help

Fig. 1I-13: Quadro System Security Diagnostics page

The Show the latest security report link allows to display the last security audit report. This page also contains the following useful links to adjust

the system security:
e  User Rights Management
® |P Line Settings

(] Firewall/NAT

Quadro6L/4L/2x2; (SW Version 5.3.x and higher)
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The SIP IDS Settings page includes the following components:

Enable SIP IDS checkbox selection allows to prevent the SIP
attacks.

The Add the IP address into the Blocked IP list in Firewall
checkbox allows to block SIP attacker’s IP address. SIP attacker's
IP address will be blocked by Quadro Firewall and will be added
on the Firewall Blocked IP List table.

The Discard SIP messages from IP address for checkbox
allows to discard the accumulated SIP messages from the Quadro
SIP cash after defined timeout (default timeout value of “Discard
SIP messages from IP address for” service is 32 seconds).

The Exceptions link leads to the Exceptions for SIP IDS page
where user can require the trusted IP address(es) that can't be
blocked.

Add opens the page Exception IP- Add Entry, where a trusted IP
address can be established.

Delete removes the selected entries from the IP address table.
Select all selects all entries of the table.

Inverse Selection inverses the current selection (if no record is
selected, clicking on inverse selection will check all records).

Status

Main System Users Telephony Internet Uplink  Network

System Security Management

System Security Settings  System Security Di SIPIDS Settings

[¥IEnable SIP IDS
9 attacks blocked since 18-0ct-2012
Actions to perform after the detection:
Add the IP address into the Blocked IP listin Firewall '

[¥] Discard SIP messages fram IP address for |32 sec.

Exceptions

Epygi freats system security with the utmost priority and has taken an active approach to provide users with information and tools to aid in maintaining
system security. tis highly recommended that users of an IP based system need to be familiar with industry best practices to maintain system security

Limitation of Liability and Remedies. In no event shall Epygi Technologies be liasle for any consequential, incidental, direct, indirect, special, punitive or
other damages, including, without limitation, loss of data, loss of phone calls, loss of business profits, business interruption, loss of business
information, or eher pecuniary 10ss, arising out of the use or nability to use the Quadra.

Please check your pending events!

1- Warmning:

or this action to take effect the firewall should be enabled
12 Epyai Technologies,

Ltd. All rights reserved

@cpysi

Fig. II-14: Quadro SIP IDS Settings page

Main System Users Telephony

Exceptions for SIP IDS

Add Delete Selectall Inverse Selection

Internet Uplink

IP address

[T | 192.0.0.008

Hetwaork

Fig. 11-15: Exceptions for SIP IDS Table

The system status window displays non-editable tables providing extensive system status information about Quadro: General Information, Network
Status, Lines Status, Memory Status, Hardware Status, SIP_Registration Status, |P_Lines Registration Status and License Status. The links on this

page lead to device Transfer Statistics, user mailboxes and supplementary services configuration pages.

The System Status page has several tables providing system information.

General Information

The General Information page includes the following information:

e Uptime duration - Period Quadro is running since last
reboot.

(] Device hostname - Quadro device host name.

® Quadro Operating System -
system version.

Quadro operating

e Application Software - Software and file system
versions of the Quadro.

(] Boot Loader - Quadro boot loader version.

(] DSP Software - Quadro DSP software version and the
date of build.

e lLanguage Pack - this field is present only when the
custom language pack is uploaded and it indicates the
version.

Main  System Users  Telephony Internet Uplink

Quadro Status - General Information

ral

s @-cpysi
quadro

Refrazh in 872 seconds!

General Information Uptime duration:

38 min &1 sec

Hetwork Status Device hostname:

guadro

Lines Status Quadro Operating system:

5.2.46 root@Delta. epygiloc

ry _—
Memary Status Application Software:

5.2.46 - Release

Hardware Status
Boot Loader:

FPCEoot 5.0 3/Release

SIP Registration Status
IP Lines Redistration Status

DSP Software:

FHO_GWIIP_PBX Wersion: 5.0.18. Date: Mov 18 2008 17:31

License Status

Elease checkyour pending events!
Copyright (C) 20032011 Epyai Technologies, Ltd. All rights resenred.

Fig. 11-16: Quadro Status - General Information page

Quadro6L/4L/2x2; (SW Version 5.3.x and higher)
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Network Status

The Network Status page includes the following information
about Interfaces:

Interface Name lists the Network interfaces available on the
Quadro (LAN, WAN, IPSec and a number of PPPs, depending on
the number of active PPP connections).

IP Address lists the IP addresses corresponding to each network
interface.

Subnet Mask lists the subnet masks corresponding to each
network interface.

Properties will list either the MAC address corresponding to each
network interface on the Quadro or the PPTP, L2TP and IPSec
peer IP address if an active VPN (IPSec or PPP) interface exists.

Monitor includes links to survey LAN, WAN, IPSec and PPP traffic
correspondingly. The VPN traffic link will be displayed only if a
VPN has been configured. The selection of these links will open a
new window with a table of network traffic statistics on the
following selected interfaces:

Main  System Users  Tele

phony

Quadro Status - Network Status

General Inforrmation

Heteni K Stams Interface name | IP address Subnet Mask | Properties Monitor
s A LAM 1723001 25525500 MAC: 00-09-BD-01-80-1F [ Watch LAN
Merary Status

WWAR 19216874117 | 256.255.255.0 | MAC: 00-09-BD-01-8D-20 | Watch WA

Hardware Status
SIP Redistration Status
IP Lines Redistration Status

License Status

Interfaces

Internet Uplink

Network

@-pysi

quadro
Refresh in 578 seconds!

Default Gateway:
DNS Server:

Alternative DNS Server: 182.168.0.156

192168745
182.166.0.2

® Received Bytes

® Received Packets

® Received Errors

® Received Drop Errors

® Received Overrun Errors

® Received MultiCast Packets

® Transmitted Bytes

® Transmitted Packets

® Transmitted Errors

® Transmitted Drop Errors
® Transmitted Carrier Errors

® Transmitted Collisions

Services

Service Name | Status

NTP Server Running
TP Client Running
DHCP Server | Running
DHCP Client | Stopped
DHS Running
FEirewall Disahled
NAT Stopped
EPE Stopped

View VPH Status

Transfer Statistics

Please check your pending events!
Copyright (C)2003-2011 Epuai Technologies, Ltd. Al rights reserved

Fig. 11-17: Quadro Status Network Status page

When opening the corresponding interface statistics window, no traffic values are displayed at first. After opening the window, the tables will serve as

a counter and traffic statistics will be updated every minute.

DNS Server, Alternative DNS Server and Default Gateway - these display the Quadro settings corresponding to what has been configured with

the System Configuration Wizard.

Services (NTP Server and Client, DHCP Server and Client, DNS, Firewall, NAT, PPP, IDS) statuses: shows if they have stopped or if they are still

running.

The View VPN Status link refers to the VPN Configuration page where all VPN (IPSec, PPTP and L2TP) connections can be viewed and edited.

Transfer Statistics - link to the Transfer Statistics page.

The Transfer Statistics page shows a user-defined statistics
table with the transmit/receive value (criteria), interface type and
time period. It contains the following components:

Time range of statistic table - the drop down list includes the
period (in days) statistics data that is to be collected and the
corresponding diagram charts that are to be built.

Interface - the drop-down list offer the values:

e  WAN - Wide Area Network (WAN) events only
® LAN - Local Area Network (LAN) events only

When Show also as readable values checkbox is selected, an
additional table with statistics values will be displayed on the next

page.

Main  System  Users  Telepheey

Transfer Statistics

Intraday

LAN

Iintrne Upliek. Netwatk

@cpysi

Fig. 11-18: Transfer Statistics page

Quadro6L/4L/2x2; (SW Version 5.3.x and higher)
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The area Receive Values provides the following:

Receive Bytes - number of received bytes.
Receive Packets - number of received Ethernet packets.

Receive Errors - number of received packets containing
errors.

Receive Drop Errors - number of received packets that
have been discarded.

Receive Overrun Errors - number of received overrun
errors that occur when the receive buffer is not large
enough to hold all incoming packets. This error usually
appears due to a slow receiving system.

Receive MultiCast Packets - number of received
broadcast packets.

The area Transmit Values provides the following:

Transmit Bytes - number of transmitted bytes

Transmit Packets - number of transmitted Ethernet
packets.

Transmit Errors - number of transmitted packets
containing errors.

Transmit Drop Errors - number of transmitted packets
that have been discarded.

Transmit Carrier Errors - number of transmit carrier
errors that occur due to a defective or lost connection on
the Ethernet link.

Transmit Collisions - number of transfer errors that
occurred during a simultaneous packet transmission from
both sides.

Maln  Systemn Users  Telephony Wit Uple  Network @L‘P,\ gl

_LI||[ L |‘|| ||_.|| i |‘" ladidbiiiimdnintadsdsistatadais il I

| Resesisasties |

| Beck | Help

Fig. 11-19: Transfer Statistics Diagram Chart

To see the Transfer Statistics Diagram Charts, select the desired criteria and click Save to generate the corresponding chart and the table
showing the transfer statistics values (if enabled). The letters M (millions) and K (thousands) used in the legend of the displayed diagrams show the
total number of specified criteria. The Reset Statistics button is used to reset the chart and the table (if enabled).

Lines Status

The Quadro Status - Lines Status page shows the current status of each of the IP and FXO lines including details of the attached extension. Since
only one line of information can be displayed at a time, the IP Line and FXO functional buttons are used to navigate through the information
regarding other lines.

The Lines Status table displayed for IP lines includes a group of static and dynamic parameters. Static parameters are always displayed. Dynamic

parameters only appear when an event takes place on the extension.

Quadro6L/4L/2x2; (SW Version 5.3.x and higher)
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Static Parameters:

) ) Main System Users Telephony  IniemetUpink  Network @t"]l\'”i
Extension shows the extension number of the selected

telephone line.

Quadro Status - Lines Status
Display Name shows the corresponding hame.

IPLingt IPLing2

Phone State may have the value On Hook or Off Hook. For IP
Line Status, this field may additionally have Not Configured
and Temporary Offline values.

FLineY PUnet) EXO1  FXGZ  EADY  ENO4  BADS  BADI

Ceznsian 14 E No Entry
Display Name TestF ines

Phone skl O Hook

Number of Active Calls shows the number of calls that are
currently present on the phone.

burmber of acive calls: 2

Kequstraton State

Usermame lncen 14

Dynamic Parameters: Lastregisterea

Call State shows the current state of the extension (in voice s
mail, in call, waiting, busy, call out, ring in, etc.).

Bevdng IF address:

First

Call state: In Hodd

Disstied

Caller Party appears when a call is received and indicates the
caller extension and the IP address or a phone number,
depending on type of call.

Called Party. Used intemal

Oran Music.

Call stant tme: Enatiled

Called Party appears when a call is placed and indicates the :jlm,m
destination extension and the IP address or a phone number, Calste
depending on type of call. Called Pary

Call typs
Call Type shows whether the call is Internal or External and Call st e
whether it is a PSTN call, PBX call or IP call. Calldwaton
Call Start Time shows the call start date and time. il _ e

Call Duration shows the current call duration. Fig. 11-20: Lines Status - Lines Status page upon established call

RX Codec shows the codec used to encrypt the incoming packets. TX Codec shows the codec used to encrypt the outgoing packets. If RX and
TX codecs are the same, only one Codec field will be displayed.

For IP Line Status, the following dynamical parameters appear on this page:
Username shows the IP phone’s client name registered on the Quadro.
Last Registered shows the date and time, the corresponding IP phone has been last registered on the Quadro.
Expires In shows when the last registration of the IP phone will expire.
Binding IP Address shows the IP address of the IP phone within the Quadro’s LAN network.
The list of supplementary services provides the following

additional status information for each telephone line: Enabled or
Disabled Man System Users  Telephony ImemetUghnk Network

For Incoming and Outgoing Call Blocking, Speed Calling, Quadro Status - Lines Status
Hiding Caller Info, Voice Mailbox and Group List services, the
number of Entries will be displayed in the corresponding service
table. For Voice Mail Service, the voice mailbox configuration
mode is displayed here.

Ho Enlry
This allows administrator to view the status and to be notified Exid
about services running on Quadro for every line. The services are
designed as links that guide the administrator to the corresponding

service page of the selected user.

On Hoch ng Disatded

Hurnsr of aclive calls. 0 Disabied

Hegistration State Dipabied

Usemamg locet1] Disatied

Last regstarsd Uisabisd
Expirgs in o Entry
Bnding I address: No Entry
Disatied
Disaties

Used intemal

Cram Musiz

Ensablud

Ho Enbry
Ho Entry
Dizatised

Disatéed

No Entry

(e | [ Hew ]|

Fig. 11-21: Quadro Status - Lines Status
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The Lines Status table of each FXO Line provides information
about the Allowed Call Types, the extension number (attendant
or routing client), to whom the Incoming Call is Routed To and
the State of the line (Free or Busy).

The Onboard FXO Channel Usage Statistics link is only present
for local FXO lines (this option is not available for shared FXO
lines) and leads to the page where diagram chart of FXO lines
usage can be viewed.

The Onboard FXO Channel Usage Statistics page consists of
following components used to define the chart parameters:

Trunk checkboxes are used to select the FXO line number(s) over
which the FXO traffic chart will be built. At least one Trunk
checkbox should be selected, otherwise error message appears.

Time range of statistic table drop down list includes the period
(in days) statistics data that is to be collected and the
corresponding diagram chart that is to be built.

Incoming Calls and Outgoing Calls checkboxes are used to
select whether the FXO traffic statistics for only incoming or
outgoing or for both type of calls should be displayed in the
diagram chart.

Maximum Active Calls checkbox is used to have the number of
maximum active calls displayed in the diagram chart.

At least one of these checkboxes should be selected, otherwise
error message appears.

Show button is used to generate an FXO channels usage diagram
chart over the parameters selected above.

When this button is pressed, Onboard FXO Channel Usage
Statistics chart appears. It represents dependency between the
time frame and the number of calls performed during that period.
Additionally it may display the maximum number of calls
performed in the selected time frame.

Man Spten Uses  Dghosy blemsd ek lstwsik

Quadro Status - Lines Status

@n‘|:‘.'ui

Abwed Cll Type:
R by Cal 1
St rrae

Hep

Fig. 11-22: Line Status - FXO Status page

M Systen Users  Telephory et Uplnk

FXO Channel Usage Statistics

T Days

[ Smow | [ Back |

Mastwnn

@epyui

Fig. 11-23: Onboard FXO Channel Usage Statistics page

Man  System Users  Talephony oot Uik

FXO Channel Usage Statistics

etk

@cpysi

Fig. 11-24: Onboard FXO Channel Usage Statistics chart

Quadro6L/4L/2x2; (SW Version 5.3.x and higher)
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Memory Status

The Memory Status page includes tables with the available User
Space information for each extension. These tables display the
space used by the voice mailbox and uploaded/recorded system
greetings. It shows the free and total space (counted in
minutes/seconds) for every extension. This page includes the
following information:

Memory Size shows total memory space (counted in
minutes/seconds) available on the Quadro and assigned to all
extensions.

The table’s links lead the administrator to the extension settings
page where User Space may be altered.

The System Memory row indicates the space occupied by the
universal extension recordings. Link refers to the Upload Universal
Extension Recordings page where universal extension system
messages may be uploaded.

Call Statistics shows the current number of calls with recorded
statistic entries.

Hardware Status

The Hardware Status table displays a list of the hardware devices
present and currently available on the Quadro board. The
hardware device version number and additional comments about
its state are indicated here.

SIP Registration Status

Man  Syslom  Usars  Tebeplony  Wieet Uplsk  Hotworh

@ cpysi

Quadro Status - Memory Status

Back | [mee |

il

ig. 1I-25: Memory Status page

@ cpygi

quadio
Refresh in 580 seconds!

Main System Users Telephony Internet Uplink Network

Quadro Status - Hardware Status

General Information LAN Ethernet | 100100 Mbps | Link is down

Mletwork Status WAN Ethernet | 10 Mbps Linkis up (10 Mbps, half duplex}

Lines Status FX0 & Poris Available

Wernor: Status

Hardware Status

SIP Registration Status

IP Lines Redistration Status

License Status

Elease checkyour nending events!
Copyright (C) 2003-2011 Epygi Technologies, Ltd. All rights resenved

Fig. 11-26: Hardware Status page

The SIP Registration Status table includes the following information that may be sorted in ascending or descending order clicking the columns'

headlines:

Extension - the two-digit number of the extensions on the
Quadro. The extension numbers are created as links that lead to
the page Extensions Management — General Settings where the
details about the SIP registration of the correspondent extension
can be found. This column also lists SIP registrations of the SLA
lines. The links on the SLA line number leads to the Key System
Emulation page for the configuration details.

Reg. Name - the registration name used on the SIP server.
Server - the name of the SIP server, where the correspondent
extension is registered.

Registered - this column has to display the value Yes. Not
registered extension can't be part of this table.

Registration Time - time of registration. The values in this
column will be refreshed automatically from time to time.

Main  System Unorn  Telophony oot Uslink. Hatwor

@-cpys)

Quadro Status - SIP Registration Status

Fig. 11-27: SIP Registration Status page

Quadro6L/4L/2x2; (SW Version 5.3.x and higher)
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The links inside the table will link you to the Extensions Management page where the SIP registration settings may be altered.

The Detected Connection Type field displays the connection type Quadro currently is acting in (direct connection or behind NAT). If Quadro is

acting behind NAT, the NAT machine IP address is also displayed.

The SIP Tunnels to Slave Devices and SIP Tunnels to Master Devices tables list the SIP tunnels between local and the remote Quadros (see SIP
Tunnel Settings). The SIP Tunnels to Slave Devices table lists those tunnels where local Quadro acts as a master. The SIP Tunnels to Master

Devices table lists those tunnels where local Quadro acts as a slave.

IP Lines Registration Status

The IP Line Registration Status table includes the following
information that may be sorted in ascending or descending order
clicking the columns' headlines: The IP Lines Registration Status
displays a table with the IP Lines registration information on the
Quadro.

The Registered IP Lines table lists the IP lines and remote
extensions registered on the Quadro, as well as all SLA lines
registered from each IP phone. The table indicates the actual IP
addresses of the remote devices, the usernames by which the
devices have been registered on the Quadro, as well as the
registration status information.

License Status

The License Status page displays a table with all available
licenses on the Quadro and the corresponding settings for each
license. (Currently only QCM, iQall and Pro/Basic level DCC
license statuses are displayed.)

This page includes the following information:
Type indicates the type of the license available on the Quadro.

Count indicates the number of the corresponding
available on the Quadro.

licenses

In Use indicates the number of used licensed from the total
available licenses.

Extension lists the extensions that are using the corresponding
license. Links in this column move to the corresponding service
configuration page for the extension.
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Fig. 11-28: IP Lines Registration Status page
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Fig. 11-29: License Status page
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IP Routing Configuration

Routing is used to relay information across the Internet from a source to a destination. Along the way, at least one intermediate node is typically
encountered. Routing is different than bridging. The main difference between bridging and routing is that bridging operates at the OSI Data Link
Layer (Level Two Media Access Control Layer) and routing operates at OSI Network Layer (Level Three).

Quadro’s IP Routing service allows you to route IP packets from one destination to another (or to a specified router) through Quadro or a Quadro

VPN.

The IP Routing Configuration page is used to make IP Static, IP Policy and VPN routes for IP packets routing. This page consists of three tables.
Entries in the tables are color coded according to the state of the route. For example, yellow indicates disabled routes, green indicates successful

routes and red indicates routes with an error.

IP Static Routes are used to forward IP packets from the
Network, where the Quadro is connected, to the specified
destination.

The IP Static Routes table displays all established IP static
routes with their parameters: Target State for the state of the
route (enabled or disabled), Actual State for the state of the route
connection (up, down or erroneous), Route To for the subnet
where the incoming packets should be routed to and Via IP
Address for the router IP address where incoming packets should
be routed through.

Add opens the Add IP Static Route page where a new static
route can be established.

Enable/Disable is used to activate and deactivate a selected
route(s). At least one route should be selected in order to use
these functions, otherwise the following error message will
appear: “No record(s) selected.”

The Add IP Static Route page offers the following components:

Route To requires the IP address and subnet mask for the
destination the IP packet should be forwarded to.

Via IP Address requires the IP address of the subsequent router
for IP packet forwarding to the specified destination.

Attention: The rule with the longest subnet (smallest IP range)
will take effect when having two or more IP Static routing rules
with the coinciding subnets.
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Fig. 11-30: IP Static Routing table
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Fig. 11-31: Add IP Static Routing page

IP Policy Routes allow IP packets forwarding to the specified router depending on the source IP address as well as defining the priority for the

current routing rule.

The IP Policy Routes table displays all specified IP policy routes
with their parameters: Target State for the state of the route
(enabled or disabled), Actual State for the state of the route
connection (up, down or erroneous), Priority for the route priority,
Route From is where the subnet, routed packets come from and
Via IP Address is where the router IP address incoming packets
should be routed through.

Add opens the Add IP Policy Route page to establish a new
policy route.

Enable and Disable are used to activate or to deactivate the
selected route(s).

Raise Priority and Lower Priority are used to increase or
decrease the priority of the selected policy route(s) by one. At
least one route should be selected to use these functions,
otherwise the error message “No record(s) selected” will appear.

The Add IP Policy Route page offers the following input options:
Priority requires a numeric value (from 1 to 252) to define the

priority of the routing rule. The lower the number, the sooner the
routing rule will take effect (higher priority).

From requires the packet source IP address and subnet mask of
the specified destination to match with the rule.

Via IP address requires the IP address of the subsequent router
for IP packet forwarding.
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Fig. 11-32: IP Policy Routing table
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The PPTP/L2TP Routes allow IP packets forwarding through the
PPTP and L2TP tunnels of the Quadro. If PPTP/L2TP connections
do not exist on Quadro, VPN routes cannot be generated.

The PPTP/L2TP Routes table displays all generated VPN routes
with their parameters: Target State for the state of the route
(enabled or disabled), Actual State for the state of the route
connection (up, down or erroneous), Route To for the subnet
where the incoming packets should be routed, Via Tunnel for the
VPN tunnel incoming packets should be routed through and
Tunnel State for the actual state of the route tunnel (up or down).

The Add button opens the Add VPN Route page where a new
VPN route can be generated.

The Add VPN Route page offers the following components:

Route Via contains the available PPTP and L2TP connections on
the Quadro. A connection selected from this list will be used to
route the IP packet from the Quadro’s LAN to the peer behind the
PPTP/L2TP tunnel.

Route To requires the IP address range of the possible peers
behind the PPTP/L2TP tunnel whereto the IP packets should be
routed.
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Fig. 11-34: VPN Routing table
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Fig. 11-35: Add VPN Route page

The Enable and Disable functional buttons are used to activate or to deactivate the selected route(s). At least one route should be selected to use
these functions, otherwise the error message “No record(s) selected” will appear.

To Add an IP Static Route

Select the IP Static Routes link on the Routing Configuration page.
Press the Add button on the IP Static Routes page. The Add Entry page will appear in the browser window.

arpwNE

Enter the destination IP address and subnet mask in the Route To text fields. Use the IP-Clip button to select a previously entered IP address.
Enter the router IP address into the Via IP Address text fields.
Press the Save button to make the static route with these settings.

To Add an IP Policy Route

oA wWNE

Select the IP Policy Routes link on the Routing Configuration page.

Press the Add button on the IP Policy Routes page. The Add Entry page will appear in the browser window.

Specify the policy routing rule priority in the Priority text field.

Enter the packet source IP address and subnet mask in the From text fields. Use the IP-Clip button to select a previously entered IP address.
Enter the router IP address into the Via IP Address To text fields.

Press the Save button to make the policy route with these settings.

To Add a VPN Route

arpwWNE

Select the VPN Routes link on the Routing Configuration page.

Press the Add button on the VPN Routes page. The Add Entry page will appear in the browser window.
Choose the VPN connection from the Route Via drop down list.

Enter the destination IP address and the subnet mask into the Route To text fields.

Press the Save button to make the VPN route with these settings.

Configuration Management

The Configuration Management page assists the administrator with managing the system configuration settings and voice data. For example, the
administrator is able to backup and download the settings to a PC and then upload and restore them back to the Quadro. Additionally, this page
provides the possibility of restoring the factory default configuration settings.
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The Backup & Automatically Download all config & voice
data link leads to the Automatically Backup Configuration
Settings page where the automatic backup of the system
configuration and the voice data can be configured. The service Configuration Management
allows you to setup Quadro so it will automatically backup the

system configuration and the voice data and store it in the
. A Backup & Download all config & voice data
specified location.

Main System Users Telephony Internet Uplink Network @E‘p‘)’gl

QuadrofiL

Backup & Automatically Download all config & voice data

Upload & Restore all confiu & voice data

Restore Default Configuration

Dowinload current configuration in a legible format

Upload a legible configuration file

Copyright (C) 2003-2008 Epvai Technologies, Lid. All rights resemed

Fig. 11-36. Configuration Management page

The Automatically Backup Configuration Settings page allows

you to enable the automatic backup of the system configuration .
and the voice data on the Quadro. With this service, Quadro will Main System Users Telephony  WmernetUplink  Network @ cpysi
automatically backup the system configuration and the voice data )
and store it in the specified location. Automatically Backup Configuration Settings

Info: WARMIMNG: Mail service is disabled
Info: Feedback will be given via the event system

This page contains the following components:

The Enable Automatically Backup checkbox enables automatic [ Enable autamatic Backup
backup mechanism on the Quadro.

".3:' Send via E-mail E-mail Address |astghik_sanasaryan@epygiarnm.

The following group of manipulation radio buttons allows you to
select whether the backup files will be delivered by email or
stored in some location:

The Send via Email radio button is used to send the
automatically backed up files via email. The selection enables

O gendtosever | ServerName
Server Part

Fath on Server

Send Method

Email Address text field that requires the email address of the TFP
administrating person to receive the automatically backup files. ETP
The Send to Server radio button is used to store the User Narms

automatically backup files on a remote server. This selection
enables the following fields to be inserted:

Password

The Server Name requires the IP address or the host name of Bt
the remote server. Wednesday | v | at[1500 v
The Server Port requires the port number of the remote
server.

Please checkyour pending events!

The Path on Server requires the path on the server to store | cseyugntccizoos-2011 Epvai Technsiogies, Lta. anl nants reservea.

the backup files in. Fig. 1I-37: Configuration Management page

The Send Method manipulation radio buttons allow you to select the remote server type: TFTP or FTP. In case of FTP selection, the
authentication username and the password need to be inserted. In case these fields are left empty, anonymous authentication will be used.

The Backup Interval Selection drop down lists are used to select the frequency and the time when the automatic backup of the Quadro's system
configuration and the voice data will take place.

Backup Now button is used to perform a manually immediate backup of the system configuration and the voice data.

The Backup & Download all config & voice data link generates a backup file with all configuration settings and user uploaded greeting messages.
It opens a file chooser window for immediate download to the users PC.

The Upload & Restore all config & voice data link opens a page that has a Browse button, (which opens a file chooser to select a backed-up file)
and a Configuration to Upload field requiring the file path to upload and to restore it immediately. Pressing Save will restore the selected backup
file, and delete all current user defined greetings and replace configuration settings.

The Restore Default Configuration functional button resets all configuration settings and restores the board’s factory default configuration. By
restoring the default configuration you will replace your current configuration, lose all voice mails and reboot the device. You will not be automatically
redirected to the GUI start page. After the successful reboot you will need to enter into the management page and login again to access the Quadro’s
configuration. A warning message will ask you to confirm your selection before restoring the default configuration.

Please Note: Unlike the factory default settings restore procedure initialized from the Reset button on the Quadro board, this link will keep the
following data:

® Call Statistics
® Transfer Statistics

® System Events
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® Feature Keys

® Device Registration state

The Download current configuration in a legible format and Upload a legible configuration file links leads you to the Legible Configuration
Management page where legible configuration can be downloaded and uploaded back after the required edits.

Legible Configuration Management

The Legible Configuration Management is used to manually manage the configuration on the Quadro. This will allow you to download a piece of
configuration from the Quadro in the way of legible file, to make necessary changes in that file and to upload it back to the same or different
Quadro(s). With this service, some pieces of configuration (like extension settings, NAT settings, etc.) of one Quadro can be used on another
Quadro. This also helps to apply the same group of settings to the several instances (for example, to apply the same SIP settings to multiple
extensions on the Quadro) on the same or different Quadros avoiding manual configuration of each of those instances (i.e. extension) from the web
management on each of the Quadros. The Quadro reseller, distributor, ISP or carrier usually uses this service.

The Download current configuration in a legible format link refers to the Configuration Summary page where a partial or complete
configuration can be defined and downloaded or viewed.

The Configuration Summary page is used to generate a piece of legible configuration and to download it to a PC or to view it directly in the
browser. This page consists of the following components:

The CGI Description drop down list includes a list of Web @epyyi

. . . . Man System Users  Telephory  WRemelUplk  Hetwork PYs
management pages for which the legible configuration can be s
manually managed. For example, selecting "RTP Settings" Web
management page will generate a legible configuration file with
parameters present on the RTP Settings page. o[ F0 Setings E

Configuration Summary

The Generate for Extension drop down list allows you to limit the
settings in the generated legible configuration file to one specific
extension. For example, each of the extensions on the Quadro
have own SIP settings or Codecs. To download the settings for a
particular extension only, you need to choose the corresponding
extension from the list. The drop down may also have a blank
selection. In that case the legible configuration file will contain the
parameter of all available extensions on the Quadro (if the
selected parameter applies to the extension and not to the overall
system, like RTP settings).

[ 523 ganarating 3 legisla confguraton e 1

The Start generate a legible configuration file button start
parsing the configuration structure of the device for the defined
parameters. The progress will be displayed in the area below. Fig. 11-38: Configuration Summary — Parameters page

The Cancel generation process button appears when the
configuration generation procedure starts and it is used to stop it.

Main  Systemn  Users  Telephony Intermed Upink Hetmath. @“P_\'H[
The Download generated configuration button becomes e
available when the legible configuration generation is finished. It is Configuration Summary
used to download the generated file to the PC in a plain text
format. Necessary changes can be made in the downloaded
configuration file and then uploaded back to the system.

e ——

Attention: Make sure the changes you have done in the
downloaded legible configuration file are valid and will not corrupt
the system when being uploaded back to device.

The View generated configuration button becomes available
when the legible configuration generation is finished. It is used to
view the generated file dlreCtly in the browser. [___Downiesd ganerated contgursnont ] [ ew ganarasea comguration! [_Festan generaton__|

The Restart generation! button becomes available when the —— [eb ]
legible configuration generation is finished. It is used to cancel the e i Lashastla it A1 4G Hvoee
generated configuration file and to start over.

Fig. 11-39: Configuration Summary Preview page

The Upload Legible Configuration page is used to upload a configuration file in a text format. The Browse button in the opened page is used to
browse certain legible configuration file to be uploaded and updated into the system. The configuration files to be uploaded should be in the *.txt
format, otherwise a system error occurs. Configuration file upload progress will be displayed in the area below.

Events

The Events page has two tables. All system events that have occurred will be displayed in one table and event settings will be displayed in the other.
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The System Events page may be accessed through the Events

link from the main menu. It lists information about system events Bost leader: £.0.15/Release

that have occurred on Quadro. When a new event takes place, a Prmmaze Yerzion: 3047

record is added to the System Event table. For failure events Uetes sarzenety logesd

(priority 2 and 3, see below), the warning “Please check your - adnin from 192.169.0.25, expises 15:17
pending events!” will appear at the bottom of all management Internet connection status: static [P

pages. Flease check your pending evers!

The system events and the warning message are visible only for |00 Bl Testneloges L Aliaht e

the administrator. The warning link, (which leads directly to the
System Events page) will disappear from the management pages
if the administrator has marked all new events as “read”. Fig. Il-40: Event Warning on the Main Menu page

The System Events table is the list of new and read system
events. System events have corresponding coloring depending on

the nature of the event: success (priority 1, color green), low S s e A T M A @fpysl
importance failure (priority 2, color yellow), critical failure (priority s
3, color red). System Events

SrdomBveny Ewuul ez
The table shows the Status of the event (new or read) as well as Gumnm Sysiem Temm s S 76 1551 44 3004
the name of the application the event refers to, event description, Usiete Mubostend HatlfD Ssectat Enmise siecion

| St | Dt Priity | Arsacation | N

and the date when the event was received. For example, if the
event was caused by the IDS service, the Check IDS link appears
in the reference row that will lead to the IDS Log page, or if the
event has occurred due to incorrect mail sending or SIP
registration, the corresponding links will be seen in the Reference
column of the table. The administrator can view the detailed log for
each event that has occurred.

The System Events page offers the following components:

Current System Time displays the local date and time on
Quadro.

Mark all as read marks newly occurred events as “read”.

Reset LED switches off the flashing LED (if applicable) on the
board. An LED notification may appear (depending on the
notification type given) in the page Events page when a new event
occurs.
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Fig. I1-41: System Events list
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Numerous circumstances may cause a certain application on
Quadro to flag an event.

The Event Settings page lists all possible events on the Quadro
and allows controlling notification (action) when an event takes
place.

Each entry in the events’ table has a checkbox assigned to each
row. By selecting the corresponding checkboxes, operations such
as Edit may be done for one or more events.

Edit opens the Edit Event Settings page to modify the event
action.

The Edit Event Settings page offers the following input options:

Application displays the application the event refers to. Multiple
is shown here if more than one event has been selected for the
action assignment.

Name displays the name of the event. Multiple is shown here if
more than one event has been selected for the action assignment.

Description displays additional information about the event.
Multiple is shown here if more than one event has been selected
for the action assignment.

Action offers radio buttons to choose one of the actions to notify
the Quadro administrator when an event(s) takes place. The
following actions can be available:

Main  System  Users  Telephomy e et Lipld

Event Settings

i [vane Semis

@cpysi

|_Buk | Help
Fig. 11-42: Event Configuration Settings page
Main  Syslem  Users Tebepliary it et Uplinik HNetwor b Q[’l}}':_“

Edit Event Settings

[ 5w Batk

Halp

Fig. 11-43: Edit Event Settings page

® Display Notification - A notification link will be displayed on the bottom of all pages and a record is added into the Events table. The
notification is executed as a link “Please Check your pending events!”. The link leads to the System Events page. This action also will take place
if Flash LED or Send Mail has been selected, even if not specifically selected.

® Flash LED - The second LED (yellow) will blink every second and a natification will be displayed on the bottom of all pages. For some events

the LED will start flashing after a delay.

® Send Mail — an e-mail notification about the new event on the Quadro will be sent to the e-mail address specified in the Mail Settings page.

® Send SNMP Trap — an SNMP noatification will be sent to the traphost(s) listed in the SNMP Trap Settings table (see SNMP _Settings).

® Send SMS — an SMS noatification about the new event on the Quadro will be sent to the mobile phone specified in the SMS Settings page.

Quadro6L/4L/2x2; (SW Version 5.3.x and higher)
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Actions that are not allowed for the selected event (like mail notification if the PPP link is down or the mail server has been configured improperly)
are hidden. For multiple events editing, actions that are not appropriate for least one of the selected events will also be hidden.

Please Note: In case of an IDS (Intrusion Detection System) intrusion alert, only the first possible intrusion in each 10 minute period will initiate an
event. This helps to avoid flooding the System Events table, and flooding the user with various intrusion alerts that result from each possible Denial

of Service attack. When these events are displayed in the System Events table, the user can receive detailed information about the intrusions
through a link to the IDS log list.

If Quadro cannot receive an IP address from the DHCP or PPP servers, or cannot register an extension on the SIP or Routing servers, or cannot
reach an NTP server, it raises only one event for the entire period the action has failed, but will continue to try. When the required action is
successful Quadro raises an appropriate message.

To Assign an Action to the Event

1. Select the checkbox of one or more events to assign an action to them.

2. Press the Edit button. The Edit Event Settings page appears.

3. Select an action type from the Action radio buttons to notify the administrator about the event.
4. Press the Save button to submit the changes or use Back to abort the selected action.

Time/Date Settings

The Time and Date Settings page provides information about the current system time and date. The settings may be updated through the
international time and date servers.

Time is used to set the local time (hour, minute).
Date is used to set the date (month, day, year).

Timezone provides a selection of world time zones and is used to select the local country time zone. Timezones are specified by GMT (Greenwich
Mean Time) and by specific timezones for the United States and Canada.

Enable Simple Network Time Protocol Server enables the SNTP (Simple Network Time Protocol) server on Quadro, thus Quadro becomes the
timeserver for its LAN.

Enable Simple Network Time Protocol Client enables the SNTP Main  System Users  Telephony Internet Uplink ~ Network @GP}-‘gl
client on the Quadro, thus Quadro becomes a client to an external e
timeserver. A checkbox disables Date and Time drop down lists i i

and enables the following parameters: Time / Date Settings

The SNTP Servers table lists all defined NTP Servers. Time

The Add functional button opens an Add NTP Server page where Date:

a new NTP server can be defined. This page offers the NTP Server

radio buttons that are used to choose between a manual and a 4] Enabe Simple Network Time Protocal Server

predefined NTP server. Enable Simple Metwork Time Protocal Client

e Manual requires the NTP server's FQDN (Full Qualified Add Edit Delete Moveup Wove down
Domain Name) or its IP address. SNTP Server
e Predefined is used to select the NTP server’s host address [ | ntot epygicom
from the drop down list, where the most common NTP
servers are listed. Polling interval 6 v | houris)
The Move Up and Move Down functional buttons are used to sort

NTP servers in the order they need to be accessed. If the NTP Please check your pending events!
server in the first position of the SNTP Servers table does not |copightrcizo0z2011 Epvai Technologies, Lid. All ights resenved.
answer, NTP server in the next position will try to be reached.

Fig. 11-44: Time and Date Settings page
Please Note: You can add another NTP server to the list if the
defined NTP servers are not functional (for example, Quadro's

date/time iS not being updated automatica”y). Man  Systemn Users  Telephorny et Uplink Metwork (cLI]J}:.('f):
Polling Interval indicates the time interval for the periodical Add SNTP Server

synchronization between the timeserver and Quadro. It counts in

hours.

gt boivg com

([ swe | [ ouk T

Fig. 11-45: Add NTP Server page

Attention: Time and Date Settings will be reset if Quadro has lost power.
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Mail Settings

The System Mail Settings page allows you to send warnings automatically about the board status or problems to the administrator. System events
that require email notification are selected on the Events page. System mail must be enabled and the SMTP server needs to be configured for voice

message transmission to the extension user’s mailing account.

Enable enables system mail sending and voice messages
transmission to the extension user’'s mailbox.

SMTP Host requires the SMTP host IP address or domain name.
The SMTP host needs to be configured to enable voice message
transmission.

SMTP Port requires the SMTP host port number.

Mail Sender Address text field requires the source address for the
Quadro notification emails. The email address defined here should
be an existing valid e-mail address registered on the selected
SMTP server or it should have permission to use that particular
SMTP server for e-mail transmission.

Mail Recipient Address text field requires an active e-mail
address where system emails will be delivered. The e-mail recipient
here can be a Quadro administrator or someone responsible for
network and system problems.

Mail Recipient Address (CC) text field requires an active email
address where a carbon copy (CC) of the system emails will be
delivered.

The server requires a secure connection (SSL) must be
selected if the specified SMTP server requires secure connection
using SSL. If the specified SMTP server allows using both secure
and unsecure connections then this selection forces to establish
the secure connection.

Main System Users  Telephony Internet Uplink Network

@-pysi

quadre

System Mail Settings

Enable
SMTP Host 1723005
SMTP Port 25
Mail Sender Address: who@am.i

Wail Recipient Address: critical-errors@my.machine.bar

Wail Recipient Address {CC)

The SEMES requires a secure connection (SSL)
D Enable SMTP Authentication
Lser Name:

User Password:

Please check your pending events!
Copyright (C) 2003-2011 Epyai Technologies, Ltd. All rights resened

Fig. 11-46: System Mail Settings page

Enable SMTP Authentication must be selected if the specified SMTP server requires authentication. In this case, authentication User Name and
Password configured on the SMTP server should be defined in the corresponding text fields.

Attention: The following symbols are not allowed for the Password field: '$', '(', )',/", "™, ‘&', '\', "".

Send Test Mail is used to initiate a test e-mail transmission. This button will be enabled if correct values have been submitted and saved on this

page.
To configure the System Mail

Enable the system mail sending by the Enable checkbox selection.

Update or set the SMTP host in the SMTP Host text field.

Update or set the e-mail sender address in the Mail Sender Address text field.

Update or set the e-mail address in the Mail Recipient Address text field.

Enable The server requires a secure connection (SSL) option if the specified SMTP server requires secure connection using SSL
Enable SMTP Authentication if it is required on the server.

Insert into the corresponding text fields authentication User Name and User Password defined by your SMTP server.

Press the Save button to submit these settings.

Use the Send Test Mail button to send a test e-mail with the configured settings.

©CoNoGOAWNE

SMS Settings

The SMS Settings are used to configure the SMS parameters that will allow Quadro to send the voice mail notifications or event notifications via
SMS to the extension user's mobile phone. Every extension user can enable voice mail notifications when a new voice mail is received and they can
to define their own mobile numbers from the Voice Mail Settings or to set the certain Events notification to be delivered per SMS. However, for

Quadro to deliver SMS notifications, the SMS service should be enabled and SMS settings should be configured from this page.
Enable SMS Service enables the SMS service on the Quadro.

User Name and Password text fields require the authentication settings of the SMS server.

SMS Sender Address requires the source address for the Quadro notification SMS. The address defined in this field will be seen in the “From” field

of the SMS delivered to the mobile phone.
SMS Recipient Address requires a destination mobile number for a test SMS.

SMS Gateway manipulation radio buttons allow to selected between pre-defined Clickatell SMS gateway and the custom defined SMS gateways.

Quadro6L/4L/2x2; (SW Version 5.3.x and higher)
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® Clickatell — this selection allows to use a pre-defined SMS
gateway. Selection enables the APl ID text field which
indicates a Clicatell specific parameter obtained from the
server and should match on both sides.

® Custom - this selection allows to use a custom SMS
gateway. Selection requires following parameters to be
inserted:

Resource text field requires the HTTP resource name
on the SMS gateway, for example: /http/sms.cgi.
Parameters text field requires the parameters to be
submitted to the resource address. The value of this
field represents a string with tokens (separated by
percent (%) symbols) inside.

Each token indicates a value of the certain field on this page. The
value is dependent on the SMS gateway requirements. For
example:
user=%username%&password=%password%&to=%to%
&from=%from%_&text=%text%

The tokens are the strings that have the following dependencies
from the field in this page:

%username% — indicates the username defined in the
field Username

%password% - indicates the password defined in the
field Password

%t0% - indicates the password defined in the field SMS
Recipient Address

%from% - indicates the password defined in the field
SMS Sender Address

%text% - indicates the SMS text generated by Quadro
(voice mail notification, event notification, etc.)

Wain  System Users

SMS Settings

Enable SMS Senvice

User Nama
Password
SMS Sender Address

SMES Recipient Addres

SM3 Gateways

Telephony Internet Uplink

quadra_user
ssense
EpySMS

S | 37406358425

Network

@ Clickatell

APIID

O custom

Resource

Parameters

Sener
Port
Use Secure HTTP
Secure Port

Reguest Method

POST

GET

Please theckyour pending events!
Copyright () 20032012 Epvai Technolosies, Lid. Al rights resenved

@cpysi

ThicroR

Server text field requires the IP address or the host name of the SMS gateway.

Port text field requires the port number of the SMS gateway.

Fig. 11-47: SMS Settings page

Use Secure HTTP checkbox enables access to SMS server via HTTPS. Checkbox selection enables a Secure Port text field that requires the

port number for HTTPS traffic.

Request Method manipulation radio buttons allow to select the HTTP request method used by Quadro the access the SMS gateway: POST or

GET.

Send Test SMS is used to send a test SMS to the defined SMS Recipient Address.

submitted and saved on this page.

Firmware Update

This button will be enabled if correct values have been

This window allows updating the software of Quadro by installing new firmware (image). Users registered at Epygi will receive a notice when new
firmware is available and will be able to download it from the Epygi Technical Support WEB page.

Updating new firmware requires a working power supply. Quadro is provided with a battery (accumulator). If the battery is low or simply absent the

“There is no battery or voltage is low” warning is displayed.
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Please Note: Installing new firmware will take about 15 minutes.
During this time, Quadro, telephony and Internet access will be
disabled.

The firmware update will cause the loss of the following data:

® All internally stored voice mails and custom voice messages
Please Note: If you do not wish to lose your voice data, have it

Wain  System  Users  Teleploony Inbeamed Uplink: Netwioak

Firmware update

By proceeding you'will [0se e folseng dals.

* A infernaly slored woite maits and custm woice mestages
DHC

@pyg

0-0ua.

downloaded from Configuration Management page prior to starting
the Firmware Update.

® DHCP leases

The fullwing processes will be stopped ba fue spstem mesources.
- * Vuicw Boftwane
® Transfer statistics * Htiark Tms Prtoco

* Network Interface

® Call statistics

Please Note: If you consider the Call Statistics entries in the
displayed tables to be important, it is recommended to download
them from the corresponding page prior to starting the Firmware
Update.

Fig. 11-48: Firmware Update page 1

® All pending events

® User specific GUI states
The following main processes will be stopped during the firmware update and will be restarted after the installation is completed:

® Voice Software

® Network Time Protocol Daemon

® Network Interface Statistic Daemon
® Dynamic DNS Daemon

The Automatic Firmware Update link leads you to the page where the automatic update of the Quadro's firmware (software image) can be
configured.

Next will move you to the second page of Firmware Update where the image file should be selected.

Attention: Pressing the Next button will stop some vital processes on the Quadro, therefore you will need to reboot your device manually even if you
have cancelled the firmware update procedure on the following steps.

The second page of Firmware update has a Browse button used
to browse the image file, and the Specify Image text field that will
display the selected image filename.

B System Users  Telephiey Eboined Uplink  Metwatk @‘ P\ 5

Firmware update

Pressing Save will start uploading the image file to the board and
the next page will display results and verification of the image

being burned. AL Graton vl B0 sippad uing i
O—

TrostiF amagrs R BupRSanoBaeling s | Boeme |
i [__Hun
Fig. 11-49: Firmware Update page 2
This page displays non-editable information about the image (C e
. ge . . . . . . . - L
validity. The Image Check field will display “invalid” if the image M v ey Taoa— N B et ‘]_’-‘_\11

does not correspond to the hardware version.
Firmware update
The Current Software Version field shows the old software
version. The New Software Version field shows the new version
of the software image.

This page needs to be confirmed in order to continue image
updating. If you are sure that the image version is appropriate for o
your device press Save. [ves [ Buk | [ Hee |

Fig. 11-50: Firmware Check page
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If you have confirmed the firmware version, a new page with —
firmware update progress will be displayed next. There are no o ©cpys
functions available on this page, just information about the _
firmware update procedure. At some point the connection with the Firmware update
device is being lost and you need to wait until the firmware will be
burned on the Quadro.

You will not be automatically redirected to the Login page. To
access the Quadro’s Web GUI, you need to connect Quadro again
and login.

Attention: After the firmware update, all IP phones attached to the
Quadro should be restarted.

Fig. 11-51: Firmware Update page

Automatic Firmware Update

The Automatic Firmware Update page allows you to configure an automatic update of the Quadro’s firmware (software image) as it becomes
available on the server. When this service is enabled, on the configured day and time Quadro will automatically check for a new available firmware
on the server and will either notify the administrator or update the firmware right away, depending on the configured settings.

The server configuration can be done manually or through the DHCP server. In case of DHCP server replying configuration, the corresponding
adjustments should be done on the DHCP server to automatically point the Quadro to the destination where the firmware is stored.

Please Note: Independent on the selected server type, there should be an “auto-update” folder in the root directory of the server. Quadro will check
for any new firmware in that specific folder only. Besides the firmware *.bin file, the “auto-update” folder should contain supplementary file(s) to point
to the correct firmware file.

The detailed instructions on the functionality of automatic firmware update as well as server configuration are described in the “Automatic Firmware
Update” document which you can find at the Epygi Web support portal.

This page consists of the following components:
The Enable Automatically Firmware Update checkbox selection enables the automatic firmware update service on the Quadro.
Attention: When the older firmware is installed on the Quadro, the system configuration will be lost and the device will be factory reset.

The first manipulation buttons group on this page allows you to choose between the manually configured firmware server and the server defined by
the DHCP server.

® Assign automatically via DHCP - choose this selection if the Quadro acts as a DHCP client in its WAN interface. In this case the
firmware server’s configuration will be automatically obtained from the DHCP server. This selection requires previous configuration on the
firmware server and will work only if the “auto-update” directory is created on the TFTP server. The DHCP server should also be
configured to provide the parameters of the TFTP server to the Quadro.

® Assign manually — this selection is used to manually configure the firmware server settings. The Server Name (the IP address or
hostname), the Server Port and the Update Method should be defined. The Update Method drop down list provides a possibility to
choose among TFTP, FTP, HTTP or HTTPS methods. For some of these selections, authentication Username and Password can be
entered.
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The second manipulation buttons group on this page allows you to i
select the frequency of checking for a new update. Main System Users Conferences  Telephony  IntemetUplink  Network @epygl
quadra
® Check and notify — choose this selection if you only
wish to be notified about the new available firmware on
the server. With this selection, on the indicated weekday Info: Feadback wil be given via the event system
and time, on daily or weekly basis, the Quadro will [ Enaile Automatically Firmware Update
check for a new firmware available on the server. The
way of notification is configured from the Events page.

Automatic Firmware Update

Semver Gonfiguration

. . © Assign manually Server Mame; fip.epyoi.com
® Check and update — choose this selection to check and
automatically install the new firmware on the Quadro as

it becomes available on the server. With this selection,

Server Port 21

Update Method: | ftp v

on the indicated weekday and time, on daily or weekly User Name:

basis, the Quadro will check for a new firmware Password: |essssss

available on the server, will automatically download and

install it on the Quadro. © Assign automatically wia DHCF | Get the TFTP server value from DHCP sewver. This requires Quadro to be

configured as DHCP client; slgo the DHCP gerver should be configured to provide
the "TFTP server name” parameter (option 86).

The Check/Update Now button is used to manually initiate Check
and notify or Check and update actions. The action to be Check for updates
executed depends on the radio button selected above. @ Check and nolfy

EveryDay v | at|0:00

O Check and update at

Checkilpdate MNow

Copyright (C)2003-2008 Epyai Technologies, Lid. Al rights reserved

Fig. 11-52: Upload Configuration page

Networking Tools

The Networking Tools page provides the possibility to check the Internet connection.

. Mo System Usets  Tebiphony It Uplink Retwath @l'i]\'_‘.‘,i
Ping sends four ICMP (Internet Control Message Protocol)

requests with a default size of 64 bytes to the destination (IP Networking Tools
address or host name) specified in the text field Ping Target. The
response times are logged, and the round trip time (the time
required from being sent until being received again) is measured.
The minimum and maximum round trip time and its average as
well as the percentage of lost and of received frames results are
displayed in the lower area of the page.

1921680 15 [

ot [ apypieem [(Tuaceroute ]

Traceroute checks the Internet connection by triggering the
routers (hops) that are passed to reach the destination specified in
the Traceroute Target text field. Trace routing gives feedback on
the routers passed by packets on the way toward the destination
and the round trip delay of packets to these routers.

Back alp

Attention: No Traceroute is possible if a high priority Firewall has

. Fig. 11-53: Networking Tools page
been enabled (see chapter Firewall and NAT).

For the purpose of tracerouting, several IP packets are sent out. UDP (User Datagram Protocol) is used to send packets and ICMP (Internet Control
Message Protocol) is used to receive information about the routers. In their headers, the TTL (Time To Live) value increases from 1 to 30. When the
first IP frame is received by the first router, its IP address will be returned in its acknowledgement.

The second frame delivers the IP address of the second router and so on and so forth. The results of Traceroute are displayed on the lower area of
the page.

Ping Target requires the destination (IP address or host name) for the ICMP request.

The Ping button starts pinging the specified ping target.

Traceroute Target is used to enter the IP address or host name of the destination to be trace routed.
The Traceroute button is used to process the router triggering to check the Internet connection.

In the field below these, the output of the Ping or Traceroute procedure is shown.

To Check the Internet connection

Specify the destination address for the ICMP request in the Ping Target text field.
Press the Ping button to process the ICMP request.

Specify the destination address to trace the route.

Press the Traceroute button to process the router triggering.

Eal ol
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SNMP Settings

The Simple Network Management Protocol (SNMP) is an application layer protocol that facilitates the exchange of management information
between network devices and is used by network administrators to manage network performance, find and solve network problems, and plan for
network growth.

On Quadro, SNMP agent is running to allow administrators to remotely manage Quadro’'s network and the device’'s configuration. Remote
administration is being performed by means of special SNMP monitoring programs (SNMP Manager), which can automatically feedback by the
certainly configured actions on some events on the Quadro or remotely modify Quadro’s settings.

SNMP Settings page is divided into two pages: Global SNMP Settings and SNMP Trap Settings.

Global SNMP Settings are used to enable the SNMP agent on the Quadro, to select the SNMP protocol version for communication with the
administrating application and to define the community for administrating application to connect the Quadro.

Enable SNMP checkbox is used to enable SNMP agent on the Quadro.
System Location text field requires optional information to describe the network where SNMP management is performed.

System Contact text field requires optional information about the
contact person responsible for the SNMP management in the

defined network. Field may indicate the point per_son’s name, email Main System Users Telephony Iternet Uplink  Network @epy gi
address, phone number or other contact information. quadre
Enable SNMP v1 / 2c checkbox is used to enable SNMP v1/2c .

protocol version for the messaging between Quadro’s SNMP agent Global SNMP Settings

and the administrating application. If this checkbox is not selected, _ )

SNMP v1 will be implied. Glohal SHMP Settinus SHMP Trap Settings

SNMP v1 /v2c Read-Only Community text field is used to insert
the community description (public, private, etc.) for the read-only
management (like gathering information (events, statistics, etc.) System Location Quadrn Metwark
about Quadro’s). Field may contain some kind of password which

Enable SHMP

h - h Systern Contact drmi Epyg.
should be matching both on Quadro and on the administrating yelem onar Admingslp. ey com
application for successful SNMP management. [ Enable SMMP 1 1 20

Enable SNMP v1 / 2c Read-Write Access checkbox additionally SNMP vl {v2e Read-Only Community. | puitlic

enables a read-write access on the Quadro for the SNMP

. . . . . . . [ Enable SNMP v1 7 2 Read-Write A
monitoring application. With this checkbox enabled, administrator anle SEFV 2 Readiine Aress

will be able to remotely configure the Quadro via SNMP SMMP vl J 2¢ Read-Write Community. | private

administrating program.

SNMP v1/v2c Read-Write Community text field is used to insert

the community description (public, private, etc.) for the read-write

management (like gathering information (events, statistics, etc.)

about Quadro’'s and remotely changing Quadro’'s configuration).
Field may contain some kind of password which should be | cepyriaht(s) 20032008 Epvai Technologies Lid. All rights reserved.
matching both on Quadro and on the administrating application for
successful SNMP management.

The Service Restart button restarts the SNMP sub-system on the Quadro. Restarting the SNMP sub-system is recommended if it does not respond
to a SNMP manager's requests.

SNMP Trap Settings are used to define the traphosts that should @©@cpyei
be informed when certain events occur on the Quadro. For the SRS S e s Sem o
listed traphosts to be informed about the events on the Quadro,
Send SNMP Trap action should be configured for the
corresponding event(s) from the Events page. SO T Saties

Fig. 11-54: Global SNMP Settings page

SNMP Trap Settings

Al Dalets [l Salectal Wnerss Safaction

SNMP Trap Settings page contains a list of all configured
traphosts with the referring information.

Traphvst SHIVE Veralon Sy

Fig. 11-55: SNMP Trap Settings page
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Add functional button is used to add a new traphost to the table
and opens Add SNMP Traphost page where the new traphost
might be defined. Page consists of the following components:

Traphost text field requires an IP address or the host name of the
traphost. Administrating application's host address should be
inserted here.

Community text field requires community description (public,
private, etc.) for the administrating application to accept the
notifications about the certain events on the Quadro. Field may
contain some kind of password which should be the same both on
Quadro and on the administrating application for successful SNMP
management.

A group of radio buttons is used to select the SNMP protocol
version used for events notifications delivered by the Quadro to the
administrating application.

Diagnostics

Main  System  Uswis  Telaphony Inbemed Uplink  Nelwak

Add SNMP Traphost

192160.0.26

public

Fang Batk

@cpyg

Help

Fig. 11-56:Add SNMP Traphost page

The System Diagnostic page gives a possibility of running Network and WAN protocol diagnostics to verify Quadro's connectivity and to download

all system logs for possible problems recovery.

The Start Detecting WAN Protocol button is used to initiate WAN
diagnostics that will detect the WAN IP configurations: static or
through DHCP and PPP servers. For static WAN IP configuration,
gateway availability is checked. When acting as a client, DHCP and
PPP servers' accessibilities are being verified.

The Start Network Diagnostics button is used to initiate network
diagnostics, i.e., to check the WAN link and IP configuration, to
verify gateway, DNS primary and secondary (if configured) servers'
accessibilities.

The field below will display the diagnostics results and the
connectivity conditions. The system should be reconfigured if
problems occur during the diagnostics.

The Download system logs button is used to download all logs to
the local PC as a *.tar archive file. These logs can then be used by
the Epygi Technical Support Office to determine the problem that
has occurred on your Quadro.

The Reboot this Device button is used to reboot the Quadro.
Please note that the session with the Quadro will be closed, i.e.,
the Quadro GUI should be newly opened and a new login will be
required afterwards.

The Start Call Capture button leads to the Call Capture page
where active calls and available interfaces may be captured.

The Start FXO Diagnostics button runs FXO diagnostic tests to
determine the optimal value for the FXO country specific regional
setting (CSRS) appropriate to the PSTN provider. Once the FXO
diagnostic is complete, the recommended value should be set
manually on the fxocfg hidden cgi. Setting this value may resolve
echo or poor audio quality issues on FXO lines.

Home

System Diagnostics

[ Startdetecting Wan Protocal |

Reboot this Device

@cpysi

[ Start betwork Diagnostics ] [ Start FXO Diagnostics

[ Download system logs ]

: WAN link ok
: dynawmically wia DHCP Client

Checking for physical link
Checking IP configquration
DHCP Client is running

Gateway (192.168.73.5): reached

Primary nameserver [(192.168.73.10): reached

Secondary nameserver (192,1658.0.2): reached
Checking name service connectiwity (DH3):

Primary nameserver (192.168.73.10): answered

Secondary nameserwver (192.168.0.2): answered

T, epYYl . com:
epygi-config. loc:

resolved and answered

Show Systern Logs

Copyright (C) 2002-2002 Epygi Technologies, Ltd. All rights reserved.

Fig. 11-57: System Diagnostic page

Show System Logs link leads to the page where Quadro’s logs might be viewed, downloaded and the logging setting may be adjusted.

System Logs

The System Logs page is accessible by pressing the Show System Logs link on the Diagnostics page. This page is used to adjust where system
logging settings, view system logs directly in your browser or download them locally to your PC.

The System Logs page consists of three sub-pages.

Quadro6L/4L/2x2; (SW Version 5.3.x and higher)
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The System Logs Settings page is used to adjust the system
logging settings and contains the following components.

® The Enable User Logging checkbox is used to enable user
level logging. This logging contains brief information about
events on the Quadro.

® The Enable Developer Logging checkbox is used to enable
developer high level logging. This logging contains detailed
information about events on the Quadro.

® The Log Lines to Show drop down list is used to choose the
maximum number of log lines to display on the View System
Logs page.

@cpysgi

quadio

Main System Users Telephony Internet Uplink Network

System Logs

System Logs Settings  Systern Remote Logs Seftings  Yiew Systern Logs

Enable User Logging
Enahle Developer Logging

Log Lines to Show | 500~

Mark all logs
Downlozad all logs

Please checkyour pending events!
Copyright (C) 2003-2012 Epvai Technologies, Ltd. All rights resenved.

Cormment

Fig. 11-58: System Logs - System Logs Settings page

® The Mark all Logs button is used to set a line marker in the logs. If you need to follow a certain piece of log, push this button to set a starting
mark in all logs and then perform the needed actions over the Quadro. When the actions are done, push this button again to set an ending mark
in all logs. This way you shall clearly see a piece of log between the starting and ending marks generated during the certain actions taken over
the Quadro. The Comment text field is used to insert some text information which will be displayed next to the marks inserted in the logs. This
comment may describe the problem captured in the following logs and may be useful for the Technical Support.

® The Download all Logs button is used to download all logs to the local PC as a *.tar archive file. These logs can then be used by the Epygi
Technical Support Office to determine the problem that has occurred on your Quadro.

The System Remote Logs Settings page is used to adjust the
system logging settings and contains the following components.

® The Enable Remote Logging checkbox is used to enable
remote monitoring of Quadro’s logs. When this option is
selected, remote administrators may connect Quadro with
Telnet protocol (port number 645) and access the logs
selected on this page. This is done for remote Quadro’s
diagnostics and is mainly used by Epygi's Technical Support
Office. To make the Quadro’s logs open for remote access,
appropriate Firewall level or Filtering Rules must be created.

® Checkboxes below on this page are used to select those log
types that should be accessible remotely. Select only those
logs that you wish to have monitored remotely.

In the View System Logs page you may view the generated logs
on the Quadro. System logs are useful to determine any king of
problems on the Quadro as well as to monitor the user's access
and the usage of it.

On the left side of the page, a list of main logs is displayed.
Clicking on the needed link will display the log on the right side of
the page.

The text field on the left side is dedicated for support personnel
only and is used to search a custom log not listed on this page. To
do so, insert a required log name to the text field and press Show
Custom Log functional button.

Features

@cpygi

quadro

Main System Users Telephony Internet Uplink Network

System Logs

Svstem Logs Settings System Remote Logs Settings View System Logs

Enable Remate Lagging (Telnetvia 645 port)
Enable Call Contralling Log Enable SIP User Agent Lag
Enable Media Stream Log Enable DSP Log
Enable SIP Registration Log Enable System Messages Log
Enable FOIP Lag Enable Voice Mail System Log
Enable SPMG Agent Log Enable ISDN L2 Log
Enable ISDN L3 Log Enable SIP Subscription Log
Enable Presence Log

Please check your pending events!
Copyright {C) 2002-2012 Epvgi Technologies, Lid

All rights reserved

Fig. 11-59: System Logs - System Remote Logs Settings page
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Fig. 11-60: System Logs — View System Logs page

This page lists all features that may be activated by a software key, characterized by a Feature Description and provided with its Status:
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No Key Found - the feature is currently not available

® Reboot Needed - the feature key has been entered and Quadro needs to be rebooted

Activated - the feature is now available on the Quadro

® Free trail — the feature is activated for evaluation. The evaluation period is 30 day.

Following features may be activated via the software key:

Debug - enables Telnet connection towards the Quadro
for debugging purposes.

3pcc Support - enables Third Party Call Control feature on
the Quadro. The feature allows the call controlling
applications running on a user PC to remotely initiate and
handle calls on the Quadro and to subscribe for certain

Main  System  Users

Telephony Internet Uplink Network

event notifications from the Quadro. Features
DCC Pro Support - enables Quadro PBX extensions to Linigue 17 044 3 61000038
use the Pro-level Desktop Communication Console (the "
application description can be found at Epyagi Technical T
SUQQOI’I). Upgrade Hame Additional Features Status
DCC Basic Support - enables Quadro PBX extensions to Debug Enables Debug support Activated
use _the_ Basn:-lev_el _Desktop Communication C_onsole (_the S0t Soppont Supportfor Third Paty Cal Contrl ELee[;rLa;nmmmmom
application description can be found at Epyai Technical " i :
Support). ; ! . L
_QL) DCC Pro Support Full support for Pro-evel Deskivp Communication Consolk Expiration Dale: 2014.04.30-00:00
iQall Toggling Support - this feature enables users to Frea trial
. . R . . DCC Basic Support Full support for Basic-level Desktop Communication Console | .
alternate the call from their mobile device iPhone/Android Expiration Date: 2014.04.30-00:00
running iQall to their desk phone without the call bein ' ' Frea trial
droppegd P 9 0all Toggling Supgort | Supgort for iall tagging Fxparation [ata: 711404300000
- Frea trial
. . IFPh it Support for additional IP Phon .
IP Phone Support - enables additional LAN-sided IP ere suppart | SupporforactionalTEFhones Fapiraton Date: 201404 300000
phones support on the Quadro. This feature key allows you Autodiger Su - ! Free trial
. . pport Support for Automatic Dialer Application N | y
to activate a package of 8 IP lines support. Explration Bete: 214 84.30.00:90
. . _— Tree trial
Autodialer Support - allows run with Quadro the QCHH Support Full support for Quadro Communication Manager Expiration Date: 2014.04.30 01:00

Autodialer application (the application description can be
found at Epyai Technical Support).

QCM Support — allows Quadro’s extensions to be used by
Quadro Communication Manager after QCM trial period
expires. Depending on the feature key type, additional 4 or
10 QCM licenses can be activated on the Quadro.

To enter a Feature Key, click Add. A page with the Feature Key
text field is opened. Enter the key and press Save. The status of
the selected feature entry will change to Reboot needed. Reboot
the Quadro and the feature will receive the status Activated.

To receive a Feature Key, register the Quadro device and send a
corresponding request to Epygi's Technical Support. This request
must include the Unique ID that is displayed in the Features page
above the features list.

Upload Language Pack

Please ch

Back

All nghts resarved.

eyt

Help

Fig. 11-61: Features page
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Features

Uaers  Telephisny

Wilernet Uplisk Hebwsrk

MEUCHERIRLAGONF B! 735 E VAT wgs=

Sae | [ Dwk |
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Helo |

Fig. 11-62: Features Add page

The Upload Language Pack page allows you to upload a custom language for GUI and Voice Messages of the Quadro. The language of voice
messages can be switched to the custom Language Pack language from the GUI setting page in the System Configuration Wizard. The language of
GUI session can be changed to the custom Language Pack language from the radio buttons on the login page. Uploading a language pack will also
change the language of some supported IP phones (Aastra, snom v.6.x, Grandstream GXP2000). After a custom Language Pack is uploaded onto
the system, reboot the IP phone to load a matching language onto the phone.

Uploading a Language Pack will cause the loss of the following data:
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® All voice mails and custom voice messages

® Call statistics Main System Users  Telephony Internet Uplink  Network @C})}-’gl

QuadresL

® Pending events
Upload Language Pack

® Transfer statistics

Installing or removing a language pack will cause:
Please Note: Only one custom Language Pack can be uploaded
at the time. Uploading a Language Pack will remove the existing
one (if applicable) and will reboot the Quadro.

A reboot
A new language pack replaces the existing one.
Losing all voice mails and custom voice messages
Losing call statistics

Losing pending events

Losing the transfer stafisties

seseee

The Current Language Pack field displays read-only information
about the custom language pack uploaded. When no custom

Current language pack

Ianguage pack is uploaded, the field indicates “unknown”. Languae packTle 1o Uplcsd: |sBuildiangPackl_FRangpack_fr_FR_5.1 4.birl[_Browse.. |
Rernove current lanauage nack
Below, there is a Language Pack File to Upload text field that Undate lanquanes for |P phones
dlsplays the SeIeCted Image fllename The BrOWSG bUtton IS used ATTENTION: After pressing "Save”, you'll have to rebootthe device manually, even ifyou don'tingtall the language pack!
to browse the custom language pack to be uploaded.

The Remove Current Language Pack link is only seen when a | copmantcc) 20052008 £pvat 1eomnoisaies s st ightsraservea
custom language pack is uploaded and is also used to remove it
from the system.

Fig. 11-63: Upload Language Pack page
The Custom languages for IP phones link is only seen when a custom language pack is uploaded and is used to move to the Update Languages
for IP_ Phones page where a custom language pack may me uploaded to the IP phone.

Pressing Save will start uploading the custom language pack to the board.

Attention: Pressing the Save button will stop some vital processes on the Quadro, therefore you will need to reboot your device manually even if
you have cancelled the language pack update procedure on the following steps.

The next page displayed will show verification of the language pack being uploaded and asks for confirmation to overwrite the existing custom
language pack (if applicable). After final confirmation, the system will upload the selected custom Language Pack and it will reboot.

Update Languages for IP Phones

The Update Languages for IP Phones page is used to upload a custom language pack to the IP phone. This page only contains those IP phones
that support custom language pack uploading from the Quadro.

To upload the custom language pack, go to your IP phone related -
page and Browse the custom language pack file. Save the Main System Users Telephony  IntemnetUplink  Network @6})}’31
changes to upload the custom language pack to the IP phone.

. . . . Update languages for IP phones
Attention: Pressing the Save button will stop some vital processes P guag P

on the IP Phone, therefore you will need to reboot your phone hasta 51 .
manually even if you have cancelled the language pack update nem
procedure on the following steps. Snom Language packfile to substitute: Choose File | Nafile chosen

Grandstream GXP2000

Web language pack file to substitute Choose File | Mo file chosen

Save Back Help

Fig. 11-64: Update Languages for IP Phones page

The next page displayed will show verification of the language pack being uploaded and asks for confirmation to overwrite the existing custom
language pack (if applicable). After final confirmation, Quadro will upload the selected custom Language Pack to your IP phone. You should then
reboot your phone to make the new language pack active.

User Rights Management

The User Rights Management service sets restrictions on the GUI access for various users, permits or denies the access to certain Web GUI
configuration pages and creates multilevel user management of the Quadro. The feature is useful to the ISPs in order to set the restrictions for
certain customers to manage the Quadro’s configuration.

Two levels of Quadro GUI administration are available:
° Administrator — this is the main administrator’s account. The administrator can configure to have the factory reset safe the default

password or choose not to. The administrator has access to all Web GUI pages and no one else has configuration permission to adjust
this account. The administrator is responsible for granting access to all other user groups.

° Local Administrator — this is a common (sub-) administrator's account. The password is not factory reset safe. Local Administrator can
have permission to adjust each GUI page.

° Extension — this account refers to all extensions created on the Quadro. The password for default extensions is not factory reset safe
but is contained in the backed up configuration. Permissions for an extension to access each GUI page can be adjusted here.
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The User Rights Management page consists of two pages. The
Users page is used to manage the available users on the Quadro.
The Roles page is used to assign the corresponding permissions
to the users.

The Users page contains a table where the Administrator and
Local Administrator users are listed. This page allows them to
modify the passwords of available users in the table and to
manage the Local Administrator's account. The following
functional buttons are available on this page:

The Change Password functional button is used to change the
password of the Administrator and Local Administrator user's
account. Select one of the available users in the table by toggling
the corresponding checkbox and press Change Password to
open the corresponding page.

Main System Users Telephony Internet

User Rights Management

Users Roles

Change Password Enable User Disable User

Uplink Hetwork

@-cpysi

quadr

User Hame Role

Status

O

admin Administratars

Enabled

O

localadmin

Local Administrators

Disabled

Please checkvour pending events!
Copyright (C) 2003-2011 Epvai Technologies, Ltd, All rights reserved

Fig. 11-65: Users page at User Rights Management

For Change Password page contains two parts - one for GUI Access Password, the other one for Phone Access Password.

The GUI Access Password offers the following components:

e The Old Password text field is only present when modifying
the Administrator account password and requires the current
password of the Administrator. An error message prevents
entering the wrong password.

The New Password text field requires a new password for
the Administrator or Local Administrator. Reentering the new
password in the Confirm New Password text field will
confirm the new password. The New Password field is
checked against its strength and you may see how strong is
your inserted password right below that field.

Main System Users Telephony

Change Password
Account Name: admin

GUI Access Password Phone Access Password

Qld Password:

MNew Password

Confirm Mew Password:

Please check your pending events!
Copyright (C) 2003-2011 Epval Technelegies, Ltd. All rights reserved.

Internet Uplink

@cpysi

quadro

Network

Fig. 11-66: Change Password page

Please Note: The password can consist of numeric values and symbols. Up to twenty (0-20) digits and symbols are allowed.

The Phone Access Password offers the following components:

e The Old Password text field is present when modifying
the Administrator account password and requires the
current password of the Administrator. An error message
prevents entering the wrong password.

e  The New Password text field requires a new password for
the Administrator or Local Administrator. Reentering the
new password in the Confirm New Password text field
will confirm the new password. The New Password field is
checked against its strength and you may see how strong
is your inserted password right below that field. The
password can consist of numeric values only.

Please Note: Up to twenty (0-20) digits are allowed. A
corresponding warning appears if any other symbols are inserted.

Main System Users Telephony

Change Password
Account Name: admin

GUl Access Password Phone Access Password

Internet Uplink

Old Password: ssse digits anly
esnnne .
Mew Pagsword digits anly
Confirm Mew Password: (eeessese digits anly
Please checkyour pending events!
Copyright (C) 2003-2012 Epyai Technologies. Lid. All rights resened

Hetwork @epygl

TMicroR

Fig. 11-67: Change Password page

The Enable User and Disabled User functional buttons are used to enable or disable the Local Administrator’s account.

Attention: It is highly recommended to define a proper and non-empty password on this page if the extension is being used for the Call Relay

service from the Quadro's Auto Attendant.

Please Note: The Administrator's account cannot be disabled.
The Roles page contains a table where the Local Administrator
and Extensions users are listed. This page allows you to set the
permissions to the GUI pages for each user in the table.

The Edit functional button leads to the Change Access Rights
page where a list of user specific GUI pages is displayed. Select
the user in the table and press Edit to manage the permission for
the corresponding user.

- reri
Maln  System  Users  Telephony Internat Uplink Hatwork @ CpY8l
quades
User Rights Management
Ysers Boles
Ealit
Eole
[] | emensions
[] | Local Administrators
[ Back Help
Blaase chack your pending events!
Copylght (C) 20023041 Epyal Teshnologiss, Ltd. Al rights resens a

Fig. 11-68: Roles page at User Rights Management
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On the Change Access Rights page, Grant Access/Deny
Access functional buttons are used to grant or deny access to o
certain GUI page(s) for the selected user Main System Users  Telephony Internet Uplink Network ep\; Dl

quadre

When access to a certain GUI page is denied for a user, the “You

are not authorized to access this page!” warning message will be User Rights Management

displayed. Changing access rights for role extensions

Grant Access Deny Access Selectall Inverse Selection

CGI Name CGl Description Access
[ | statistics Call Statistics Granted
[ | Apstatistics Call Statistics - RTP Details Granted
[ | faxstatistics Call Statistics - FAX Details Granted
[ | forwardadd Farwarding List- AddiEdit Entry Granted
[ | huntadd Call Hunting - AddrEdit Entry Granted
[ | sds Speed Calling Settings Granted
[ | userpsw Changing Passward for admin or extension | Granted
[1 | usersetlings Extension Account Settings Granted
[ | wmail Extension oice Mailbox Granted
1 |vms Extension Yoice Mail Settings Granted
[ | vmprotiles Extension Voice Mail Profiles Denied
1 | hold Basic Services - Hold Music Settings Granted
[ | redial Basic Services - General Settings Granted
[ | dnd Basic Senvices - Do Mot Disturb Settings Granted
[ | addressmanagement | Extension Caller ID Based Senices Table Granted
[ | supserices Edit Extension Caller ID Based Senvices Granted
[ | grouplist Extension Group List Granted
[ | arouplistadd Extension Group List- Add/Edit Mermber Granted

Copyright (C) 2003-2008 Epvai Technolonies, Ltd. Al rights resenved.

Fig. 11-69: Edit Roles page at User Rights Management
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Users Menu

Main  System Users  Telephony Internet Uplink Network
Extensions Management
Receptionist Managemant
QuadrodL N edensions Directory
Authorized Phones Database
Active Calls
Call Start Time | Call Duration | Calling Phone | Called Phone

Mo ftems in list

Boot loader:
Firmware Version: 5.2.58/Release

Uszers currently logged in:

Internet connection status: static IP

Please check vour pending events!
Copyright (C) 2003-2011 Epyai Technologies, Ltd. All ights reserved

@y

quadrg

Retresh in 80 seconds!

- adwin from 192,168,70.26, expires 13:55

Fig. 11-70: Telephone Users Menu in Dynamo Theme

Extensions Management

Users

quadro @ep}rg-[

s System
s |sers

o Extensions Management

o Receptionist Management

o Extensions Directory

o Authorized Phones Database
e Telephony

e |nternet Uplink
s [atwork

Install Checklist
s Fealure Codes
s Help

s | ogout

Flease check your pending events!

Home Logout
Copyright 2003-2011 Epygi Technologies, Lid. All rights rezenced.

Fig. II-71: Telephone Users Menu in Plain Theme

The Extensions Management page is used to create a variety of extensions and auto attendants on the Quadro. From this page, by clicking on the

user extension, the Administrator can go to the extension settings pages.

When this page is accessed for the first time after the
Quadro’s initial boot-up or the default configuration settings
restore, an intermediate page is displayed.

The Change Extension Length page is used to define the
extension settings applicable to all extensions on the
Quadro. This page disappears once being saved.

The Change Extension Length page consists of a radio-
button selection:

Mam  System  Useis

Choose Extensions Length

Tedephoany Iernet Uplink Network

©<pysi|

(e

Fig. 11-72: Extensions Management - Add Entry page

® | eave Current Length radio-button selection is used to leave the current length of extensions on the Quadro. Per default the extensions
length on the Quadro is 2. In front of this selection, the actual configured length of extensions is displayed.

® Change Length radio-button selection is used to change the actual length of extensions on the Quadro. This selection enables the

following information to be defined:

The Extension Length drop-down list requires you to choose the length of the extensions on the Quadro. This number will apply to
all existing extensions on the Quadro as well as to any newly created extensions. The length of the extension can be 2, 3 or 4.

The Extension Prefix text field is used to define a prefix with which all existing extensions on the Quadro as well as to any newly
created extensions should start. The prefix cannot start with the digits 0 or 9, otherwise an error message appears.

Please Note: By saving the settings on the Change Extension Length page, all existing extensions will lose the custom voice messages and voice
mails in the voice mailbox. The device will be rebooted. You will not be automatically redirected to the login page, so you need to access it manually
again when reboot ends. After the reboot, the Change Extension Length page will disappear and the Extensions Management page will be
displayed. The Change Extension Length page will not appear again unless the default configuration settings are restored on the device.

Two types of user extensions, active and inactive, can be created on the Quadro. Active extensions are those that are attached to a line, can place
and receive calls and use available telephony services. Inactive extensions are those that are not attached to the line. They can use some available
telephony services but they cannot place and receive calls. Instead, inactive extensions have a voice mailbox available to store the messages from

callers.

Quadro6L has no FXS lines, only IP lines are available. Quadro4L and Quadro2x2 have two FXS lines available.
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Attendant extensions are dedicated to the IVR system on the Quadro. These extensions are used by callers to reach Quadro’s users and use the
remote access and call relay services. It is possible to create Auto Attendants with the custom scenarios. By default, Quadro has one Auto Attendant
extension (00) which is undeletable.

Attention: The system is limited to 100 extensions. Once the number of extensions in the Extensions table reaches 100, there will be no more
possibility to add new extensions.

The Extensions table is a list of all extensions and their parameters.

e
Main System Users Telephony Internet Uplink Network @el) } 81

quadre

Extensions Management

Add Edit Delete Selectall lverse Selection Hide i attached to disabled IP lines Use Epygi SIP server
Extension Display Name Attached Line SIP Address Percentage of tem Memor External Access Codecs 2

O |oo Attendant 225500@192.168.0.209:5060 1% (16 min 56 sec) PCMu, ...
[mREER Line 1 11 5% (1 hour 24 min 349 gec) Mone PCMU, ...
[mREE Line 2 12 5% (1 hour 24 min 38 sec) Mone ECMl

[mREE IP Line 1 7221 3@sip epygiloc5060 5% (1 hour 24 min 38 sec) Mone ECMl

114 IP Line 2 14 5% (1 hour 24 min 38 sec) Mone PCMU,
115 IP Line 3 15 5% (1 hour 24 min 38 sec) MNone PCMU,
|16 IP Line 4 16 5% (1 hour 24 min 38 sec) Kone ECMU

O |1r IP Line & 17 A% (1 hour 24 min 39 sec) None PECMU -~
Upload Universal E ion R

Add Multiple Extensions

Please checkvour pending events!
Copyright (C)2003-2011 Epvai Technologies, Ltd. ANl fights reserved.

Fig. II-73: Extensions Management page

The following columns are present in the table:

® Extension - lists user or attendant extensions on the Quadro. This number is used for internal PBX calls.
® Display Name - indicates an optional display name to identify the caller.

® Attached Line - indicates the IP line corresponding extension is attached to. “R” is displayed in this column when SIP Remote Extension
(see below) functionality is enabled on the extension.

® S|P Address - displays the SIP address of the corresponding extension. The column displays the full SIP address, (i.e.,
username@sipserver:port) when the Registration on SIP Server checkbox is selected. If registration is disabled, the SIP address will be
displayed in the following format: “username, Proxy: sipserver:port”. If no SIP registration server or SIP server port is defined, corresponding
information will not be included in this column. If no username is defined, the extension number will be displayed instead.

® Percentage of System Memory - indicates the user space (in percentages) configured for each extension. The actual available duration (in
minutes) for the extension voice mails, uploaded/recorded greetings and blocking messages is also displayed here. The available minutes
corresponding to the selected user space are dependent on the Voice Recording codec selected from the Voice Mail Recording Codec
page. For example, for the same amount of marked out user space, selection of the G726 voice recording codec will provide more space for
voice mails and user defined voice greetings than the G711 codec selection.

® External Access - indicates whether the GUI Login, 3pcc/Click2Dial login or Call Relay options are enabled on the extension.

® Codecs — column lists the short information (full information is seen in the tool tip) about extension specific voice Codecs. Extension
codec’s can be accessed and modified by clicking on the link of the corresponding extension’s Codecs. The link leads to the Extension
Codecs page.

Clicking on each user extension in the Extensions table will open the extension specific Extension Settings menu. The Pickup Group, Call Park and
Paging Group extensions are displayed without a link in the Extensions Management table and extension pages. Additionally, the supplementary
services configuration pages will not be accessible for this type of extensions.

Add opens the Add Entry page where the type and number of Main System Users Telephony Internet Uplink Hetwork @ep}"gl
the new extension should be defined. This page consists of the qus
following components:

. ) . . Extensions Management - Add Entry
The Extension text field is used to enter a new extension

number. If non-digit symbols have been entered, the error

Extension |55
“Incorrect Extension: no symbol characters allowed” will appear.
If an extension with the same number already exists in the Type User Extension [ =]
Extensions Management table, the error “Extension already . -
exists” will appear. [ sae ][ Back | [ Hew |
Please check your pending events!
Copyright (C) 2002-2012 Epygi Technologies, Ltd. All rights reserved

Fig. 11-74: About this Administrator's Guide - Add Entry page
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Please Note: Extension number cannot start with the digits 0. You can add extensions of up to 20 digits long. However, the Call Routing won't be
adjusted automatically; you may need to manually adjust the routing rules for extensions in custom length.

The Type drop down list is used to select the type of the extension (User Extension, Pickup Group, Call Park, Paging Group or Attendant) to be

created (for details see below).

Edit opens the Edit Entry page where a newly created user or attendant extension settings might be adjusted. To operate with Edit, one or more
record(s) have to be selected, otherwise the “No records selected” error message will appear.

The Edit Entry page consists of two frames. In the left frame settings groups are listed. Clicking on the corresponding settings group displays their

configuration options in the right frame.

The Edit functional button provides a possibility of editing multiple
extensions at the same time. In this case, fields that cannot be
edited for multiple records have Multiple values in the Edit Entry
page. When editing user and attendant extensions together, the Edit
Entry page displays only those fields that are for both user extension
and attendant settings. Additionally, for the fields that need to be
modified, a Select to modify fields checkbox alongside the
corresponding field needs to be selected to submit changes,
otherwise the fields will not be updated.

Delete removes the selected extensions. If no records are selected
an error message occurs. Deleting an extension from the Extensions
Table will automatically remove the name attached to the deleted
extension in Extensions Directory.

Mol System  Users  Telephony Mot Uplink Metwork @ Cpys!
auasin
Ext I M - Edit Entry
General Sefings
Genaral Settings - 12 14 15 16

SP Semogs
Call Queys Setings Sateet

o
Voloe Mallbox Semnas | modey
Codes Semna flelds

0 Display Name

Chooss Gonarated Passward
(] Pagsgwong
Canfirm Passward [ssess

(] [Cluse kackback

0 [ anow can Retay

& [ o Lagin Atlowed

= IpeesCHER2DS Login Allowed

O [ show on Public Diractons

Porcentage
[0  ertomm 0 > |=
Memary
Save | mack Help |
Fleries chack your pending er
opmant (€1 002011 Lval T4shaclsaiar, LS. All Agh rasrvs 1

Fig. 1I-75: Extensions Management - Edit Entry page for multiple edit operation

Hide extensions attached to disabled IP lines functional button is used to hide extensions which are attached to the disabled IP lines. When this
functional button is pressed, it transforms to Show all extensions functional button, which is used to show all hidden extensions. To enable the

lines, install a feature key from the Features page.

Reset SIP Settings functional button is used to reset all SIP settings of the selected extension(s) to the default values, including all settings listed

under SIP Settings and SIP Advanced Settings pages (see below).

The Upload Universal Extension Recordings link found at the bottom of the page leads to the Upload Universal Extension Recordings page where

universal default voice messages for all extensions can be defined.

The Add Multiple Extensions link leads to the Add Multiple Extensions page where multiple extensions can be added to the Extensions

Management table at once.
Please Note: Save changes before moving among settings groups.

User Extension Settings

1. General Settings

This group requires extension‘'s personal information and has the
following components:

Display Name is an optional parameter used to recognize the
caller. Usually the display name appears on the called party’s phone
display when a call is made or a voice mail is sent.

Password requires a password for the new extension.

The extension password may only contain digits. If non-numeric
symbols are entered, the “Incorrect Password: no symbol characters
allowed” error will prevent making the extension.

If you are unable to define a strong password, press Choose
Generated Password to use one of system defined strong
passwords. The Password field is checked against its strength and
you may see how strong is your inserted password right below that
field.

Confirm Password requires a password confirmation. If the input is
not corresponding to the one in the Extension Password field, the
“Incorrect Password confirm” error will appear.

Attached Line lists all free lines to where an extension may be
attached.

Main  System Users  Telephony Internet Uplink Network @ epyg]
quasro
Extensions Management - Edit Entry
General Settings
General Settings - 14
SIP Seftings
Display Name User1
SIP Advanced Settings
Remote Settings Password e Generate Password
eue Setting
_— Confirm Password ~ seseses
Woice Mailbox Settings
Class of Senice Seftings | AfacnedLine IPLine 2~
Licensing #l Use Kickback
| sllow Call Relay
¥ GUI Login Allowed
¥l 3pcc/Click2Dial Access Allowed
g .
GoTo User Seftings #| Show on Public Directory
GoTo Line Seftings
Percentage of Total Memory |5 v | %
Go To Codec Settings
Edit Call Intercept Access List
Edit Watch Access List
Save Back Help

Please check vour pending events!

Copyright (C} 2002-2012 Epvai Te

clogies, Ltd. All rights reserved.

Fig. 1I-76: Extensions Management - Edit Entry — General Settings page
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Please Note: Extensions cannot be detached from the line if the SIP Remote Extension service is enabled on it. To detach the extension from the
line, disable the SIP Remote Extension service on the extension first.

Use Kickback checkbox enables the Kickback service on the extension for the blind call transfer. When the extension transfers the call to the other
extension and if there is no answer from the destination side, the call will automatically get back to the extension who initiated the transfer instead of
getting into the destination's voice mailbox or being disconnected.

Allow Call Relay enables the current extension to be used to access the Call Relay service in the Quadro’s Auto Attendant. It is recommended to
define a proper and non-empty password when enabling this feature in order to protect the Call Relay service from an unauthenticated access.

Login Allowed checkbox enables the current extension to be used to access the Quadro via WEB interface by extension name and password.

3pcc/Click2Dial Access Allowed checkbox enables the current extension to be used with applications based on Quadro 3PCC interface and
Quadro Click to Dial application.

With the Show on Public Directory checkbox enabled, the details of the corresponding extension will be displayed in the User Settings table on the
Main Page of the Extension’s Quadro Web Management (accessed by the extension’s login, see Manual Il — Extension User's Guide). Besides this,
the details of the extension will be displayed in the Public Directories on the snom and Aastra SIP phones. Leave this checkbox unselected if the
extension is reserved or not used, or when the extension serves as an intermediate unit for call forwarding, etc.

The Percentage of Total Memory drop down list allows you to select the space for the extension’s voice mails and uploaded/recorded greetings
and blocking messages. The maximum value in the drop down list is equal to the maximum available space for voice messages on Quadro. When
editing an existing extension and decreasing the voice mailbox size, the system will check the present amount of voice mails in the mailbox of the
extension. If the memory required for these voice mails exceeds the size entered, the system will suggest either to remove all voice messages from
the extension’s voice mailbox or to select a larger size so that the existing voice messages can be stored in the mailbox.

The Enable Ringing Simulation checkbox is available on virtual extensions only and enables extra ring tones played to the caller before the voice
mail of the called virtual extension gets activated. If this checkbox is not enabled, the voice mailbox will get activated immediately the call arrives.
The ring tones will be played during the timeout specified in the Ringing Simulation Timeout text field.

The Edit Call Intercept Access List link leads you to the page where the extensions that are allowed to intercept calls should be defined.
The Edit Watch Access List link leads you to the page where the extensions that are allowed to watch calls should be defined.

Call Intercept Access List

The Call Intercept Access List page is used to define a list of extensions that are capable to intercept the current extension calls and to define the
appropriate permissions.

The Call Intercept service allows you to intercept the calls | EmET| UsEs| TR Internet Uplink  Network @GP}-’gl
assigned to an individual extension. The extensions that are qua
allowed to intercept calls are defined in the Call Intercept

Access List. With the special feature codes (for details, see Call Intercept Access List of Extension 11
Feature Codes in the Manual lll — Extension User’s Guide), you
may pick up a ringing call of the extension. e
Caller Intercept
This page contains the following functional buttons: 7 | rex-14 | ves
Add functional button opens an Add Entry page where [] | PBX-16 | Yes
extensions may be added to the Call Intercept Access List. T e

This page requires the extension number in the Address text
field that will be allowed to intercept calls. The wildcard is

Copyright (C) 2002-2012 Epyai Technols,

es, Ltd. Al rights reserved.

supported in the Address field to add a group of extensions with
Fig. 11-77: Call Intercept Access List

one entry.

The Allow Intercept checkbox on this page allows to select the o
|ntercept option for the added extension: Main System Users Telephony Internet Uplink Network @ep} 81
Attention: Call Intercept service calls are not displayed in Call Intercept Access List - Add Entry

Active Calls table on the Administrator’'s Main Page, nor are

registered in the Call Statistics. Call Type: PBX

Address 14 (wildcard supported)

[¥] anow intercept

Save Back Help

Please check your pending events!

Copyright (C) es, Ltd. Al rights ressrved.

Fig. 11-78: Call Intercept Access List - Add Entry
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Watch Access List

The Watch Access List page is used to define a list of
extensions that are capable to watch the current extension calls

and to define the appropriate permissions.

This page contains the following functional buttons:

Add functional button opens the Watch Access List - Add
Entry page where extensions may be added to the Watch

Access List.

The Watch Access List - Add Entry page consists of the

following components:

e Call Type lists the available call types:
PBX - local calls to Quadro's extensions.
SIP - calls through a SIP server.

Auto - used for undefined call types.

The destination (independent on whether it is a PBX number or

a SIP address) will be reached through the Call Routing Table.

® The Address text field is used to define the address where
the call will be redirected. The value in this field is strictly
dependent on the Call Type defined in the same named
drop down list. If the PBX call type is selected, the Quadro
extension number should be defined in this field. For the
SIP call type, the SIP_address should be defined. For the
Auto call type, a routing pattern needs to be defined. The
SIP-Clipboard button at the end of the line can be used
only when SIP is selected in the Call Type drop down list.
It opens a small window where one of the previously
entered 10 SIP addresses can be automatically selected
again. If the address already exists in the table, selecting
Save will cause the error "Caller address already exists".

Wildcard is allowed in this field.

o
Main  System Users Telephony Internet Uplink Network @ep} gl
qua

Watch Access List of Extension 11

Add Edit Delete Sel

ectall Inverse Selection

Watcher Pre

sence Dialog

I = Yes

Yes

[ |Pex-18  |ves

Yes

Please check your

Fig. 11-79: Watch Access List page

Main  System Users

o
Telephony Internet Uplink Network @ep} SI
qua

Watch Access List - Add Entry

call Type |PBX [+]

Address 18

SIP-Clipboard

(wildcard supported)

Allow Presence Subscriptions

[ allow Dialog Subscriptions

Please check your pending events!

Copyright (C) 2003-2012 Epyai T

echnologies, Ltd All rights reserved

Fig. 11-80: Watch Access List - Add Entry page

The checkboxes on this page allow to select one or more options of the Watch Access List for the extension:

e Allow Presence Subscriptions

e Allow Dialog Subscriptions

Edit opens a page Watch Access List-Edit Entry where the permissions of the added extensions may be modified.

Delete removes the selected extensions from the list. If no records are selected an error message occurs.

Select all selects all existing records in the list.

Inverse selection inverses the current selection of records (if no records are selected, all records will be checked).

2. SIP Settings

This group is used to configure extension’s SIP registration

settings and consists of the following components:

User Name requires a user name for the extension registration
on the SIP server. The registration user name needs to be
unique on the SIP server and it is displayed on the called phone

when performing an IP call.

Password indicates the password for the extension registration

on a SIP server.

Registration Password is used to confirm the password. If the
entered password does not correspond to the one entered in the
Password field, the error message “The passwords do not

match. Please try again” will appear.

SIP Server indicates the host address of the SIP server. The
field is not limited regarding symbol usage or length. It can be
either an IP address such as 192.168.0.26 or a host address

such as sip.epygi.com.

Main System Users

Telephony Internet Uplink HNetwork @ epygl

quadro

Extensions Management - Edit Entry

General Settings

SIP Settings

SIP Advanced Seftings

Remaote Settings
Call Queue Seftings

Voice Mailbox Settings

Licensing

Go To User Settings
Go To Line Settings

Class of Service Seftings

SIP Registration Settings - 14

User MName 7419114
Password ~ [seseee
Confirm Password  |ssseess

SIP Server sip.epygiloc
SIP Port 5060

#| Registration on SIP Server

Go To Codec Settings i Back elny
Please check vour pending events!
Copyright (C) 2003-2012 Epyai Technologies, Ltd. Al rights reserved

Fig. 11-81: Extensions Management - Edit Entry — SIP Settings page
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SIP Port indicates the host port number to connect to the SIP server. The SIP server port may only contain digit values, otherwise the error message
“SIP Server Port is incorrect” will be displayed when applying the extension settings. If the SIP server port is not specified, Quadro will access the
SIP server through the default port 5060.

Registration on SIP Server enables the SIP server registration option. If the extension has already been registered on an SIP server, its IP address
will be displayed in brackets.

3. SIP Advanced Settings

This group is used to configure advanced SIP settings (Outbound Proxy, Secondary SIP Server and Outbound Proxy for the Secondary SIP Server
settings and to define other SIP server specific settings).

The SIP Outbound proxy is an SIP server where all the SIP requests and other SIP messages are transferred. Some SIP servers use an outbound
proxy server to escape restrictions of NAT. For example, Free World Dialup service uses an Outbound Proxy server. If an Outbound proxy is
specified for an extension, all SIP calls originating from that extension are made through that outbound proxy, i.e., all requests are sent to that
outbound proxy, even those made by Speed Calling.

\ The Secondary SIP Server acts as an alternative SIP registration server when the primary SIP Registration Server is inaccessible. If the connection
with the primary SIP server fails, Quadro will automatically start sending SIP messages to the Secondary SIP Server. It will switch back to the
primary SIP server as soon as the connection is reestablished.

Authentication User Name requires an identification parameter to reach the SIP server. It should be provided by the SIP service provider and can
be requested for some SIP servers only. For others, the field should be left empty.

Send Keep-alive Messages to Proxy enables the SIP
registration server accessibility to the verification mechanism.
Timeout indicates the timeout between two attempts for the SIP
registration server accessibility verification. If no reply is

@ cpygi-

quadre

Main System Users Telephony Internet Uplink Network

Extensions Management - Edit Entry

received from the primary SIP server within this timeout, the
Secondary SIP server will be contacted. When the primary SIP
server recovers, SIP packets will resume being sent to it.

General Seftings
SIP Advanced Settings - 14

SIP Settings
Advanced Settings

SIP Advanced Settings
Authentication User Name

The RTP Priority Level drop down list is used to select the
priority (low, medium or high) of the RTP packets sent from a
corresponding extension. RTP packets with higher priority will
be sent first in case of heavy traffic.

Remote Settings

Call Queue Settings * Send Keep-alive Messages to Proxy

Woice Mailbox Settings

Timeout (sec) |60

Class of Service Seftings
RTP priority level

Licensing medium ¥

The Do Not Use SIP Old Hold Method checkbox enables the
new recommended method of call hold in SIP, in which case the
hold request is indicated with the "a=sendonly" media attribute,

¥ Do NotUse SIP Old Hold Method
Outbound Proxy

Host address

Go To User Settings
Go To Line Settings

rather than with the IP address of 0.0.0.0 used before. The
checkbox should be enabled if the remote party does not
recognize hold requests initiated from the Quadro.

Port
Go To Codec Seftings Secondary SIP Server
Host address

Port 5060

A group of Host address and Port text fields respectively
require the host address (IP address or the host name) and the
port numbers of the Outbound Proxy, Secondary SIP Server
and the Outbound Proxy for the Secondary SIP Server.
These settings are provided by the SIP servers’ providers and
are used by Quadro to reach the selected SIP servers.

Outbound Proxy for Secondary SIP Server

Host address

Back Help

Please check your penc

Copyrigl

Fig. 11-82: Extensions Management - Edit Entry — Advanced SIP Settings page

4. Remote Settings

This group is used to configure SIP Remote Extension functionality. This is an advanced telephony feature that allows Quadro users to remotely
operate Quadro. Users need to register a hardware or software SIP phone on the Quadro by defining the Quadro’s global IP address and an
appropriate Username/Password. A registered SIP Remote phone can act fully as a phone connected locally to Quadro, i.e. it can use Quadro’'s PBX
features, place and receive calls, access voice mails, etc.

The Enable checkbox activates the SIP Remote Extension’s functionality.

Please Note: SIP Remote Extension functionality may be enabled only for active (attached to IP line) extensions.

Identification parameters used by the remote SIP device for registration on the Quadro should be defined in the Username and Password text
fields. They should match on both Quadro and SIP phone for a successful connection. To achieve the well protected strong password minimum 8
characters of letters in upper and lower case, symbols and numbers should be used. If you are unable to define a strong password, press Choose
Generated Password to use one of system defined strong passwords. The Password field is checked against its strength and you may see how
strong is your inserted password right below that field.

Line Appearance text field requires a number of simultaneous calls supported by the SIP phone.

Quadro6L/4L/2x2; (SW Version 5.3.x and higher)

44



Quadro6L/4L/2x2 Manual I1: Administrator’s Guide

Administrator’s Menus

When the Enable RTP Proxy checkbox is selected, incoming
and outgoing RTP streams to and from the remote SIP phone
will be routed through Quadro. When the checkbox is not
selected, RTP packets will be moving directly between peers.

When the Fallback To Local Extension When Not Registered
checkbox is selected, incoming calls towards the corresponding
extension on the Quadro will be forwarded to the remote SIP
phone only if it is registered. Otherwise, when the remote SIP
phone is unregistered, incoming calls will be routed to the line
extension it is attached to. When this checkbox is not selected,
all incoming calls will be routed to the remote SIP phone only if it
is registered. Otherwise, if the remote SIP phone is
unregistered, calls will be forwarded to the extension's voice
mailbox.

The Symmetric RTP checkbox should be selected when the
remote extension is located behind the symmetrical NAT.

5. Call Queue Settings

) - ]' -
Extensions Management - Edit Entry
Gensral Setings
SIP Remate Extension Settings - 14
« Enavle
Usemame Rem14 + Enable Hot Desking Capasility
Password [ Generale Password Mot Desking Automatic Logout:
Ling Appearance |2 Hiver
#l Enatle RTP Praxy
¥ srer 0 howns) 0 min

G0 T User Setings
G0 To Line Settinas
G0 To Codec Setungs Swe

A

Fig. 11-83: Extensions Management - Edit Entry — Remote Settings page

This group is used to configure the Call Queue service that allows multiple incoming calls to be kept in the queue when being on the line and
enables the calls to be answered in the order they have been received. This feature can be also used within Receptionist Management (see

below for more details).

The Enable checkbox activates the Call Queue functionality on
the extension.

The Call Queue Size text field requires the length of the call
queue. This is the maximum number of calls that will be
accepted into the queue and kept on hold while the extension
user is on a call. If a maximum number of calls are already held
in the call queue, the next incoming call will be routed to the
extension’s Voice Mail, if enabled, or will be disconnected.

Please Note: By configuring Call Queue size, Call Forwarding if
Busy and Voice Mail telephony services will not take effect on
the corresponding extension until the call queue is not filled.
These telephony services will affect only the calls out of the call
queue.

The Max Call Queue Appearance text field requires the
maximum number of active calls on the line. For example, if 1 is
configured in this field and the extension is in use, the next
incoming call will go to the call queue. If 2 is configured in this
field and extension is in use, the next incoming call alert will be
heard in the background (if Call Waiting service is enabled on
the corresponding extension) and the extension will hold the first
call to answer the second one or they can be joined for a call
conference. However, the next incoming call will again go to the
call queue.

Main System Users Telephony Internet Uplink Hetwork @ CPYgl
Extensions Management - Edit Entry
General Seftings
Call Queue Settings - 14
SIP Settings & Enable
SIP Advanced Seftine
SIP Advanced Jefiings Call Queue Size 4
Remaote Settings
Call Queue Settings Wax Calls Presented to Extension 1
Voice Wailbox Setings Redirection on Timeout
Class of Senvice Settings ¥ Enable Redirection on Timaout
Licensing
Call Queue Massage Repetition Count 5
CallType |PBX ¥
SIP-Clipboard
address 17 SIP-Clipboard
Go To User Settings
Go To Line Settings
G0 To Codec Seftings ZeroOut Redirection
® | voice Mail
CallType |FPBX ¥
Address SIP-Clipboard
Upload new call queue welcome message | Choose File | Nofile chosen
Upload new call queue message Choose File | Mo file chosen
Save Back Help
iss, Ltd. All rights ressrved

Fig. 11-84: Extensions Management - Edit Entry — Call Queue Settings page

Enable Redirection checkbox is used to enable the call redirection to the other destination after some time spent in the queue. This will avoid the
caller to wait in the queue for too long. This checkbox selection enables the following components:

Call Queue Message Repetition Count text field requires the number of call queue messages (played during the caller is in the queue) after
which the call in the queue will be automatically redirected to the destination defined below.

Call Type lists the available call types:
® PBX - |local calls to Quadro’s extensions
® S|P — calls through a SIP server

® PSTN - calls to a global telephone network

® Auto — used for undefined call types. The destination (independent on whether it is a PBX number, a SIP address or a PSTN number) will

be reached through the Call Routing Table.

The Address text field is used to define the address where the call will be redirected. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list. If the PBX call type is selected, the Quadro extension number should be defined in this field.
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For the SIP call type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here. For the Auto
call type, a routing pattern needs to be defined.

The ZeroOut Redirection radio buttons are used to enable the call redirection to the extension voice mailbox or other destination after some time
spent in the queue. This will avoid the caller to wait in the queue for too long.

® The Voice Mail radio button selection allows the user to redirect the call to the extensions voicemail.

e The second radio button selection allows the callers to redirect the call to the specified destination instead of holding in the extension's
queue.The caller will then be automatically transferred to the destination specified in this page. This selection activates the following fields to be
inserted:

Call Type lists the available call types:
0 PBX-local calls to Quadro's extensions.
0  SIP - calls through a SIP server.
0 PSTN - calls to a global telephone network.

0  Auto - used for undefined call types. The destination (independent on whether it is a PBX number, a SIP address or a PSTN
number) will be reached through the Call Routing Table.

The Address text field is used to define the address where the call will be redirected. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list. If the PBX call type is selected, the Quadro extension number should be defined in this field.
For the SIP call type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here. For the Auto
call type, a routing pattern needs to be defined. The SIP-Clipboard button at the end of the line can be used only when SIP is selected in the
Call Type drop down list. It opens a small window where one of the previously entered 10 SIP addresses can be automatically selected again.
If the address already exists in the table, selecting Save will cause the error "Caller address already exists". Wildcard is allowed in this field.

Please Note: To activate the ZeroOut Redirection feature, the caller should dial 0 digit.

Upload new call queue welcome message allows updating the active Call Queue welcome message (played when a caller joins the extension’s
call queue), downloading it to the PC, or restoring the default one.

The Remove call queue welcome message functional link appears only when the custom call queue welcome message is already uploaded and is
used to remove it and restore the default call queue welcome message.

The Download call queue welcome message functional link appears only when the custom call queue welcome message is already uploaded and
is used to download it to PC and opens the file chooser window where the saving location can be specified.

Upload new call queue message allows updating the active call queue message (played when a caller is being held in the queue), downloading it
to the PC, or restoring the default one.

The Remove call queue message functional link appears only when the custom call queue message is already uploaded and is used to remove it
and restore the default call queue welcome message.

The Download call queue message functional link appears only when the custom call queue message is already uploaded and is used to download
it to PC and opens the file chooser window where the saving location can be specified.

Browse buttons open the file chooser window to browse for a new Call Queue welcome message file. The uploaded files should to be in PCMU
(CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it with the “Invalid audio file, or format is not supported”
warning message. The system also prevents uploading if there is not enough memory available for the corresponding extension, which will cause the
“You do not have enough space” warning message.

6. Voice Mailbox Settings

This group is used to configure voice mailbox storage and consists of a group of manipulation radio buttons to define the location where voice mails
will be collected.

® Disable Voice Mail — disables the Voice Mail service for the corresponding extension. With this selection, the extension user will be unable to
reach their Voice Mail Settings, but will be able to access their Voice Mailbox and manage the existing voice mails.

® Use Internal Voice Mail — enables the Voice Mail service for the corresponding extension and defines the Quadro’s internal storage as a
location for the Voice Mails.

This selection also allows you to manipulate with the Voice Mail Configuration Wizard used by the extension’s user to setup personal settings
(the password, the voice mail greeting message and the user's name for Extensions Directory) from the handset. By default, the Voice Mail
Configuration Wizard is enabled when the Quadro’s is in the factory reset state. It can be manually enabled from this page by pressing the
Activate button. When the Voice Mail Configuration Wizard is activated, the extension’s user is prompted to insert personal settings as
he/she enters his/her Voice Mailbox for the first time. Unless the required information is not inserted, the button is changed to Deactivate and
the Configuration Wizard Status becomes Activated. Use Deactivate button to stop Voice Mail Configuration Wizard. When the user
inserted the required information, the Configuration Wizard Status on this page is changed to Passed and a Reactivate button appears.
Using Reactivate button you might re-enable the Voice Mail Configuration Wizard so the user will be again prompted about his/her personal
settings next time entering his/her Voice Mailbox.

Instructions on how to insert the information prompted in the Voice Mail Configuration Wizard are available in the Features Codes (see
Manual lll — Extension User’'s Guide).
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The Shared Mailbox section is used to setup a mailbox sharing. The Edit Voice Mailbox Access List link goes to the page where a list of
PBX extensions can be defined for which the mailbox of the current extension will be shared and accessible without password authentication.
For more details on how to access Shared Mailboxes, see Feature Codes.

® Use External Voice Mail — enables the Voice Mail service for the corresponding extension and is used to define a remote Voice Mail Server as
a location for the Voice Mails. In this case recorded voice mails will be collected on the remote server. Radio button selection enables a sub-

group of manipulation radio buttons:

If the remote Voice Mail Server is combined with the SIP Proxy server, it is recommended to select Proxy Controlled Mailbox Type. With this
selection, SIP proxy will keep the recorded voice mail on itself. When extension accesses his mailbox by dialing *0, the call will be redirected to

the voice mailbox on the proxy server.

If the remote Voice Mail Server acts as a standalone location of voice mails, it is recommended to select Independent Mailbox Type. With this
selection, Quadro redirects the recorded voice mails to the defined remote Voice Mail server. When extension accesses his mailbox by dialing

*0, the call will be redirected to the remote voice mail server.

For each of these selections, it is required to enter the SIP URI of the Voice Mail Server where voice mails of the corresponding extension will

be collected.

The Transport Protocol for SIP messages radio buttons allow the transport protocol (UDP or TCP) for transmission of SIP messages to be

selected.

With MS Exchange Server you can keep recorded voice
messages into one universal inbox.

o] UM Auto Attendant URI text field requires the SIP
URI of the MS Exchange Server. When extension
accesses his mailbox by dialing *0, the call will be
redirected to the voice mailbox on the MS Exchange
Server.

o] UM Extension text field requires an extension number
that Unified Messaging will use when voice mail is
submitted to the user's MS Exchange Server mailbox.

Please Note: When the MS Exchange Server option is
selected as an external voice mail server, the transport protocol
TCP is automatically used regardless of the Transport Protocol
for SIP messages radio button selection.

Attention: By choosing the Use External Voice Mail option,
some internal voice mailbox services may become unavailable.
Instead, the services of the external voice mail server will
become available to the user. Please consult with the external
voice mail server administrator before enabling this option.

7. Class of Service Settings

The Class of Service Settings page is used to assign the
defined classes to a PBX extensions.

To use Class of Service feature it should be enabled from the
Class of Service page.

Class of Service feature allows to specify which PBX
extensions can use which routing rules to make a call. For
example, if an extension is not assigned to a certain class of
service and an attempt is made to place a call from that
extension using routing rule with the Class of Service feature
enabled, then "Number dialed does not exist" message will be
played to the caller.

The Go to Class of servicelink leads to the Class of
Services page where the class of services can be configured.

The Go to Call Routing Table link leads to the Call Routing
Table page where the call routing rules can be assigned to a
certain class of service(s). The classes defined in the Class of
Services page will appear on this page to assign the PBX
extensions to a certain class of service(s).

PBX extensions can be attached to a several class of services
at the same time.

e
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Extensions Management - Edit Entry
Voice Mailbox Settings - 14
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Fig. 11-85: Extensions Management - Edit Entry — Voice Mailbox Settings page
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Fig. 11-86: Extensions Management - Edit Entry — Class of Service Settings page
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8. Licensing
This page is only available if the corresponding licensing is Main System Users Telephony Internet Uplink  Network @epygl
enabled from the Features page.
This group allows you to configure the extension to be used by Extensions Management - Edit Entry
the Quadro Communication Manager (QCM) soft-phone
application, iQall and the Pro/Basic level Desktop General Ssttings ) )
Communication Console. License Settings - 14
i . i SIP Settings
The Enable QCM (Quadro Communication Manager) license P Asvanced Sefings Enable QCM (Quadro Communication Manager) license
checkbox allows you to set the corresponding extension to be T & Enabls DCC Pro license
. . . Remote Setting
used by the QCM application. When the checkbox is not Emote Sennas e DG s
. . . . nable asiclicense
selected on this page, the QCM will be functional with the Call Queue Jetings
extension only during trial period. Voice Mailbox Settings # Enable iQall Toggling license

Enable DCC Pro license checkbox enables Quadro PBX Class of Servce Setfings

extensions to use the Pro-level Desktop Communication Licensing
Console (the application description can be found at Epyqi
Technical Support).

Enable DCC Basic license checkbox enables Quadro PBX
extensions to use the Basic-level Desktop Communication
Console (the application description can be found at Epygi
Technical Support).

Please Note: These checkboxes can be simultaneously
selected on as many extensions as QCM and/or DCC licenses -

G0 To User Settinas
Go To Line Settings
Go To Codec Settings | Sae || Back | L

. Copyright (C) 2002-2012 Epygi Technologies, Ltd All rights reserved.
are available on the Quadro. "
Enable iQall Toggling license checkbox allows you to allocate
the iQall Toggling licenses to the corresponding extensions. Fig. II-87: Extensions Management - Edit Entry — License Settings page
The Go to User Settings link is used to make a quick jump to the extension specific Extension's Main Menu page (see Manual lll — Extension User’s

Guide).
The Go to Line Settings link is used to make a quick jump to the Line Settings page of the corresponding extension.

The Go to Codec Settings link is used to make a quick jump to the Codec Settings page of the corresponding extension.

Pickup Group Extension Settings
Pickup Group & Access List

The Pickup Group service is used to monitor calls addressed to a certain list of extensions and to pick up calls ringing on the listed extensions. This
service may be used when a group of extensions are located in the same area so the persons nearby can hear the ringing on one of the extensions.
This feature allows you to pick up the call ringing on a certain extension by dialing the number of the pickup extension.

The Pickup Group list is used to define the extensions that can be monitored by calling a certain pickup extension.

The Access List is used to define PBX, SIP or PSTN users that are allowed or forbidden to intercept calls ringing on extensions in the Pickup
Group.

If a user dials the pickup extension when several extensions of the pickup group are ringing, the first (oldest in time) call will be picked up. When the
user dials the pickup extension and no extensions of the pickup group are ringing, the “No call is available to pickup” message will be played to the
user. When the user that is not listed in the Access List dials the pickup extension, password authorization (of the pickup extension) will be required
to answer the call. When a denied user dials the pickup extension, the “Party does not accept your call” message will be played to the user.

For Pickup Group extensions, the Extensions Management - Edit Entry page consists of General Settings, SIP Settings and Advanced SIP
Settings pages. The SIP Settings and Advanced SIP Settings pages are the same as for regular extensions (see User Extension Settings)
described above. The General Settings page has a different content as follows:
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1. General Settings (for pickup group extension)
This group requires personal extension information and has the
following components:

Display Name is an optional parameter used to recognize the
caller. Usually the display name appears on the called party's
phone display when a call is made or a voice mail is sent.

Password requires a password for the new extension.

The extension password may only contain digits. If non-numeric
symbols are entered an “Incorrect Password: no symbol
characters allowed” error message will prevent making the
extension.

If you are unable to define a strong password, press Choose
Generated Password to use one of system defined strong
passwords. The Password field is checked against its strength
and you may see how strong is your inserted password right
below that field.

Confirm Password requires a password confirmation. If the
input is not corresponding to the one in the Extension
Password field, the “Incorrect Password confirm” error message
will appear.
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Telephony Internet Uplink
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Edit Pickun Group
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Choose Generated Pagsward

Pleage checkyour pending events|
Copyright (C12003-2011 Epyai Technologias, Ltd. All ights resemed.

Fig. 11-88: Extensions Management - Edit Entry — General Settings for pickup extension page

The Edit Pickup Group link leads to the page where a list of monitored extensions can be defined.

The Pickup Group of Extension page lists all available regular
and virtual extensions on the Quadro and allows you to manage
the Pickup Group.

The Enable functional button is used to include the selected
extension(s) to the Pickup Group of the corresponding pickup
extension. The extensions in the Pickup Group can be
monitored by the pickup extension. The calls addressed to the
extensions in the Pickup Group can be answered by the pickup
extension.

The Disable functional button is used to exclude the selected
extension(s) from the Pickup Group of the corresponding pickup
extension.
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Fig. 11-89: Pickup Group of Extension page

The Edit Access List link leads to the page where permissions for the users to use the pickup service can be defined.
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The Access List of Extension page lists all users (or a group
of users if a wildcard is used) and the appropriate permissions
to pickup the calls ringing on the extensions from the Pickup
Group.

The Add functional button opens an Add Entry page where a
new user with corresponding permissions might be created.
This page consists of the following components:

Call Type lists the available call types:
® PBX - local calls from Quadro’s extensions
® S|P — calls through a SIP server
® PSTN - calls from global telephone network

® Auto — used for undefined call types. The destination
(independent on whether it is a PBX number, SIP
address or PSTN number) will be passed through the Call
Routing Table.

@-cpysi

quadra

Main Systemn Users Telephony Internet Uplink Network

Access List of Extension 35

Add Edit Delete Selectall liverse Selection

Caller Action
[ | PBEx-= Allow
|:| SIP - 11369@sip epygiloc | Allow
[ |Pex-18 Allave
[ | pPeTr- 297104 Allow
Please check your pending events!
Copyright () 2003-2011 Epyai Technologies, Lid. All rights resened.
Fig. 11-90: Access List of Extension page for Pickup Group
.
Main System Users Telephony Internet Uplink Network @ep}' 81
quadro
Access List - Add Entry
Call Type | SIP hd
Address 11368g)sip.epyoiloc SIP-Clipboard
(wildcard supported)
Action: Allow |

Elease checkyour pending events!
Copyright (C) 2003-2011 Epyai Technologies, Ltd, Al rights resenved.

Fig. 11-91: Access List of Extension —Add Entry page for Pickup group

The Address text field is used to define the address to be included in the Access List table. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list. If the PBX call type is selected, the Quadro extension number should be defined in this field. For the
SIP call type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here.

The Action drop down list is used to select the defined user's permissions (allow or deny) to use the pickup service for the extensions included in the

Pickup Group.
Call Park Extension Settings

For Call Park extensions, the Extensions Management - Edit Entry page consists of General Settings, SIP Settings, Advanced SIP Settings,
Park Access List and Retrieve Access List pages. The SIP Settings and Advanced SIP Settings pages are the same as for the regular
extensions (see User Extension Settings), while General Settings page has a different content:

1. General Settings (for call park extension).

This group requires personal extension information and has the following components:

Display Name is an optional parameter used to recognize the
caller. Usually the display name appears on the called party's
phone display whenever a call is performed or a voice mail is
sent.

Password requires a password for the new extension.

The extension password may only contain digits. If non-numeric
symbols are entered an “Incorrect Password: no symbol
characters allowed” error will prevent making the extension.

If you are unable to define a strong password, press Choose
Generated Password to use one of system defined strong
passwords.

The Password field is checked against its strength and you may
see how strong is your inserted password right below that field.

Confirm Password requires a password confirmation. If the
input is not corresponding to the one in the Extension
Password field, the error will appear: “Incorrect Password
confirm”.

Main  System Users Telephony Internet Uplink Network @ epygl
quadra
Extensions Management - Edit Entry
General Settings
General Settings - 300
Display Name Call Parking
Password s | Generate Password |
Retrieve Access List Confirm Password e
#! Show on Public Directary
Retrieve Timeout 13 min
Go To Codec Settings #| Customize push back number
CallType |[PBX v
call To 18 L SIP-Clipboard |
Save Back Help

Fig. 11-92: Extensions Management - Edit Entry — General Settings for call park extension
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With the Show on Public Directory checkbox enabled, the details of the corresponding extension will be displayed in the User Settings table on the
Main Page of the Extension’s Quadro Web Management (accessed by the extension’s login, see Manual Ill — Extension User's Guide). Besides this,
the details of the extension will be displayed in the Public Directories on the snom and Aastra SIP phones. Leave this checkbox unselected if the
extension is reserved or not used, or when the extension serves as an intermediate unit for call forwarding, etc.

Retrieve Timeout text field requires a timeout (in minutes) during which the parked call will stay active, i.e. the parked user will remain on-hold.

e |f the Customize push back number checkbox is not enabled and the call park retrieve timeout expires, the hold music stops playing to the
parked user and a new call is being placed towards the extension initiating the call park. If the extension initiating the call park does not
answer the call, the caller which has been recently parked will reach the extension's Voice Mailbox, if enabled, otherwise will be
disconnected.

e |f the Customize push back number checkbox is enabled and the call park retrieve timeout expires, the hold music stops playing to the
parked user and a new call is being placed towards the push back number configured in the Customize push back number field. If the push
back number configured in the Customize push back number field does not answer the call, the caller which has been recently parked will
reach the extension's Voice Mailbox, if enabled, otherwise will be disconnected.

The Customize push back number field consists of the following components:

Call Type drop down list includes possible incoming call types (PBX, PSTN, SIP or Auto).
® PBX selection means that the call will be push back to the local extension.
e S|P selection means that the call will be push back to the SIP destination correspondingly.
® PSTN selection means that the call will be push back to the PSTN destination.

® Auto selection is used for undefined call types: destination (independent on whether it is a PBX number, SIP address or PSTN number) will
be reached through Routing.

Call To text field requires the push back number dialed in the format depending on the selected Call Type. The Wildcard is supported in this field.

2. Park Access List ror
Main System Users Telephony Internet Uplink Network el-)} 81
This page is used to define a list of extensions that are allowed !
to park the call to the corresponding call park extension. The Extensions Management - Edit Entry
wildcard is supported in the Address field to add a group of
i i G | Setting
extensions with one entry. eneral Seftings ParkcAceass Listoas
. . . . SIP Setting
If the extension is not in the Park Access List for the shnas i )
N R . R SIP Advanced Settings Add Edit Delete Selectall Iwverse Selection
corresponding call park extension, it will not be able to park a Park Accose List -
call to this call park extension.
Retrieve Access List D -
By default, this table contains a “*” entry which allows any PBX I
users to park the call to this extension. 0z
Attention: If you modify the Park Access List by adding new o 1o Cotlen Settings
. Go To Codec Settings
extensions, do not forget to remove the default “*” entry from the
list for the new configuration to take effect. Please check your pending events|
Copyright (C) 2003-2011 Epwai Technologies, Ltd. All rights resenved
Fig. 11-93: Extensions Management - Edit Entry — Park Access List for call park extension
3. Retrieve Access List
This page is used to define a list of callers that are allowed to Main System Users Telephony  InternetUplink  Network @f‘-l)}’gl
retrieve a call parked to the corresponding call park extension. auadro
If the caller is not in the Retrieve Access List for the Extensions Management - Edit Entry
corresponding call park extension, it will not be able to pickup a
call parked to this call park extension. General Bettings
Retrieve Access List-45
By default, this table contains an “Auto-*" entry which allows any SIP Settings
caller to pickup the call parked to this extension. SIP Advanced Settings | Add Edit Delete Selectall Inverse Selection
. . . . . Park A List Address
Attention: If you modify the Retrieve Access List by adding new AR LS
callers, do not forget to remove the default “Auto-*" entry from Retrieve AccessList | | [7] | Auto-"
the list for the new configuration to take effect. [ | psriv-2e710s
[ | siP-11369@sin.epyoiloc
The Add functional button opens an Add Entry page where a 50 To © i
Go To Codec Settings
new caller can be added to the list. This page consists of the
following components: Please check your pending everts|
. . C ht (C)2002-2011 Epyai Technolog Ltd. All rights d.
Call Type lists the available call types: — ————

. Fig. 11-94: Extensions Management - Edit Entry — Retrieve Access List for call park extension
® PBX - local calls from Quadro’s extensions
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® S|P — calls through a SIP server
® PSTN - calls from global telephone network

® Auto — used for undefined call types. The destination
(independent on whether it is a PBX number, SIP address
or PSTN number) will be passed through Call Routing
Table.

The Address text field is used to define the address to be
included in the Retrieve Access List table. The value in this field
is strictly dependent on the Call Type defined in the same
named drop down list. If the PBX call type is selected, the
Quadro extension number should be defined in this field. For the
SIP call type, the SIP address should be defined, for the PSTN
call type, the PSTN user number should be defined here. The
wildcard is supported in this field.

Paging Group Extension Settings
Paging Group & Access List

Main System Users Telephony

Internet Uplink Netwaork

Retrieve Access Settings - Add Entry

Call Type |PSTMN  »

address (297104

fwildcard supported)

Flease check your pending events!

Copyright (£)2003-2011 Epyai Technolagies, Ltd. All rights reserved

@-epysi

quadro

Fig. 11-95: Extensions Management - Edit Entry — Retrieve Access List for call park extension

The Paging Group service is used to page a group of extensions by forcing extensions to go off-hook and opening one-way communication. The
service is particularly used for announcements addressed to a group of extensions. Service allows you to page multiple extensions by dialing the
Paging Group extension.

Please Note: The Paging Group service requires called extensions to use one of the following SIP or analog phones which are able to
automatically go off-hook:

snom 300
snom 320
snom 360
snom 370
snom 710
snom 720
snom 760
snom 820
snom 821
snom 870
Aastra 480i
Aastra 9133i
Aastra 9112i
Aastra 9143i
Aastra 9480i
Aastra 6751i
Aastra 6753i
Aastra 6755i
Aastra 6757i
Aastra 6730i
Aastra 6731i
Aastra 6735i
Aastra 6737i
Aastra 6739i
Aastra 480e
Alcatel Temporis IP200
Alcatel Temporis IP600

Alcatel Temporis IP800
Grandstream BT200
Grandstream GXP1400
Grandstream GXP1405
Grandstream GXP1450
Grandstream GXP2000
Grandstream GXP2100
Grandstream GXP2110
Grandstream GXP2120
Grandstream GXP2124
Grandstream GXP2140
Grandstream GXP2160
Grandstream GXP2200
Grandstream GXV3140
Grandstream GXV3175
Polycom SoundPoint IP 300SIP
Polycom SoundPoint IP 330SIP
Polycom SoundPoint IP 331SIP
Polycom SoundPoint IP 501SIP
Polycom SoundPoint IP 550SIP
Polycom SoundPoint IP 601SIP
Polycom SoundPoint IP 650SIP
Polycom VVX 300/310

Polycom VVX 400/410

Polycom VVX 1500

Polycom SoundStation IP 6000
Fanvil C58/C58P

Fanvil C62/C62P
Fanvil F52/F52P
Akuvox SP-R53P

Thomson ST2030S

Yealink SIP-T19P
Yealink SIP-T20P
Yealink SIP-T21P
Yealink SIP-T22P
Yealink SIP-T26P
Yealink SIP-T28P
Yealink SIP-T41P
Yealink SIP-T32G
Yealink SIP-T38G
Yealink SIP-T42G
Yealink SIP-T46G
Yealink VP530
Linksys SPA942
Linksys SPA941
Linksys SPA922
Linksys SPA921
Linksys SPA2002

Linksys SPAPAP2T
AudioCodes 310HD
AudioCodes 320HD

Panasonic KX-UT136

Panasonic KX-UT123

Panasonic KX-TGP550T04
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The Paging Group list is used to define the extensions that will be paged. They will automatically go off-hook when the paging call comes in.

The Access List is used to define PBX, SIP or PSTN users that are explicitly allowed/forbidden to activate the call paging using the corresponding
extension.

When calling to the Paging Group extension, the call will be forwarded to the extensions listed in the Paging Group table. The phones of the called
extensions will automatically go off-hook (the phone speaker automatically becomes activated) and the caller will be able to make his announcement.
Since the paging call opens one-way communication, the called extensions will not be able to give an answer to the caller. To terminate the paging
call, caller should simply hang up.

Attention: Call paging will not work if the called extension is in call.

When caller not listed in the Access List calls the Paging Group extension, password authorization (using the password of the Paging Group
extension) will be required to start the call paging. When a denied user tries to call the Paging Group extension, “Party does not accept your call”
message will be played to the caller. When caller dials the Paging Group extension with empty Paging Group table, “Number dialed temporarily
unavailable” message will be played to the caller.

For Paging Group extensions, Extensions Management - Edit Entry page consists of General Settings, SIP Settings and Advanced SIP
Settings pages. The SIP Settings and Advanced SIP Settings pages are the same as for the regular extensions (see User Extension Settings),
while General Settings page has a different content:

l' _General Setti_ngs (fOr paglng grou_p e)_(tenSion? Main System Users Telephony Internet Uplink Network @elj}’gl
This group requires personal extension information and has the auadre

foIIowmg components: Extensions Management - Edit Entry

Display Name is an optional parameter used to recognize the _ ;
General Settings

caller. Usually the display name appears on the called party's General Settings - 55
phone display whenever a call is performed. SIP Setinas
SIP Advanced Settings | Display Mame Paging
Password requires a password for the new extension. Fassward eeeeees [ Ghoose Gensrated Passward ]

Confirm Password |sssssss

The extension password may only contain digits. If non-numeric

symbols are entered an “Incorrect Password: no symbol Go To Codec Sottinge [l shew on Pusiic Dirsctory
. . . SO IS L ODEC SOt
characters allowed” error will prevent making the extension. Edil Pacing Group

EditAccess List
If you are unable to define a strong password, press Choose

. S Back Hel
Generated Password to use one of system defined strong
passwords. The Password field is checked against its strength | Fleasecheckvoupendngselsl o @ e resee
gg%xiﬁa[nf%dsee how strong is your inserted password right Fig. 1I-96: Extensions Management - Edit Entry — General Settings for paging extension page

Confirm Password requires a password confirmation. If the input is not corresponding to the one in the Extension Password field, the error will
appear: “Incorrect Password confirm”.

The Edit Paging Group link leads to the page where a list of extensions to be paged is created.

The Paging Group of Extension page lists all to be paged, i.e.

those that will automatically go off-hook (by automatic activation My Syt Usars  Tologhiey  Weeinat Ul Netwath @cpysi
of the phone’s speaker) once the call to the paging group comes o
in. Paging Group of Extension 67

Bl Datete Soloct all rurse Selactin

Add functional button opens an Add Entry page with an only =
drop down list containing all available extensions on the o
Quadro. =]

Fon ]

Fig. 11-97: Paging Group of Extension page

The Edit Access List link leads to the page where permissions for users to use the Paging Group service can be defined.

Mol System  Uuers  Talaphony e Uplnk Hotsek (c!rpyj.;(
The Access List of Extension page lists all users (or a group *
of users if a wildcard is used) and the appropriate permissions Access List of Extenslon 67
to use the Paging Group through the corresponding extension. i ek il A i

Fig. 11-98: Access List of Extension page for Paging group
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The Add functional button opens an Add Entry page where a

new user with corresponding permissions might be created.
This page consists of the following components:

Call Type lists the available call types:

Main  System Users  Telephomy Eenarne Uplid; Hetwork

@-cpysi

Access List - Add Entry
® PBX - local calls from Quadro’s extensions

SIP e
® S|P — calls through a SIP server S0052e0 syl cam [Ercimbuid ]
® PSTN - calls from global telephone network B
® Auto — used for undefined call types. The destination Lo [ L Do (s

(independent on whether it is a PBX number, SIP

address or PSTN number) will be parsed through Call
Routing Table.

Fig. 11-99: Access List of Extension —Add Entry page for Paging Group

The Address text field is used to define the address to be included in the Access List table. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list. If the PBX call type is selected, the Quadro extension number should be defined in this field. For the
SIP call type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here.

The Action drop down list is used to select the defined user’s permissions (allow or deny) to use the Paging Group service for the extensions
included in the Paging Group table.

Attendant Extension Settings

For Attendant extensions, the Extensions Management - Edit Entry page consists of General Settings, Attendant Scenario, SIP Settings and
SIP Advanced Settings pages. The SIP Settings and SIP Advanced Settings pages are the same as for the regular extensions described above.
The General Settings and Attendant Scenario pages are described below:

1. General Settings (for attendant extension) Maie _EystoinUsers  Telephony MeinetUplike _Metwork « PYE.
This group requires personal extension information and has the

foIIowing components: Extensions Management - Edit Entry

Display Name is an optional parameter used to define the Auto Gensral Settings -00

Attendant's description. Usually the display name appears on Display Marms Attendant

the called party's phone display when a call is made or a voice Enabie FAX forwarding

mall IS Sent' Fxtansion to forward

With the Enable FAX Forwarding checkbox enabled, the [l show on Pubiic Directory

system moves the incoming FAX to the selected extension if a Gn IoCodec Semigs | PUreuntan uiTeaisemeny 2 s [

FAX tone is detected on the Auto Attendant. Save [ Back ) [ rem )

Please check your pending evenis!
Copyriaht (01 2000-2011 Leval Tashneleaian Lid, Al dahts s 9.

Fig. 11-100: Extensions Management - Edit Entry — General Settings for Auto Attendant page

The Extension to forward drop down list is used to choose the extension where the incoming FAX addressed to the Quadro’s Auto Attendant will be
forwarded. The list contains only those extensions that have FAX support enabled. FAX support can be enabled from the Extension Codecs page.

Please Note: FAX forwarding is applicable only for incoming calls from PSTN and IP networks. It is not valid for PBX calls.

With the Show on Public Directory checkbox enabled, the details of the corresponding auto attendant extension will be displayed in the User
Settings table on the Main Page of the Extension’s Quadro Web Management (accessed by the extension’s login, see Manual Il — Extension User’s
Guide). Besides this, the details of the extension will be displayed in the Public Directories on the snom and Aastra SIP phones. Leave this checkbox
unselected if this auto attendant extension is reserved or not used.

The Percentage of System Memory drop down list is used to define the space for the Auto Attendant’s system messages. The maximum value in
the drop down list is equal to the maximum available space for voice messages on Quadro.

2. Attendant Scenario

This group is used to select between default and custom attendant functionality scenarios. When the Default scenario is selected, a group of settings
should be adjusted. Here, the user defined Auto Attendant system messages can be uploaded and the list of Friendly Phones can be configured.
For Custom scenario, a scenario script file (in EpygiXML coding, the coding standard can be found at Epyqi Technical Support) should be defined
and the custom voice messages can be uploaded.

The Default manipulation radio button selection enables the following components:

® The Send AA Digits to Routing Table checkbox selection switches the Auto Attendant to the routing mode. Any inserted digits on the Auto

Attendant prompt will be passed through the Routing Table on the Quadro.
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® Redirection on Timeout - this group allows automatic Main System Users Telephony  InternetUplink  Network @(‘pygl
call redirection in case no action has been performed Qa0
by the caller. The group offers the following options: Extensions Management - Edit Entry
Enable Redirection on Timeout checkbox is used to
enable/disable the automatic call redirection. General Setings .
. . Attendant Scenario - 00
Recurring Attendant Prompt Repetition Count text )
. . . . Attendant Scenaria
field indicates the number of Recurring Attendant T || @ pefaut @ Send AA Digis o Routng bk
Prompts to be consecutively played to the caller with e edocton on oot
no action from his/her side. When the Recurring SPAdinces Senes ., .
Attendant Prompt is played the number of times Enatle Redrecton en Teout
indicated in this text field, the call will be automatically Recurring Attendant rompt Repetiton Count 10
redirected to the defined destination. fo— Pk 8]
® Call Type drop down list includes possible incoming oo lo Lotk s s S Cipboard

call types (PBX, PSTN, SIP or Auto). PBX selection
means that the call will be redirected to the local
extension. SIP selection means that the call will be
redirected to the SIP destination correspondingly. ¢ Enatle ZeroOut
PSTN selection means that the call will be redirected
to the PSTN destination. Auto selection is used for
undefined call types: destination (independent on [P T SP-Clpboard
whether it is a PBX number, SIP address or PSTN VXL Seenario
number) will be reached through Routing.

Call To text field requires the destination number
dialed in the format depending on the selected Call

ZeroOut !

Rediectealtype PEX [w]

Upload VXML scenario fie | Choose File | No file chosen

Upload VXML Scendrio Voice liessages

Customized Scenaric | eqi seenarip

Type. The wildcard is supported in this field. ImportExport seenario

® ZeroOut - this group is used to configure call View/Dovinioad VXL scenari
redirection service on the Auto Attendant. When a
caller reaches the Auto Attendant, he may want to Atendant Ringing Announcement
accelerate the automatic redirection feature instead of # Enabe Ainging Announcament

using Auto Attendant features. To activate ZeroOut,
caller should dial 0 digit (see Feature Codes) during

® Fie Upload new ringing announcement | Choose File | No fil chosen

i wnload Ringing Al
the Auto Attendant welcome message. The caller will o 0ad A gig Amouneement
then be automatically transferred to the destination Remove Rinoing Announcement
specified in this page. RTP Channel

Chooss Crannet | []

Enable ZeroOut checkbox selection enables the

ZeroOut feature and activates the following fields to
be inserted:

Redirect Call Type drop down list includes the
available call types:

o PBX-local calls between Quadro extensions and the Auto Attendant
o  SIP - calls through a SIP server

0 PSTN -callsto PSTN
o

Auto — used for undefined call types. Destination (independent on whether it is a PBX number, SIP address or PSTN number)
will be reached through Routing.

The Redirect Address text field requires the destination address where the caller should be automatically forwarded to if activating the
ZeroOut feature.

Please check your pending events

Fig. 11-101: Extensions Management - Edit Entry — Attendant Scenario page

Attention: The routing patterns in the Call Routing table starting with digit “0” will not work for incoming calls to attendant if both the
ZeroOut and Send AA Digits to Routing Table options are enabled. The ZeroOut feature has a higher priority. If it is enabled and used,
the system will forward all incoming calls to attendant to the specified redirect address. As a result, calls prefixed with 0 will never reach
call routing.

® Attendant Welcome Message - this group allows updating the active Auto Attendant welcome message (played only once when entering
Auto Attendant), downloading it to the PC, or restoring the default one. The group offers the following components:

Enable Welcome Message checkbox is used to enable/disable the Auto Attendant welcome message (the default one or the custom one
uploaded from this page or recorded from the handset (see Feature Codes) being played when callers enter Quadro’s Auto Attendant.

Upload new welcome message indicates the file name used to upload a new welcome message. The uploaded file needs to be in PCMU
(CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it and the “Invalid audio file, or format is not
supported” warning message will appear. The system also prevents uploading if there is not enough memory available for the
corresponding extension and the “You do not have enough space” warning message will appear.

® Recurring Attendant Prompt - this group allows updating the active recurring Auto Attendant message (played after the Attendant
Welcome Message and then periodically repeated while being in the Auto Attendant), downloading it to the PC, or restoring the default
one. The group offers the following components:
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Upload new Recurring Attendant Prompt indicates the file name used to upload a new recurring auto attendant prompt. The uploaded
file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading and the “Invalid audio
file, or format is not supported” warning message will appear. The system also prevents uploading if there is not enough memory available
for the corresponding extension. This will cause the “You do not have enough space” warning message to appear.

Browse opens the file chooser window to browse for a new Recurring Attendant Prompt file.

The Download Recurring Attendant Prompt and Remove Recurring Attendant Prompt links appear only if a file has been uploaded
previously. The Download Recurring Attendant Prompt link is used to download the Recurring Attendant Prompt file to the PC and
opens the file-chooser window where the saving location may be specified. The Remove Recurring Attendant Prompt link is used to
restore the default Recurring Attendant Prompt.

® Friendly Phones - the Edit Authorized Phones Database link refers to the Authorized Phones Database page where a list of trusted
external phones can be created. If external SIP or PSTN users are added to the Quadro Authorized Phones database, they are free to
access the Auto Attendant Services without passing the authentication or to use the Call Back services.

The VXML Scenario manipulation radio button selection allows you to upload Attendant’s custom scenario file and voice messages. The selections
are:

® The Upload VXML Scenario File indicates the file name used to upload a new scenario file. The uploaded file needs to be in EpygiXML
format (the coding standard can be found at Epyqgi Technical Support) and is restricted to a 20KB file size. Browse opens the file chooser
window to browse for a custom scenario file.

Please Note: You may upload an attendant scenario file along with the voice prompt recordings as a single file. To do this, create an
archive file of the “tar.gz” type containing all the necessary files and upload it from the Upload VXML Scenario Voice Messages page.

® The View/Download Scenario link appears only when a custom scenario file has been previously uploaded and is used to view or
download the scenario file. The Remove Scenario link is used to remove a custom scenario file and return to the default Auto Attendant
scenario.

® The Upload VXML Scenario Voice Messages link refers to the page where voice messages used in the uploaded custom scenario
should be managed.

) ) e ) ) Man Systom Usors  Tolophomy  Wbornot Uplink  Hitwork (c"P‘_V\'-'.E
This page provides the possibility of uploading voice messages -

to be played in the custom Auto Attendant scenario. It also

- Upload Custom Scenario Voice Messages
removes and downloads the uploaded files to a PC. P ! ¢

Attendant: 00
The Upload VXML Scenario Voice Messages page contains a
table where uploaded custom voice messages are listed. Use
the Download functional button to download and use Remove
to delete the corresponding custom voice message. Browse
opens a file chooser window to browse for a custom voice
message or for an archive file with the “tar.gz” extension T
containing the custom attendant scenario and the voice prompt
recordings.

Howie__

[ Eaw Back |

F
&

Fig. 11-102: Upload Custom Voice Messages page

The Customized Scenario radio button selection allows you to switch the Attendant to the customized Attendant scenario. The Customized
Scenario radio button selection enables the following components:

® The Create Scenario link refers to the Edit Scenario page where a new scenario for a current Auto Attendant might be created.
The Edit Scenario page consists of two pages for menu configurations: The Main menu configuration page and the Submenus configuration page.

The Main menu is the menu where all incoming calls to the certain Auto Attendant will be placed first. The Submenus are the supplementary menus
which can be called from the other menus.

Both the Main menu and all Submenus can call each other. This allows the opportunity to have several index levels for the Auto Attendant. There
are no limitations on the depth and nesting levels of menus.

The Main menu page consists of the following components:

Welcome message indicates the file name used to upload a
new custom Auto Attendant welcome message. The Auto
Attendant Welcome message will play only once when callers
enter the Customized Auto Attendant.

Delay after message requires the delay (in seconds) after
which the Recurring message will be played.

Recurring message indicates the file name used to upload a
new custom Auto Attendant recurring message. The Auto
Attendant Recurring message will play after the Attendant
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Welcome message (if it is uploaded). .
g ( p ) Main System  Users Telephonmy Bt pwet Upslingk HNetwork @"‘lj)JH]
Play Count text field indicates the number of times the e
corresponding Recurring message will be consecutively Edit Scenario - 00 MainMenu
played to the caller. ML SURMENUS
. . . . = Weltome message | Browss
Interval requires the time period (in seconds) between oty anor message B socomate
consecutively played Recurring messages. = Retuming messane [Drewier ]
Browse opens the file chooser window to browse for a new o count 2 seconds
custom welcome or recurring message file. Add Edi Delste Selectoll lhnesse Selection
Press the Save button to submit the changes or use Back to — 'U' e :""”'"“” :'M Cadailslias
keep the initial data. =13 . o enon
]z Mone Call 10 the Tollowing exension 17
[y Mone Mo ACton
[ | Asvy input ather than in the list above | Mone Mo Action
O | Mo input Mone Mo Action
Dl Tirmeout: 4 Secondis)
Mg orr e Ct ks Mg i
[ sawe Back [ wHeip |
Please checkyour nending eyents!
* - “Incomect numbar handling™ will be activatad anly in the following teo cases
1. An alternpl was made o call @ non-existent extenson
2. An atternpt was made 10 call @ number not matching with any “Destination Mumber Pattern” in the Call Routing table
Capyright (C) 30033013 Epval Teohnaloaies. Lid AN rghts resarced

Fig. 11-103: Create scenario-Main menu page

Attention: The uploaded file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it
and the “Invalid audio file, or format is not supported” warning message will appear. The system also prevents uploading if there is not enough
memory available for the corresponding extension and the “You do not have enough space” warning message will appear.

The Download and Remove links appear only if a file has been uploaded previously. The Download link is used to download the message file to
the PC and opens the file-chooser window where the saving location may be specified. The Remove link is used to restore the default welcome
message.

The User Input Options table is for configuring the action to be taken based on one of the following user choices:
®  User Input
® Any input other than in the list above
e Noinput

The user will press one of the following input options on the phone to activate the corresponding action. The option can be selected after reaching
the Auto Attendant Service and after the Welcome and/or Recurring messages have been played.

The User Input table consists of the following functional buttons:
Add opens the Add Option page where the actions for previously unspecified inputs can be configured.

Add link opens the Add Option page where the actions for Main System Users Telephony Internet Uplink Network @epygl
previously unspecified inputs can be configured. THicioR

o . . . Edit Scenario - 00 MainMenu - Add Option
Edit link opens the Edit Option page where the actions of

previously configured User Input options can be adjusted. Deserpton:
Option 4 v
The Add/Edit Option page offers the following components: Announcement
Description — text field for an optional description of the option. Action
Option is used for choosing the user input for which some © Mo sstion
announcement and/or action should be configured. The © Goto the following menu
following input options are available in the list to configure the Mew submenu name

Customized Scenario:

@ callto the following extensian | [15 <

O Call to the following number

e  Digits (in arange from 0 to 9)

O Inwoke Extension Directory

° Signs (u*n and n#n) O Terminate the Call
i i T Bl heck yr pending te!
Announcement Indlcates the flle name used to upload a neW DoDVn:::S(CE)CZUE;-ZD?;rEgign\ T‘:ch::lgong\:s Ltd. All rights reserved.
custom message. When the caller selects the option configured
in the Option drop down list, this message will be played once Fig. 1I-104: Main menu — Add Option — Edit Scenario page

before the Action will be activated.
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Attention: The uploaded file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it
and the “Invalid audio file, or format is not supported” warning message will appear. The system also prevents uploading if there is not enough
memory available for the corresponding extension and the “You do not have enough space” warning message will appear.

The Download and Remove links appear only if a file has been uploaded previously. The Download link is used to download the message file to
the PC and opens the file-chooser window where the saving location may be specified. The Remove link is used to restore the default welcome
message.

Action is used to configure the action based on the caller’s selection.
The Action radio buttons allows you to configure the action type after playing the Announcement message (if configured):

e No Action the Auto Attendant will continue to play the Recurring message (if configured) of the current menu.

® Go to the following menu will go to the specified submenu and take actions defined in that submenu. The drop down list allows the
selection of a previously created submenu or to create a new submenu by choosing the Create New Submenu item. The New submenu
name text field requires the new submenu name.

e Call To the following extension will call to the extension number specified in the extensions drop-down list.

e Call to the following number will call the specified phone number via the Call Routing Table.

e  Call to the number dialed will send the user inputs to Call Routing table and if there is a matching with any Call Routing rule the call will
be made with the conditions of Call Routing rule (available only in case when the Any input other than in the list above input is edited).

e Invoke Extensions Directory will connect the caller to Extensions Directory.

e  Terminate the call will exit from this Customized Scenario and disconnect the call.
The following options can be configured too:

® Any input other than in the list above - allows configuring the action taken when the caller makes a selection other than options listed in
the User Input table. If it is configured to No Action then the timer for No Input will reset and it will be counting the No Input time again.

e No input — allows configuring the action taken when the caller doesn’t enter anything during the certain period. The No Input timeout is
equal to [Welcome message duration] + Delay after message + [Recurring message duration] * Play Count + Play Count * Interval. If
there is no input during that time, the action specified for No input will take effect.

The Dial Timeout specifies the period of time to determine when the user has completed dialing and to begin to process the call. The timer will start
after the last digit or symbol is entered. If the (#) key has been pressed then the call will be processed immediately.

Delete removes the selected option(s) from the list of configured options.
Select all selects all existing options.
Inverse Selection inverses the current selection (if no record is selected, clicking on inverse selection will check all records).

Incorrect number handling link opens the Edit Incorrect Number Handling page which is similar to Edit Option page to configure the action
taken when the user has selected a destination that resulted in a failed call, such as an invalid extension number.

Incorrect number handling link will open the page to configure the action taken when the user has selected a destination that resulted in a failed
call, such as an invalid extension number.

Please Note: The Incorrect number handling will be activated only in the following two cases:
®  An attempt was made to call a non-existent extension,

®  An attempt was made to call a number not matching with any "Destination Number Pattern" in the Call Routing table.

Attention: If afile with the same name is uploaded for other options, the previous file will be replaced.
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The Submenus page consists of the following functional
buttons:

Add opens the Edit Scenario - Add menu page where a new
Menu name may be defined.

Edit opens the Edit Scenario page where a newly created
submenu scenario settings might be adjusted.

Delete removes the selected submenu(s).

Select all selects all entries of the table.

Inverse Selection inverses the current selection (if no record is
selected, clicking on inverse selection will check all records).

@cpysi

TMicoR

Main System Users Telephony Iimernet Uplink Network

Edit Scenario - 00 Submenus

Main meny Submenus
Edit Delete Selectall hwerse Selection

Menu name Description
| sub
[ | subz

Please check your pending events!
Copyright (C) 20022012 Epyai Technologies, Lid, Al rights reserved.

Fig. 11-105: Create scenario-Submenus page

@-cpysi

ThdicroR

Main  System Users Telephony Internet Uplink Network

Edit Scenario - 00 Add menu

Menu name: |sub2

Please checkyour pending events!
Copyright (C) 2003-2012 Epyni Technologies, Ltd. All ights reserved

Fig. 11-106: Submenus — Add Entry — Edit Scenario page

® The Edit Scenario link appears only if a new scenario has been created previously. The Edit Scenario link opens the Edit Scenario
page, where a previously created scenario can be changed.

® The Import/Export scenario link leads to the page where a new scenario file can be imported or exported.

The Import/Export Scenario page offers the following
components:
Import scenario is used for uploading the previously

downloaded scenario and custom messages file.

Export scenario appears when the Customized Scenario was
previously configured for the current Auto Attendant. The
Download scenario link is used to download the scenario and
voice message files to the PC and opens the file-chooser
window where the saving location may be specified.

@-cpysi

Main  System Users Telephony Internet Uplink Network
TMicroR
Import/Export Scenario - 00
Import:
Scenario file

Export:

Download scenario

Blease checkvour pending events!
Copyright (£) 2003-2012 Epyai Technologiss Ltd. Al rights resenved

Fig. 11-107: Import/Export Scenario page

® The Remove Scenario link removes the current Customized Scenario. After pressing the Remove scenario link all configurations and

uploaded voice messages will be deleted from the system.

® The View/Download VXML Scenario link appears only when a customized scenario has been created and is used to view or download

the generated script in a VXML file format.

The Attendant Ringing Announcement group allows uploading an optional voice message that is played to callers instead of ring-back tones when
making calls through an auto attendant. The Ringing Announcement can be enabled for both custom and default attendants.

Please Note: The Attendant Ringing Announcement is played to SIP-to-extension and PSTN-to-extension calls only. The announcement can also
be played to SIP-attendant-SIP and PSTN-attendant-SIP calls if they are made by a call routing rule for which the RTP proxy is enabled.

The group offers the following components:

The Enable Ringing Announcement checkbox enables/disables the Auto Attendant optional announcement message. When this checkbox is
selected but no custom announcement message is uploaded, the default message will be played to callers.

° File selection is used to upload the ringing announcement file. The following option is available under this selection:

Upload new ringing announcement indicates the file name used to upload an announcement. The uploaded file needs to be in PCMU
(CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading and the “Invalid audio file, or format is not
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supported” warning message will appear. The system also prevents uploading if there is not enough memory available for the
corresponding extension. This will cause the “You do not have enough space” warning message to appear.

Choose File opens the file chooser window to browse for a new announcement.

The Download Ringing Announcement and Remove Ringing Announcement links appear only if a file has been uploaded previously.
The Download Ringing Announcement link is used to download the announcement file to the PC and opens the file-chooser window
where the saving location may be specified. The Remove Ringing Announcement link is used to restore the default ring back tones.

° RTP Channel selection is used to define the channel for the broadcast streaming. The RTP channels are created by the system
administrator. Therefore if you are experiencing problems with using the RTP channels as ringing announcement, or no RTP channels are
available to select on this page, turn to your system administrator for clarification.

To Configure an Extension

1. Pressthe Add button on the Extensions Management page. The Add Entry page will appear in the browser window.
Enter the desired extension number in the Extension text field and select the extension type from the Type drop down list.

2.
3. Press Save to create an extension with the defined number.
4

Select the checkbox of the newly created extension in the Extensions Management table and press the Edit button. The Edit Entry page will

appear in the browser window.

5. Move through the extension’s configuration pages and fill the fields with the appropriate information.

6. To apply extension settings, press Save.
To Delete an Extension

1. Toremove an extension with all its settings select one or more checkboxes of the corresponding extensions that should be deleted from the
Extensions Management table. Press Select all if all extensions should be deleted.

2. Click on the Delete button on the Extensions Management page.

3. Confirm the deletion by clicking on Yes. The extension(s) will be deleted. To abort the deletion and keep the extension in the list, click No.

Extension Codecs

To establish IP voice communication, both partners have to use the same codec. When establishing the communication line, this codec is
negotiated. If the caller does not find an appropriate codec, the communication cannot take place. If you want to be reachable by all IP calls, it is
helpful to support as many codecs as possible. In this case, all the codecs that Quadro offers should be added to the Codecs table. Some codecs
require a high transfer rate of up to 64 kbit/s. If you are certain you do not want to use these codecs, make sure they are not listed in the table

Codecs.

The Extension Codecs page displays a list of Codecs with the
state of the Out of Band DTMF and FAX Support features for
Quadro extensions and the Auto Attendant.

Please Note: Use caution when configuring Auto Attendant
Codecs as they are used by virtual extensions for redirecting
the incoming calls.

The table Codecs lists active voice codecs for the selected line
that are supported by Quadro. The order of records in the
Active Codecs table is important for transmitting and receiving.
A codec placed at the top of the table will be used as the
preferred codec. If the remote party does not support the
preferred codec, the following codecs will be tried in a top to
down order in the Codecs table.

Each record in the table has an assigned checkbox. They are
used to select the record to be deleted or moved up or down.

An error occurs if no records are selected and the user
activates the delete button, the “No records selected” error
message appears. At least one codec must be attached to the
line. When attempting to delete the last codec, the “At least one
codec should stay in the codec list” error message will appear.

Enable/Disable functional button is used to enable or disabled
the corresponding codec for the extension. When the codec is
disabled, the extension user will not be able to use it for placing
acall.

The Move Up/Move Down buttons are used to move the
selected codec one level up/down in the table.

Make preferred moves the selected codec to the top of the
table, setting its priority to the highest. Clicking the Make
preferred button when a disabled codec is selected will first
enable the codec and then move it to the top.

Main System Users Telephony Internet Uplink Network

Extension 14 Codecs

EnableDisable Selectall Inverse Selection Move Up Move Down Make preferred

@epysi

Audio Codecs

State

G.711u{PCM audio coding standard, 8 kHz sample rate, 8 bits, 64 kbit/s data rate) (preferred) | Enabled
G.711a (PCM audio coding standard, 8 kHz sample rate, 8 bits, 64 khit/s data rate) Enabled
G.729%a (CS-ACELP speech coding at 8 kbit/s rate) Enabled

G.T26-16 (ADPCM speech coding at 16 kbit's rate)

Disabled

G.7T26-24 (ADPCM speech coding at 24 kbit's rate)

Disabled

G.T26-32 (ADPCM speech coding at 32 kbit's rate)

Disabled

G.7T26-40 (ADPCM speech coding at 40 kbit's rate)

Disabled

iLBC (internet Low Bit Rate Coder at 13,33 khit's rate)

Disabled

G.722 (HD audio coding at 48-64 khil's data rate, 16 kHz sample rate )

Disabled

G.7221 (HD audio coding at 24-32 kbit's data rate, 16 kHz sample rate )

Disabled

g|jojo|jojo|jojo|jojo|jo|o

TOVC (Tirme Domain Voicing Cutoff at 1,95 kbit's rate)

Disabled

Video Codecs

State

[ [ H.263 (video coding for low bit rate carmmunication)

Disabled

[ | H.264 (advanced video coding for [ovw bit rate comrmunication)

Disabled

[ | H.263+ (video coding far low bit rate communication)

Disabled

Out of Band DTMF Transport
[ Enable T:38 Fax

Enahle Pass Through FAX
[JEenable Pass Through Modermn

CIForce seif Codecs Preference for Inbound Calls

Secure RTP Settings
SRTP Palicy:

Please check your pending events!
Copyright (C) 2003-2012 Epvai Technslogies, Lid. All rights resenved.

hake and accept only unsecure calls >3

ThlicroR

Fig. 11-108: Extension Codecs list
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The Out of Band DTMF Transport checkbox enables DTMF code transmission in parallel with the voice stream. The destination receiving the
DTMF code will play it locally if it supports the feature. This is helpful to avoid DTMF's loss upon bad traffic. This feature is valuable for all codecs but
it is especially recommended to enable it in case low bit rate codecs (G.729, G.726/16, etc.) are selected.

Enable T.38 FAX checkbox enables the FAX tone detection and the T.38 codec support for the FAX transmission from/to the FAX machine/modem
attached to the line. It also enables the T.38 codec support for incoming unified FAX messages.

The Enable Pass Through FAX checkbox enables the FAX tone detection and the G.711 codec support for the FAX transmission from/to the FAX
machine/modem attached to the line. It also enables the G.711 codec support for incoming unified FAX messages.

If both of the above checkboxes are enabled, the T.38 codec will be used as a preferred codec for FAX transmission. If it is not supported by the
peer, the G.711 codec will be used instead. If the extension is attached to the line that has no FAX machine/modem connected (the extension is
virtual or is attached to an IP line), the incoming FAX can only be stored in the extension's voice mailbox. To allow FAX to be stored in the voice
mailbox, the extension's user should not answer the incoming calls, so that they are forwarded to the voice mailbox.

Please Note: If both of the above checkboxes are disabled, no FAX transmission to the peer's voice mailbox will be possible. Enable Pass Through
Modem checkbox is only available for Auto Attendant and extensions attached to the FXS lines (it is not available for extensions attached to the IP
line). This checkbox enables the modem tone detection and the G.711 codec support for the data transmission from/to the modem attached to the
line. During data transmission, Silence Suppression (see RTP Settings) and Echo Cancellation are being disabled on the line.

Please Note: If the extension/attendant is intended to accept modem connections, disable the Enable T.38 FAX checkbox to allow the system to
identify the modem tones correctly. Otherwise, the modem connection may fail.

The Force Self Codecs Preference for Inbound Calls checkbox enables the usage of your own preferred codecs (if available on both peers) for
the IP connection establishment on the extension.

Secure RTP Settings are used to configure secure voice over IP communication on the Quadro. The SRTP Policy drop down list is used to select
the secure IP connection policy. For IP phones, the following options are available:

° Make and accept only secure calls - only the secure calls will be generated and accepted.

° Make and accept only unsecure calls - only the unsecure calls will be generated and accepted.

° Try to establish secure calls, accept anything - system will try first to establish secure call, but will fallback to unsecure call if party
doesn't accept secure calls; both secure and unsecure incoming calls will be accepted, as requested by remote party, with the preference
given to establishing secure call.

° Make unsecure calls, accept anything - system will establish unsecure outgoing calls, but both secure and unsecure incoming calls will
be accepted as requested by remote party.

For bandwidth used by secure calls, see Needed Bandwidth for IP Calls.

Call Park and Directed Call Park Services

The Call Park and Directed Call Park services are used to store a call on a specific number so that any other user on the system can retrieve it. For
example, a user receives a call but wants to take it in a conference room where it is possible to speak privately. Transferring the call to the
conference room is not an option because the conference room it is transferred to might be in use, or the user is unable to walk to the conference
room in time to answer the call. The user can use Call Park and Directed Call Park to place the call at a specific number and then retrieve when
they reach the conference room.

To use the Call Park or the Directed Call Park features, at least one Call Park extension should be created in the Extensions Management table.
Additionally, two lists should be defined for the call park extension: Park Access List for users that might park a call to the corresponding Call Park
extension and Retrieve Access List for the users that can pick up calls parked to that extension. By default, both of these lists have entries so any
PBX extension on the Quadro can park the call, and any destination can retrieve the parked call. Any limitations to these settings should be done
individually for each call park extension.

To make a Call Park

To make a Call Park, the Quadro user which has been previously added to the Park Access List for at least one of the available Call Park extension
on the Quadro should dial the appropriate digit combination (see Feature Codes in Manual Ill - Extension User's Guide) during the call. The active
call will go on hold, while the PBX number and the SIP username (if it is registered on the SIP server) of the first available call park extension where
the user is added will be played to him/her.

The pickup user will be able to pick up the parked call from any destination by calling the extension where the call has been parked (either by its PBX
number or SIP address). The authentication password will be prompted (if configured) of the call park extension in order to retrieve the parked call.

For example, the Call Park extension 77 is created which has been registered on the SIP Server under the 892220 registration username. The
Quadro user is added to the Park Access List, while the phone at the remote location is added to the Park Access List of that call park extension.
While being on a call with user A, the Quadro user dials the appropriate calling code. As a reply, Quadro will play the extension 77 and SIP
username 892220 to the Quadro user. The user A goes on hold. The Quadro user moves to a remote location and makes a call to the call park
extension. The Quadro user enters call park extension's password and resumes the conversation with user A.

To make a Directed Call Park

To make a Directed Call Park, the Quadro user, which has been previously added to the Park Access List for at least one of the available Call Park
extension on the Quadro, should place the current call on hold and then dial the Call Park extension number within the five second timeout (see
Feature Codes in Manual Ill - Extension User's Guide).

Attention: If the five second timeout is exceeded, then the Quadro will consider it as an attempt for retrieving the parked call.
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The Call Park extensions can be mapped directly to the programmable keys on IP phones. Using the programmable key configuration calls can be
easily parked by placing the current call on hold and then pressing the park extension button. The call will automatically be parked to that Call Park
extension. Pressing the park extension button again will retrieve the parked call.

The pickup user will be able to pick up the parked call from any destination by calling the Call Park extension where the call has been parked (either
by its PBX number or SIP address). The authentication password will be prompted (if configured) of the Call Park extension in order to retrieve the
parked call.

Please Note: The Call Parking is valid for the period defined in the Call Park Extension Settings. By default it is 15 minutes. During that time hold
music (if configured) will be played to the parked party. When the Retrieve Timeout expires, the phone that initiated the call parking will start to ring.
If no one picks up the parked call, or if the phone is off hook, the parked call will be automatically disconnected.

Please Note: Anyone out of Retrieve Access List who wishes to retrieve the parked call will be requested to pass a password authentication (if the
password is defined for the call park extension) to resume the parked call. The parked call will be disconnected if an incorrect password has been
inserted and authentication has been rejected.

Upload Universal Extension Recordings

The Upload Universal Extension Recordings are to be defined by the Quadro administrator and will be present instead of the default voice
messages for all extensions on the Quadro. They will be used when no custom messages have been uploaded or recorded.
The following system messages can be uploaded from this page:

° Hold Music — played to the held user. The Edit link is used to select the way custom hold music will be provided.

e Voice Mail Regular Greeting — played when a caller reaches the extension’s voice mailbox

e Voice Mail Out-of-Office Greeting — played when a caller reaches the extension’s voice mailbox if the Out-of-office greeting is enabled
° Incoming call blocking - played when a blocked user calls the extension

° Outgoing call blocking — played when the extension dials a blocked destination

° Call Queue Welcome Message - played when a caller joins the extension’s call queue

° Call Queue Message - played when a caller is being held in the queue

The Upload Universal Extension Recordings page consists of @6‘ Yy i
a table where the universal voice messages are listed. Main System Users  Telephony Internet Uplink Network I— ), Dn

qua

An Upload functional link is present for each voice message
recording that is not uploaded in the table and it is used to
upload the custom system message. When a message is Hold music o message is uploaded | Edit
uploaded, the Upload functional link is replaced by Download
and Remove functional links respectively. These are used to

download to the PC and to remove the uploaded system
message. Incoming call blocking no message is uploaded | Upload

Upload Universal Extension Recordings

“oice Mail regular greeting no message is uploaded | Upload

‘oice Mail out-of-office greeting | no message is uploaded | Upload

Cutgoing call blocking no message is uploaded | Upload

The Memory Allocation group includes a drop down list used

i . Call Queue Welcome Message | no message is uploaded | Upload
to specify the Percentage of System Memory for the universal

. . . . . Call Queus Message no message is uploaded | Upload
extension recordings. The maximum value in the drop down list g : geleup
is equal to the maximum available space for voice messages on Memory Allocation
Quadro. Percentage of System Memory | 1 E‘ %
Please checkvour pending events!
Cepyright (C) 2002-2012 Epvai Technelogies, Lid. All rights resenved.

Fig. 11-109: Upload Universal Extension Recordings page

Please Note: Changing the Percentage of System Memory on this page will stop any recordings of universal extension voice messages from the
handset.

Upload Universal Extension Recordings - Hold music

The manipulation radio buttons on this page allows you to select the way custom hold music will be provided.
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° Default Music enables the default music. If the option
is selected, the text field Upload Recording will be
disabled.

° File selection is used to upload the hold music file.
The following option is available under this selection:

Upload Recording text field can be used to type the
path where hold music file is located. If hold music file
is browsed with the help of file-chooser, this field
displays the path of the browsed file. Browse button
is used to browse for the hold music file.

The music file needs to be in PCMU (CCITT u-law, 8
kHz, 8 bit Mono) wave format, otherwise the system
will prevent uploading the file and display the warning
message ‘"Invalid audio file or format is not
supported”. The system will refuse uploading also if
there is not enough memory available for the
corresponding extension and will then announce "You
do not have enough space".

Main System Users  Telephony Internet Uplink Network

Upload Universal Extension Recordings - Hold music

- Default music

) File

Upload recording | Choose File | Mo file chosen

“) RTP Channel

Choose Channel

@ FX3Line Number 2

Help

Copyright {C) 2003-2013 Epygi Technologies, Ltd. All rights reserved

Fig. 11-110: Upload Universal Extension Recordings p-Hold music page

Please Note: It is recommended to use a piece of music not longer than one minute in order to leave enough space for user defined

messages and voice mails.

° RTP Channel selection is used to define the channel for the broadcast streaming. The RTP channels are created by the system
administrator. Therefore if you are experiencing problems with using the RTP channels as hold music, or no RTP channels are available to
select on this page, turn to your system administrator for clarification.

° FXS Line Number 2 option appears only
the holdmusicsettings.cgi hidden page.

if the Activate Hold Music from FXS number

2 checkbox is enabled from

This selection is used for hold music broadcast streaming from PC or any other audio device to FXS Line number 2. For broadcast

streaming follow the steps below:

o Connect one port of the Audio to FXS line Adapter to your PCs headphone port and the second port to the Quadro's FXS port

number 2.
0 Run some music on your PC.

Attention: This service is available for Quadro2x2 and only on the FXS lines.

Attention: This service is available for Quadro2x2 FW version 5.3.60 and higher.

Add Multiple Extensions

The Add Multiple Extensions is used to add multiple extensions to the Extensions Management table at once. The page consists of the following

components:

Type checkbox is used to select the type of the extensions (User Extension, Pickup Group, Call Park, Paging Group or Attendant) to be created.

Quantity text field requires the number of extensions to be
created at once. For example, inserting 5 in this text field will
add 5 new extensions to the Extensions Management table.

Start from the Extension text field requires the number of the
first new extension to be created. Depending on the value in the
Quantity text field, the next extensions to be created will have
subsequent numbers. For example, if you have inserted 41 in
this text field and the Quantity text field contains the value “5”,
then extensions 41, 42, 43, 44 and 45 will be added to the
Extensions Management table. If non-digit symbols have been
entered, the error "Incorrect Extension: no symbol characters
allowed" will appear. If an extension with the given numbers
already exists in the Extensions Management table, a next
subsequent not used extension number will be used instead.
Please Note: Extension cannot start with the digit 0. You can
add extensions of up to 20 digits long. However, the Call
Routing won't be adjusted automatically; you may need to
manually adjust the routing rules for extensions in custom
length.

@-cpysi
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Main System Users Telephony Internet Uplink Metwork

Extensions Management - Add Multiple Extensions

Type User Extension ¥
Quuantity 10
Start Frarm the Extension 50

Start From the SIP User Name

DAutnmatically’ attach to IP Line

StartFram the IP Line

SIF Server sip.epyglloc

SIP Port 5060

Clregistration on SIF Senver

Please check your pending events!
Copyright (C) 2003-2012 Epyai Technologiss, Lid. All rights reserved

Fig. 1I-111: Extensions Management - Add Multiple Extensions page

Start from the SIP User Name text field requires the SIP server registration user name for the first extension to be created. Depending on the value
in the Quantity text field, the next extensions to be created will have subsequent SIP user names. For example, if you have inserted 30201 in this
text field and the Quantity text field contains the value “5”, then the 5 newly created extensions will correspondingly have the following registration
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63



Quadro6L/4L/2x2 Manual I1: Administrator’s Guide Administrator’s Menus

SIP user names: 30201, 30202, 30203, 30204 and 30205. This user name is used for the registration on the SIP Server and should be unique on the
SIP server. This field length is limited by 20 symbols and is not limited regarding the use of symbols. If an extension with the given SIP user name
already exists in the Extensions Management table, a next subsequent not used SIP user name will be used instead.

The Automatically attach to IP Line checkbox selection is used to automatically attach extensions to IP Lines.

Start From the IP Line text field requires the number of the new IP Line to be created. The error message “One or more IP Lines in the specified
range are already attached to existing extensions” appears if an IP line with the given numbers already exists in the Extensions Management table.

SIP Server text field requires the address of the SIP server. The field is not limited regarding symbol usage and length as it can be either an IP
address or a host address (e.g. sip.cornet.com).

SIP Port text field requires the port number to connect to the SIP server. The SIP Port may only contain digit values, otherwise an error message
"SIP Port is incorrect" will appear. If the SIP server port is not specified, Cornet Technology IP PBX will access the SIP server via the default 5060
port.

Registration on SIP Server checkbox enables the SIP server registration option on the newly created extensions.

Receptionist Management

The receptionist feature on the Quadro offers a variety of services to manipulate with multiple calls, to keep the calls in the queue with the
perspective to be answered by the receptionist and finally to be forwarded to the corresponding destination, if needed.

The Receptionist service requires called extensions to use one of the following SIP Phones.

®  Aastra 6730i ®  snom 360

® Aastra6731i ®  snom 370

®  Aastra 6735i ® snom 720

®  Aastra6737i ®  Snom 760

®  Aastra 6739i ®  snom 820

®  Aastra 6755i (55i) ® snom 821

®  Aastra6757iCT (57iCT) ® snom 870

®  Aastra6757i (57i) ®  Grandstream GXP 2000
®  Aastra9133i ®  Grandstream GXP 2100
®  Aastra 9143i (33i) ®  Grandstream GXP 2110
®  Aastra 9480i (35i) ®  Grandstream GXP 2120
®  Aastra 9480iCT (35iCT) ®  Grandstream GXP 2124
®  Aastra 480i ®  Yealink SIP T-28P

®  Aastra 480iCT ®  Yealink SIP T-26P

e  Polycom SoundPoint IP 650 ®  Yealink SIP T-38G

®  snom 190 ®  Yealink SIP T-46G

e  snom 200 e  Alcatel Temporis IP800
e  snom 320 e  Epygi QCM

The following services are available to the receptionist:

Call Queue

Extension Status

Call Interception

Voicemail Transfer
Multi-Company Receptionist

Call Queue

This feature allows keeping multiple incoming calls in the queue when being on the line and to answer calls in the order they have been received.
The usage of this service is not limited to receptionist only and can also be used by the extension user, if configured correspondingly.

The configuration of the Call Queue feature is done from the Extensions Management— Edit Entry page where the length of the call queue and the
call queue appearance is defined. When the Call Queue service is enabled, the second arriving call to the receptionist/extension user will be either
set into the queue (if call queue appearance is 1) or will be ringing in the background of the active call (if call waiting is enabled for the user and the
call queue appearance value is greater than 1). If the call ringing in the background isn’t answered, it will be transferred to the user’s voice mailbox
or, if no answer forwarding is enabled, it will be forwarded to the corresponding destination.
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If the call is set into the queue, the caller will hear a message asking them to wait until the call will be answered. Once the receptionist or extension
user terminates the call, the next call in the queue will ring to the user.

For regular IP users, indication about the callers in the queue is through the Call Waiting service (see Manual lll-Extension User’s Guide). When a
new caller arrives to the call queue, the phone display (if available) of the phone connected to the IP will display the total number of callers in the
queue along with the name/phone number of the last caller.

Extension Status

Quadro provides the possibility of controlling and determining the actual state of the managers phones’ through the receptionist's IP phone
(configuration of the IP phone is done automatically by Quadro through the Receptionist Phone Configuration Wizard). A programmable key on the
receptionist’s IP phone that is assigned to the corresponding manager will blink when an incoming call to the manager’s phone is currently ringing.
The key lamp will be ON when manager is on a call and will be OFF if the manager’s phone is in the idle state. The extension status can be watched
(viewed) by the receptionist to determine the availability of managers for incoming call transfers to them.

Call Interception

To use Call Interception service, the managers’ phones watch option should be enabled and each manager should have a programmable key
assigned on the receptionist's IP phone. This is performed automatically by Quadro through the Receptionist Phone Configuration Wizard.

When an incoming call addressed to the certain manager comes in, the receptionist can see the corresponding programmable key blinking and the
caller's ID on the phone’s display. The receptionist is able to intercept the incoming call by pressing the blinking key. The caller will then be
connected to the receptionist. If the receptionist does not answer the call addressed to the manager, and if the manager does not answer it either,
the call will be directed to the manager’s voice mailbox if it is enabled. If the manager’s voice mailbox is not enabled, the call will be disconnected.

Kickback

Quadro allows the receptionist to forward the incoming calls to the manager’s extension and if there is no answer the call is returned to the
receptionist's phone, instead of getting into Voice Mail Service or being disconnected. To use this service, receptionist should simply transfer the
incoming call to the local extension. In case of no answer, the call will automatically get back to the receptionist.

Voicemail Transfer

Quadro allows the receptionist or extension user to forward incoming calls directly to the voice mail of the other attached extension. To do so, an
appropriate routing pattern should be added to the Call Routing table. Hence, when transferring a call to the assigned extension, incoming call will
directly go to the extension’s voice mailbox.

Multi-Company Receptionist

Quadro provides the possibility to use a single IP phone to manage the receptionist’s features for multiple companies at the same time. To do so, the
incoming line appearance for the phone should be created, attached to the IP line of the IP phone and be labeled to the corresponding company
name. Being busy with a call related to one company, the receptionist is able to also receive the calls related to other companies. While calls are
ringing in the background, the receptionist can switch between the incoming calls. If the receptionist does not answer the incoming calls, and if the
Call Queue service is enabled on the extensions, the incoming calls will be stored in the queue specific for each company line.

The Receptionist Management page allows you to configure Main System Users Conferences Telephony  InternetUplink  Network @(’-P}’gl
IP phones to be used as a receptionist on the Quadro. This e
page contains the list of configured receptionists with Receptionist Management
information about the attached IP lines and watched extensions.

Add Edit Delete Selectall Inverse Selection

Receptionist Attached IP Lines Watched Extensions
D Epvgi Receptionist IF Line 4 101,107,104

Please checkvour pending events!
Copyright (C)2003-2011 Epugi Technologies, Ltd. All rights resenved.

Fig. 11-112: Receptionist Management page

Add opens the Receptionist Phone Configuration Wizard where the new receptionist phone can be created and configured. The wizard consists
of several pages.
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The Receptionist Phone Configuration Wizard - Page 1 has
the following components:

The Description text field requires the description of the
receptionist to be configured.

The Phone Model drop down list is used to select the IP phone
model to be used by the receptionist.

The MAC Address text fields require the MAC Address of the
corresponding IP phone.

Based on the selected IP phone model and the inserted MAC
Address, the IP phone can be automatically configured by
simple reset/reboot (for more information about IP phone
configuration, refer to the corresponding IP phone’s users
manual).

The Attached IP Lines text field requires the numbers of
Quadro’s IP lines used by the receptionist. The IP lines should
be separated by commas.

@-cpysi

quadrom

Main System Users  Conferences Telephony Internet Uplink Network

Receptionist Phone Configuration Wizard

IP Phone Model

Deseription Epygi Receptionist

Phane Model [ 5nem 820 =

MAC Address 46 [[47  J[or |7 J[er_ |[e7

Attached IP Lines [+

D Lse Session Timer

[ use Kickpack

\ \ \ |
Please checkyour pending events!

003-2011 Epuai T, Ltd Al rights reserued

Fig. 11-113: Receptionist Phone Configuration Wizard — Page 1

The Use Session Timer enables the SIP session timer for the IP lines specified in the Attached IP Lines text field. This checkbox enables
advanced mechanisms for connection activity checking. This option allows both user agents and proxies to determine if the SIP session is still active.
The Use Kickback checkbox enables the kickback service on the corresponding receptionist. When this service is enabled, if receptionist transfers
the incoming calls to the extension and if there is no answer or if the called extension is busy on another call, the call is returned to the receptionist’s
phone, instead of getting into Voice Mail Service or being disconnected. To use this service, receptionist should simply transfer the incoming call to
the local extension. In case of no answer or busy, the call will automatically get back to the receptionist. When this service is not enabled, the
incoming call will reach the Voice Mail Service or the call queue of the called extension, depending on the extension user’s configuration.

If you have selected the snom 320/360/370/720/760/
820/821/870, Grandstream GXP 2000/2100/2110/2120/2124,
Yealink T-28P/T-26P/T-38G/T-46G or Alcatel Temporis IP800 IP
phones from the Phone Model drop down list, the next page in
the wizard will be the Receptionist Phone Configuration
Wizard — Hardware Modules. For all other phone models, this
page is skipped.

For Grandstream GXP 2000/2100/2110/2120/2124 |P phones,
this page contains a single checkbox only:

The Enable Expansion Module checkbox is used to enable the
supplementary module attached to the IP phone. The
Expansion Modules Count drop down list allows you to select
how many additional expansion modules will be connected to
the IP phone. When the module is selected, the number of
programmable keys on the next page of the wizard is multiplied
accordingly.

For Aastra 6735i, 6737i, 6739i, 6755i and 6757i IP phones,
Receptionist Phone Configuration Wizard - Hardware
Modules page contains a number of drop down lists to select
the types of the expansion modules and the sequence in which
they are connected to the IP phone.

Main  System Users  Telephony Intermet Upiink Batwork

Receptionist Phone Configuration Wizard

Hardware Modules

[FlEnabie expansion module

Expansion modubes count |1

Frevigus | [ rHem ] [ Sanee ) [ Hew

otaien LI AN g e

Fig. 11-114: Receptionist Phone Configuration Wizard — Hardware Modules for snom phone
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Fig. 11-115: Receptionist Phone Configuration Wizard — Hardware Modules for Aastra phone

The next page of the wizard is skipped for QCM Phone Model selection. The content of this page depends on the configuration made on the first

page of the Receptionist Phone Configuration Wizard.
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The Receptionist Phone Configuration Wizard — Main System Users Conferences  Telephony Internet Uplink Network @ep}'gl
Programmable Keys Configuration page is used to set the o
corr_espondence between the selected Functions and t_he Receptionist Phone Configuration Wizard
available Programmable keys on the IP Phone. To do so, assign
a Function to each programmable key from the drop down list
on this page. Programmable Keys Configuration
The following options are available in Functions the drop down Functionality Key
list: :b}e:nﬁf‘iﬁurez‘iﬂ [ i F1
__Precunﬂgured | P2

e Watch Ext. # - watch the extension on the Quadro and a Freconfigred KN F3

possibility to pickup the call addressed to that extension. Freconfigured v P
e Call Park Ext # - watch the calls parked to the

corresponding extensions and a possibility to retrieve the

calls parked to that extension.
This list also contains a number of PBX services available on
the Quadro and accessible with the * key combination (see
Quadro’s Feature Codes). When configured from this page, the
key combinations become transparent for the IP phones too. | | Next | } I

® Vmail — accesses the voice mailbox of the extension to Pleass theckvour pencing eents! _
WhICh the receptionist P Iine iS attached to. Copyright (C)2003-2011 Epwai Technologies, Ltd. All fights resenied

Fig. 11-116: Receptionist Phone Configuration Wizard — Programmable Keys Configuration for snom phone

e DND - enables the Do Not Disturb service on the
extension to which the receptionist IP line is attached to. @L‘p\'ni

Main  System  Users  Conferences  Telephony Iterit Updink Metwotk

Deuass

® CallFwd — accessed Forwarding Management of the

extension to which the receptionist IP line is attached to. Receptionist Phone Configuration Wizard
e AutoReDI — auto redials the last dialed call. Softkeys Configuration
® CallBack — calls back to the last caller. Key. Fuctionaliy ey Fctionalny
1 WatchExtd1 10 CallDack i
e Linelnfo — gets the IP line information from the Quadro. ? Vimal ¥ i AutfsDs 4
E) CallFwd | 12 WalchEat 11 %
e CallBIk — blocks the last caller. ! ) h 1 e Eutl12
§ Linelnfo > 14 ‘WalchExt 13 v
For snom phones, when multiple IP lines are selected on the 6 CalDik v 15 Wistch Bt 14 v
Attached IP Lines text field on the first page of the ! 3 3 1 WatchEat 2
Receptionist Phone Configuration Wizard, this list # WuchEa?t @ ” VuchCat 19
additionally contains the number of specified IP lines. That ! Call Park Ext 77 |8 " WathEt 7 &
selection is used to set the correspondence between the
selected IP lines and the available Programmable keys on the — T ] (ot ] Cror ]
IP Phone. To do so, select the IP lines corresponding to each e = — e

programmable key from the Functions drop down list on this
page. Each programmable key on the snom IP phone will now
be responsible for the selected IP line on the Quadro.

Capys QL) AT Lpggl Tachtalegion L1 Al ights retasad

Fig. 11-117: Receptionist Phone Configuration Wizard — SoftKeys Configuration for Aastra phone

For Aastra phones (except the 9133i model), a Hard Key Line

4 (L4) drop down is available to use the default Hard Key Line 4 Maln  System  Usors  Conferences  Telophomm Witornot Usliink Hotwark @(‘[J\':’,l
of the IP phone for the SLA lines. You may select the SLA line
to which the Hard Key Line 4 of your Aastra phone will be Receptionist Phane Configuration Wizard
assigned. The Hard Key Line 4 assigned to an SLA line will
work exactly the same way like the programmable key does. Suisry
Please Note: Once a new receptionist is created, the Call e Chr eetpn
. . . one Modal: Snom 220

Queue feature will be automatically enabled with the MAG Adderss 4o 876767
corresponding Call Queue Size and Max Call Queue Attached 1P Lings B
Appearance settings on all extensions attached to the IP lines o el ey s

. . . . Watchad Extansions. 101,107 104
defined in the Attached IP Lines text field.

NOTE: You must restart the phone before the new seftings will take effect.

The next page of the wizard is a Receptionist Phone VARMING Aftor daleting Bhis receptionist racard, call qUAUR SeMINGS Of the MAsnsIons

B0 which Thee lines are attached will be resel 1o heir et vues

Configuration Wizard - Summary where the configured
settings for the receptionist should be verified. Additionally, this
page contains a Reboot IP Phone now checkbox which should | (Crevious ) | Fimsn_ | Cancel ] | e ] |
be selected if you wish to have your IP phone rebooted once the
corresponding receptionist is created. Reboot is needed for @ [ cssmam e mwemons tear 1scnnstsaias s 2 e
proper functionality of the IP phone. However, if you wish to
reboot the IP phone later, leave this checkbox unselected.

] Retioot 1P phene new

Fig. 11-118: Receptionist Phone Configuration Wizard — Summary page
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Extensions Directory

The Extensions Directory is a useful tool for callers to get direct access to the Quadro extensions by spelling the username with the help of the
phone keypad. The Extensions Directory can be accessed through Quadro’'s Auto Attendant Services and it has its own manipulation buttons to
browse the directory.

The Extensions Directory Settings page allows you to make a list of names assigned to the extensions on the Quadro. If the name spelled by the
caller matches the one(s) listed in the Extensions Directory, the corresponding extension user name(s) will be played to the caller for verifying the
input and selecting the user to connect. Each extension’s user should record their name with the help of the handset (see chapter Update System
Messages), or they can upload a wave file from the Account Settings page.

The Custom Greeting column in the Extensions Directory table
displays whether or not a custom greeting (user's name) is
recorded or uploaded. Users cannot be accessed through the
Extensions Directory and it is implied as being an inactive entry
in the event a custom greeting is not recorded or uploaded.
Warnings will be seen in the Extensions Directory table for
inactive entries. Extension numbers in the Extensions Directory
table are made as a link to move to the corresponding
extension's Account Settings page. This helps the administrator
access the extension's settings page where a custom greeting
can be manually uploaded.

Main Systen Users  Telaploay Witarieed Updik:  Notwed @L.P\.I.‘-"l

Extensions Directory Settings

Al 98 Dadete Selectal hnvesse Ssiection Mo up Move down

at T |
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Fig. 11-119: Extension Directory table

Move Up and Move Down are used to move the selected

Main  System  Users  Tebephony Interiat Uplink etk

record one level up or down in the Extensions Directory table.
The sequence of the entries in the Extensions Directory is
important if several records match the same spelled name. The
Extensions Directory table is parsed from the top down and the
matched entries will be played according to their position in the
table.

Extensions Directory Settings - Add Entry

TOMMY
11 =

guisl

@cpysi
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Add opens the Add Entry page where a new name may be
assigned to the extension. An error message appears and

prevents adding a new entry to the Extensions Directory if no

. . ) . Fig. 11-120: Extensions Directory - Add Entry page
extensions are available in the Extensions Management table.

The Add Entry page offers the following components:

Name requires the name of the extension owner. Several extensions can have the same name and a single extension may have several names.
User's Name is the identification parameter being searched within the Extensions Directory. You should use uppercases letters in this field,
otherwise the name will automatically be changed to uppercase when saving it to the Extensions Directory table.

Call to drop down list contains all extensions on the Quadro that should ring when selecting the specified Name.

Description can be used for any optional information requiring entry in the Extensions Directory.

Please Note: The entries in the Extensions Directory can automatically be deleted if the extensions assigned to the entries are removed from the
Extensions Management table.

Authorized Phones Database

The Authorized Phones Database page is used to create a list of trusted external phones. If they are part of the Quadro Authorized Phones
database, external SIP or PSTN, then users are free to access the Quadro Auto Attendant services without requiring authentication. When adding a
trusted phone to the list, an existing extension has to be chosen. The parameters (extension number and password, as well as SIP and Speed
Calling Settings) will be used automatically for the trusted caller access of the Quadro Auto Attendant. A direct connection to the Call Relay menu
can be optionally provided.

The Authorized Phones Database page displays the
Authorized Phones Database table where the trusted phones
are listed. Only SIP and PSTN users can be added to the
Authorized Phones Database.

Wain  System  Users  Telephomy Eenived Uplek  Metwork @L'|}_\'g|

Authorized Phones Database

A BN Delste Ssbectafl Rrerse Ssbection

Coll Type ¥

il Bt Co by Mem Camack Do

The Authorized Phones Database table displays all trusted
callers with their settings. For example, the call type, caller
address, extension they automatically login with, information if
they have automatic access to Call Relay Menu of the Auto
Attendant, etc.

ek o |

Fig. 11-121: Authorized Phones Database
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Each record in the table has an assigned checkbox. The checkbox is used to edit or delete the corresponding record. The “No records selected”
error message occurs if the user activates the edit or delete button with no records being selected. The error message “One record should be
selected” appears if the user tries to edit more than one record. The heading of each column in the table has a link. By clicking on the column
heading, the table will be sorted by the selected column. When sorting (ascending or descending), arrows will be displayed next to the column
heading.

The Add functional button refers to the Authorized Phones Database- Add Entry page where new trusted users may be entered.
The Authorized Phones Database- Add Entry page offers

two groups of input options: Man Syviem Useis  Tekplioy  Wsted Uplik  Wetwioik (cc.-p\_'gi
Caller Settings Authorized Phones Database - Add Entry

The Call Type drop down list includes possible incoming call Caller Sty

types (PSTN, SIP or Auto). In SIP, the caller connects Quadro T L

through a SIP server and PSTN means the caller is a PSTN 11321 @i sorgicom [ ighaad ]

user. Auto is used for undefined call types and the destination
(independent on whether it is a PBX number, SIP address or
PSTN number) will be reached through Routing.

133

The Caller Address text field requires the caller's SIP address Calloash Settny
(see chapter Entering SIP Addresses Correctly) or PSTN O
number to be added to the trusted phones list. The PSTN
number length depends on the area code and phone number.
The wildcard is supported in this field. If the caller address
already exists in the Authorized Phones Database, the error
message “The record already exists” appears when selecting
the Save button.

PSTH »

0033411210

[Baw | [ _Bam [rew_]

Fig. 11-122: Authorized Phones Database - Add Entry page

The Login Extension drop down list provides all existing extensions on the Quadro. When calling the Quadro Auto Attendant, a trusted user will
automatically be logged in as the selected extension, i.e., the extension number and its password will be automatically submitted by the Quadro
system. The trusted user will directly access the Quadro Auto Attendant services. The SIP settings of the login extension will be used when making
IP calls.

The Automatically Enter Call Relay Menu checkbox enables direct access for the trusted user to the Quadro Auto Attendant Call Relay menu. If
the checkbox is not selected, a trusted caller will be directed to the Auto Attendant's main menu, but will still be able to reach Remote Access (Voice
Mailbox of the specified extension) and Call Relay services (see Feature Codes) with no authentication.

Please Note: Login Extension drop down list and Automatically Enter Call Relay Menu checkbox have no sense for Auto Attendant with custom
scenario configured (see Attendant Extension Settings).

The Description text field allows entering an optional comment.

Callback Settings

The Enable Callback checkbox selection gives the possibility for a specified trusted caller to use the Instant Call Back service (see chapter Call
Back Services).

The Callback Call Type drop down list includes possible callback call types (PBX, PSTN, SIP and Auto).

The Callback Destination text field requires the destination number where Quadro should instantly call back to. The value inserted in this field is
dependent on the selected callback call type: for PBX, extension number is required, for SIP, the SIP address is requires and for PSTN, a PSTN
number is required. Auto is used for undefined call types: destination (independent on whether it is a PBX number, SIP address or PSTN number)
will be reached through Call Routing table. If this field is left empty, the callers address will be implied as a callback destination.

Please Note: The Call Back service is functional and enabled only for PSTN callers.

To Add an Authorized phone to the database

Enter the desired Auto Attendant Settings page.

Select Edit Authorized Phones Database to enter the Authorized Phones Database page.

Press the Add button on the Authorized Phones Database page. The Add Entry page will appear in the browser window.
Choose the call type and enter a caller address in the corresponding text field.

Select a Login Extension and the Automatically Enter Call Relay Menu checkbox (if required).

Enable Call Back service if required and define a Call Back Destination in the same named field.

Fill in an optional Description in the appropriate field, if required.

Press Save to submit the settings.

To Delete an Authorized phone from the database

1. Enter the desired Auto Attendant Settings page.

2. Select Edit Authorized Phones Database to enter the Authorized Phones Database page.

3.  Toremove an authorized phone(s), select one or more checkboxes of the corresponding records that should be deleted from the Authorized
Phones Database table. Press Select all if all records should be deleted.

4.  Press the Delete button on the Authorized Phones Database page.

5.  Confirm the deletion by clicking on Yes or cancel the action by clicking on No.

PN AN
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Call Back Services

With Call Back service, callers can save a call charge when calling to and through Quadro. Quadro provides the possibility of creating a list of those
trusted callers that are allowed to make free of charge calls to Quadro's Auto Attendant or through its Call Relay menu to the third party SIP or PSTN
destination. Two types of Call Back services are available on the Quadro: Pre-configured Call Back and Remote Call Back Configuration.

Pre-Configured Call Back

For Pre-configured Call Back, a list of trusted callers must be configured in the Quadro's Authorized Phones Database using Web Management.
The Call Back service should be enabled and a valid callback destination should be specified for each caller.

To use Pre-configured Call Back, the caller registered in the Authorized Phones Database should simply call to the Quadro’s Auto Attendant
through SIP or PSTN, let the call to ring twice and then hang up. Call Back will be instantly activated, and Quadro will call back to the defined Call
Back destination. By answering the incoming call caller will be connected to the Auto Attendant menu.

Please Note: Depending on the call back destination, make sure that there is at least one PSTN line routed to the Auto Attendant (from the FXO
Settings page) or Auto Attendant has a proper SIP registration (see Attendant Extension Settings).

Remote Call Back

The Remote Call Back Configuration service is used by authorized callers to configure or reconfigure existing call back configuration on the
Quadro. Remote Call Back Configuration is divided into two modes accessible from the Quadro's Auto Attendant: Permanent Call Back and Non-
Permanent Call Back.

Please Note: Remote Call Back Configuration services are only available when the Automatically Enter Call Relay Menu checkbox is disabled in
Authorized Phones Database for the trusted user.

Permanent Call Back service allows callers registered in the Authorized Phones Database to create a new trusted caller with Call Back enabled.
They can also modify the Call Back destination of existing callers in the Authorized Phones Database. By calling Quadro's Auto Attendant and
entering the Auto Attendant menu, the caller can use the 0@ code (see Feature Codes) to create a new trusted caller as well as to modify the Call
Back destination for the already registered callers in the Authorized Phones Database.

By entering Permanent Call Back reconfiguration menu, system asks caller to login by dialing the number and an appropriate password for the
Quadro's extension that is used as login extension in the Call Back settings. After passing the login, callers should follow the voice instructions for
configuring a new entry or reconfiguring existing entries in Authorized Phone database.

When system accepts the inserted settings, the corresponding entry will be logged to the Authorized Phones Database. The caller will then be
disconnected from the Quadro's Auto Attendant and the defined Call Back destination will receive a call from the Quadro within the next 45 seconds.
Answering the incoming call, the caller will be reconnected to the Quadro's Auto Attendant.

Please Note: The detected caller number must correspond to the one applied by the caller. In case of PSTN call back at least one PSTN line must
be available on the Quadro. There must be network connectivity and the destination must be reachable.

Non-Permanent Call Back configuration service allows trusted caller to organize one-time Call Back to the defined destination. In this situation, no
entry will be logged to the Authorized Phones Database. By calling Quadro's Auto Attendant and entering the Auto Attendant menu, the caller can
use 06 menu (see Feature Codes) to modify the Call Back destination for already registered callers in the Authorized Phones Database.

The system will ask to login by dialing the number and an appropriate password for the Quadro's extension that is used as login extension in the Call
Back settings. After login, caller should follow the voice instructions for reconfiguring the existing entry in Authorized Phone database. The caller will
then be disconnected from the Quadro's Auto Attendant and the defined Call Back destination will receive a call from the Quadro within the next 45
seconds. Answering the incoming call, the caller will be reconnected to the Quadro's Auto Attendant.

Please Note: For both Permanent Call Back and Non-Permanent Call Back, the detected caller number must correspond to the one configured
for trusted caller. In case of PSTN call back at least one PSTN line must be available on the Quadro. There must be network connectivity and the
destination must be reachable.
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Fig. 11-123: Telephony Menu in Dynamo Theme

Call Statistics

The Call Statistics page consists of five tables. They provide inform

¢ Feature Codses
* Help
* Logout

Flease check your pending events!
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Copyright 20032011 Epyai Technologies, L, All rights reserved.

Fig. 11-124: Telephony Menu in Plain Theme

ation on successful, unsuccessful and missed incoming and outgoing calls on

the first three tables, statistics settings in the fourth table and automatically downloading the call statistics in the fifth one. Call statistics allows the
collecting of call events on the Quadro with their parameters and to search them by various criteria.

The Statistics Settings page offers the following input options:

The Enable Call Reporting checkbox enables Call Statistics reporting. The selected number of statistics entries will be displayed in the Call

Statistics tables.

The Maximal Number of Displayed Call Records drop down
lists are used to select the number of Successful, Missed and
Unsuccessful Outgoing statistics entries to be displayed in the
corresponding Call Statistics tables. If the record numbers
exceed the numbers specified in these drop down lists, the
oldest record will be removed.

The Download All Call Statistics link is used to download the
entire displayed statistics in a file that can be viewed with a
simple text editor. This type of call statistics file is easy-to-read
and can be displayed in a spreadsheet.

The Download All Call Statistics (CSV format) link is used to
download the entire displayed statistics in CSV (Comma-
Separated Values) formatted file.

The Download All Call Statistics (old format) link is used to
download the entire displayed statistics in an old formatted file.
This file can also be viewed with a simple text editor but
contains more intricately aligned content.

The Clear all Records button is used to clear all statistics

Main System Users  Telephony Internet Uplink Network

@ -cpysi

quadra

Call Statistics - Statistics Settings

Successful Calls Missed Calls Unsuccessful Qutgoing Calls Statistics Settings  Automatically Dawnload

Enahle Call Reporting
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Daownload All Call Statistics (CSY formaty
Dowenload Al Call Statistics {old formaty

Clear all Records

Blease checkyour pending events!

Copytight (C) 2002-2011 Epvai Technologies. Ltd. All rights resenced.

records.

Fig. 11-125: Call Statistics Settings page

When the number of Call Statistics entries exceeds the numbers specified in the Statistics Settings page, the oldest entries are being automatically

deleted. In order to keep the call statistics entries safe, Quadro allows

you to configure an automatic download service of the call statistics.
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The AUtomatica”y Download page iS Used to conﬁgure the Main  System Users  Telephony Internet Uplink Network @epygl
automatic downloading of the call statistics. Two options of quadro
downloading the call statistics are available: uploading the call
statistics file to the server or sending it to the mailing address.

This page consists of the following components: Ino; WARNING. gl ssrice (s dlebied
Successful Calle Missed Calls Unsuccessful Outaoing Calls  Statistics Settings  Automatically Download

Call statistics - Automatically Download

The Enable Automatically Download Call Statistics checkbox
enables automatic downloading mechanism of the call statistics.
Please Note: This service only refers to the statistics collected Number Of Call Records To Download: [50 v
from the moment of enabling this service and forward; any
previously generated statistics will not be downloaded.

Enable Automatic Downloading of Call Statistics

File Format. | Tab Delimited Text (1og) bt

-@‘ Sendvia E-mail | E-mail Address | astghik_sanasaryan@epygiarm

The Number of Call Records to Download drop down list is
used to select the portion size of the call statistics (including all O sendto server
types of call statistic, i.e. successful, missed and unsuccessful
outgoing call statistics, in the timing order) which will be
downloaded to the server or send per email. The number
selected in this drop down list indicates the number of entries in Send Method
the single downloaded call statistics file. If there are no enough TP
entries in the call statistics table on the Quadro, the system will
wait until the necessary number of entries will be collected and
then will upload the statistics file to the server or send it to the

Server Name

Server Port

Path on Server

FTP

User Name

email address. Password

Please check your pending events!
Copyright (C) 20053-2011 Epvai Technologiss, Ltd. All rights reserved.

Fig. 11-126: Call Statistics — Automatically Download page

The following group of manipulation radio buttons allows you to select whether the call statistics files will be delivered by email or stored in some
location on the server:

® The Send via Email radio button is used to send the call statistics files via email. The selection enables Email Address text field that requires
the email address of the administrating person to receive the call statistics files.

® The Send to Server radio button is used to store the call statistics files on a remote server. This selection enables the following fields to be
inserted:
The Server Name requires the IP address or the host name of the remote server.

The Server Port requires the port number of the remote server.
The Path on Server requires the path on the server to store the call statistics files in.

The Send Method manipulation radio buttons allow you to select the remote server type: TFTP or FTP. In case of FTP selection, the
authentication username and the password need to be inserted. In case these fields are left empty, anonymous authentication will be
used.

The Download Now button is used to perform a manually immediate download of the call statistics.

The Number of Records displays the current number of statistics entries in the table. For successful calls, Total Duration, Maximum Duration,
Average Duration and Minimum Duration statistics are displayed on top of the table.

The Call Statistics - Successful Calls, Missed Calls and Unsuccessful Outgoing Calls pages consist of the general information on successful,
missed and unsuccessful calls, search fields and the calls table. The search components are as follows:
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® The From and To text fields are used to search by date and P— E @
time. The data must be entered in either of the following S e
formats: dd-mm-yyyy hh:mm:ss or dd-Mon-yyyy hh:mm:ss. e
The time criteria are optional. The From requires an earlier i
date and time than the To field. If the entered data does not
meet this condition, the error message “Minimal date should
be less than maximal date” prevents statistics filtering.

e The From and To drop down lists are used to search by
duration. The duration has to be selected from the list of
values. The From field must indicate a shorter duration than
the To field. If the inserted data does not meet this
condition, the error message “Minimal duration should be
less than maximal duration” prevents statistics filtering.

e The Calling Phone and Called Phone respectively require
the caller and called party’'s SIP address (see chapter
Entering a SIP Addresses correctly), extension or PSTN
number as search criteria. Wildcard symbols are allowed
here.

The Call Statistics: Successful Calls, Missed Calls and
Unsuccessful Outgoing Calls tables are lists of successful,
missed and unsuccessful incoming and outgoing calls and their
parameters (Call Start Time, Call Duration, Call destinations).
Each column heading in the tables is a link. By clicking on the
column heading, the table will be sorted by the selected column.
Upon sorting (ascending or descending), arrows will be
displayed close to the column heading.

The Details column is only present in Successful Calls table
and provides the following information:

®  Brief information about the call quality, voice codec used to
receive and transmit packets and the close call reason. The
close call reason appears to provide more information
about the call termination reason which can be a network
problem, termination by one of the call parties, voice mail
service activation, etc. Clicking on the details information
will open the RTP Statistics page where all RTP
parameters of established call are provided.

® Authenticated By information details the callers that
passed an authentication on the Quadro as configured in
the Local AAA Table (see Call Routing).

® |nformation about FAX statistics for the calls that have a
FAX transmission handled. It only appears when there was
a FAX transmission during the call. Clicking on the FAX link
in the Details column will move to the FAX Statistics page.

Fig. 11-127: Call Statistics page

The Call Detail column is present only in the Unsuccessful Outgoing Calls table and indicates the reason why the call was unsuccessful.
The Filter performs a search procedure by the selected criteria. The search may be done with several criteria at the same time.

The Records per page are used to select the number of displayed statistic records per page. The Previous and Next can be utilized to switch
between these pages.

The Download Call Statistics links are available below all Call Statistics tables and allows you to download the displayed call statistics in a text file.

To Enable/Disable the Statistics

1. Enter the Call Statistics Settings page.

2. Select or deselect the Enable Call Reporting checkbox to enable or disable statistics recording.

3.  If enabling the statistics, the maximum number of records to be stored in the statistics table should be selected from the corresponding drop
down lists.

4. Press Save to apply the new configuration.

To Filter the Statistics

1. Enter the desired criteria fields.
2. Press the Filter button to search the call reports within the Call Statistics table.

Please Note: To return to the complete Statistics Table, clear all search criteria and press Filter.
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To Reset the Statistics

1. Press the Clear All Records button in the Call Statistics Settings page.
2. Confirm the deletion by clicking on Yes. The call statistics will then be deleted. To abort the deletion and keep the statistics information, click on
No.

RTP Statistics

The RTP Statistics page provides detailed information about the established call is provided. When Quadro serves as an RTP proxy, this page
displays two groups (legs) of RTP statistics. For example, when calling from an IP Phone attached to the Quadro’s IP line to an external SIP
destination or from one external SIP destination to another through the Quadro’s Auto Attendant. Each group of parameters describes characteristics
of a piece of RTP stream composing an overall SIP session. Normally, one leg describes the RTP stream from caller to the Quadro and the other leg
describes the RTP stream from Quadro to the destination.

Quality - estimated call quality, which depends on RTP statistic.

Below is the legend for Call Quality definitions on the displayed ©@cpygi
RTP Stat'st'cs Man  Systemn Ussrs Talapliony s plink Matwik i
excellent — RX Lost Packets < 1% & RX Jitter < 20 RTP Statistics

good - RX Lost Packets < 5% & RX Jitter < 80
satisfactory - RX Lost Packets < 10% & RX Jitter < 150
bad - RX Lost Packets < 20% & RX Jitter <200 ik
very bad - RX Lost Packets > 20% or RX Jitter > 200 2 5

The Source and Destination fields indicate the two peers
between which the RTP stream is transmitted. The characteristics
in the table below describes to the piece of RTP stream between
these peers.

Rx/Tx Codec - codec for received and transmitted RTP stream
respectively.

Rx/Tx Packets -number of RTP packets received and
transmitted respectively.

el Packet Size: 18

Rx/Tx Packet Size - size of RTP packet (payload) received and ;
transmitted respectively. i

Rx Lost Packets - number of lost RTP packets for received
stream.

Rx Jitter -inter-arrival jitter is an estimate of the statistical

variance of the RTP data packet inter-arrival time, measured in
timestamp units.

Fig. 11-128: RTP Statistics page

The inter-arrival jitter is defined to be the mean deviation (smoothed absolute value) of the difference D in packet spacing at the receiver compared
to the sender for a pair of packets. If Si is the RTP timestamp from packet i, and Ri is the time of arrival in RTP timestamp units for packet i, then for
two packets i and j, D may be expressed as:

D(i.j) = (Rj - Ri) - (S - Si) = (R - §]) - (Ri - Si)
J(i) = 3(i-1) + (D(i-1,i)| - I(i-1))/16, where J(i) is Rx Jitter for packet i.
For more details about Jitter calculations, please refer to the RFC1889.

Rx Maximum Delay - maximum variance (absolute value) of actual arrival time of the RTP data packet compared to estimated arrival time,
measured in milliseconds.

If Si is the RTP timestamp from packet i, and Ri is the time of arrival in RTP timestamp units for packet i, then variance for packet i may be
expressed as following: V(i) = |(Ri - R1) - (Si- S1)| = |(Ri- Si) - (R1 - S1)|

Rx Maximum Delay = max V(i) / 8

RX Delay Increase Count — indicates the number of times the delay in jitter buffer is increased during the call.

RX Delay Decrease Count - indicates the number of times the delay in jitter buffer is decreased during the call.

Please Note: RTP Statistics is logged only when at least one of the call endpoints is located on the Quadro. For example, it will not be logged when:

e calls incoming from or addressed to the IP lines or remote extension,

e calls from an external user are routed to another external user through Quadro’s routing rules.
In the first case, RTP statistics will be logged if remote extension or IP line user is calling locally to the Quadro’s extension or auto attendant.

The Configure Call Quality Event Notification link leads to the Configure Call Quality Event Notification page where call quality control
notification specifics can be configured.

From the Configure Call Quality Event Notification page you may configure event notification policy when the call quality is lower than the allowed
level.

Quadro6L/4L/2x2; (SW Version 5.3.x and higher) 74



Quadro6L/4L/2x2 Manual I1: Administrator’s Guide

Administrator’s Menus

This page consists of a Notify checkbox, which enables the call
quality monitoring mechanism for the corresponding event
notifications, and a Call Quality less than drop down list where
the least satisfactory call quality should be selected. When a call
with the quality less than the level selected here is registered on
the Quadro, an event notification will appear. When the Notify
checkbox is disabled, no Call Quality events will occur on the
Quadro.

Man  Sysem  Users  Talapheny

temat Uplik Hatweak

Configure Call Quality Event Notification

satis

| S | | Back |

factory ¥

@cpysi

Help

Fig. 11-129: Configure Call Quality Event Notification page

Please Note: The ways of notification for the Call Quality events should be configured from the Events page.

The Configure System Events link leads to the Events page where the methods of notification for each system event can be configured.

FAX Statistics

The FAX statistics page is accessed from the Call Statistics
page by clicking on the FAX link in the Details column for the
calls that contain T.38 FAX transmission.

The FAX statistics page provides information about received
and transmitted packets, lost, bad and duplicated packets. This
statistics refers only to the T.38 FAX transmission. The FAX
statistics is not available for the FAX transmitted with other
protocols.

SIP Settings

Man  Syciem  Users

FAX Statistics

[ ek

Talapleery

mteinet Uplink Natwodh

@epygi

Help

Fig. 11-130: FAX Statistics page

The SIP Settings provide information on the SIP receive UDP and TCP ports and allows you to select DNS server configurations for SIP and the SIP

timers scheme.

The UDP Port indicates the SIP UDP (User Datagram Protocol)
receive port number. By default 5060 is selected and used. The
SIP UDP port cannot be in the selected RTP/RTCP port range for
FXS and IP lines (see RTP Settings), otherwise the “Mapped port
for SIP shouldn’t be in RTP port range” error message appears.

The TCP Port indicates the SIP TCP (Transmission Control
Protocol) receive port number. By default, 5060 is selected and
used.

Please Note: Quadro will not use TCP protocol as a transport for
SIP messages if the TCP Port field is left empty.

The TLS Port indicates the SIP TLS (Transport Layer Security)
receive port number. By default, TLS port is not used and is
empty (coded to 0). TLS port number should be different from the
TCP Port number.

The Realm text field requires messaging level information to be
included in SIP messages sent by Quadro. This information might
be used by remote side for authentication purposes.

Enable Session Timer enables advanced mechanisms for
connection activity checking. This option allows both user agents
and proxies to determine if the SIP session is still active.

The DNS server for SIP radio button group allows you to choose
between regular DNS servers configured in the DNS Settings
page and specific DNS servers for SIP traffic.
° Use default is used to apply regular DNS servers for
SIP traffic.

° Specific is used to enable SIP specific DNS servers.
For this selection, both primary and secondary SIP
DNS servers should be defined in the SIP DNS 1 and
SIP DNS 2 text fields. At the least, a primary DNS
server should be inserted.
The SIP Timers radio button group is used to define the timeouts
of the SIP messages retransmission.

Main

SIP Settings

UDF Port (5060
TCP Port | 5060
TLS Port

Realm guadro

System  Users

Telephony

[ Enable session Timer

DNS server for SIP

Internet Uplink

@-cpysi

ThicraR

Network

@ Use default | Use the DNS defined in the network settings
(@] Specific
SIPDMS
SIP DS 2
SIP timers
@ RFC3261 Alltimers according to the standard

O High availability

The retry periods are shortened

O Custom

All timers according to the standard,
Registration timeout

Registration failure timeout
Transaction duration

Session refresh timeout

except:
second(s)
second(s)
second(s)

second(s)

Host Aliases for SIP

TLS Certificates

Generate and Install Wew CA Root Certificate
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Fig. 11-131: SIP Settings page

Quadro6L/4L/2x2; (SW Version 5.3.x and higher)

75



Quadro6L/4L/2x2 Manual I1: Administrator’s Guide

Administrator’s Menus

® RFC 3261 will apply standard SIP timers described in the corresponding specification.

® High availability will apply SIP timers to shorten the call establishment, registration confirmation and registration failure procedures. This
selection provides more firmness to the SIP connection but increases the network traffic on the Quadro.

® Custom allows manually defining the Registration Timeout, Registration Failure Timeout, Transaction Duration and Session refresh

timeout SIP timers (in seconds).

Host aliases for SIP link leads to the page where Quadro's external aliases are listed.

Generate And Install New CA Root Certificate link leads to the page where new CA root certificate may be defined, generated and installed.

Download Current CA Root Certificate link is used to download the actual CA root certificate in a .crt format.

Host aliases for SIP

This page is used to create a list of Quadro's hostnames register
on remote DNS servers. This list will be used to identify SIP
packets received from remote servers where Quadro is registered
with different names.

The Host aliases for SIP page consists of a table where
Quadro's aliases are listed. Add opens the Add Entry page
where a new alias name for Quadro should be defined.

Generate And Install New CA Root Certificate

The Generate and Install New CA Root Certificate page is
used to define, generate and install a new CA root certificate for
SIP TLS traffic. All fields in this page require root certificate
specific information.

The General Certificate and Install button is used to generate a
new CA root certificate based on the defined data and to install it
on the Quadro. Quadro will get rebooted automatically once the
new certificate is installed. You may download the actual copy of
the certificate from SIP_Settings page.

To ensure a secure TLS connection with the Quadro's defined CA
root certificate, both sides should have the same certificate
installed. If the end user is an IP phone, you may activate the TLS
certificate update mechanism from it to obtain the latest certificate
generated by the Quadro. If the end user is a server or other
device, you may download the certificate from the Quadro and
apply it manually on the remote side.

RTP Settings
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Host aliases for SIP
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Fig. 11-132: Host aliases for SIP page
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Fig. 11-133: Generate and Install New CA Root Certificate page

The RTP Settings page allows the administrator to configure the codec’s packet size and silence suppression for each voice codec, to select the
G726 codec standard, to define RTP/RTCP port ranges, etc. All parameters listed on this page may be modified and submitted.

The Codec Properties table lists all codecs with the corresponding packetization interval and information about silence suppression.

Edit opens the Edit RTP Settings page where the codec settings can be modified. To use Edit, only one codec may be selected at a time,
otherwise the “One record should be selected” error message appears.
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The Packetization Interval is the time interval between two
RTP packets of the same stream. If the interval is increased, the
overhead is decreased but the voice quality may deteriorate as
a result. If the interval is decreased, the network load is RTP Settings
increased and the delay is reduced.
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Fig. 11-134: RTP Settings page

RTP/RTCP Port Range:

® Min - minimal port has to be higher than 1024 and lower than the maximal port range. Only even numbers are allowed.

® Max - maximal port has to be lower than 65536 and higher than the minimal port range. Only odd numbers are allowed.

Since the specified maximum port has to be higher than the minimum port, the error message “Min port number should be less than max port
number” will appear if this condition is not met. The port range must consist of digits only, otherwise the error “Incorrect Port Range: only Integer
values allowed” will appear. The difference between Max and Min RTP ports should be 100 ports or less (according to the system’s capabilities)
otherwise the corresponding warning appears. RTP/RTCP Port ranges cannot include the defined SIP UDP ports (see SIP_Settings) otherwise an
error message will appear.

Telephone Event Draft Support enables telephony events transmission according to the draft-ietf-avt-rfc2833bis-04. The checkbox needs to be
toggled if the SIP destination party phone or IVR has problems recognizing DTMFs generated by the Quadro.

Enable RTCP Support enables Real Time Control Protocol support and allows for the RTCP packets transmission. RTCP protocol is used for
monitoring the RTP streams and changing RTP characteristics depending on Network conditions.

The RTP Settings — Edit Entry page offers a drop down list and M System Users Telopbosry  tornet Uplik Netwerk @cpygi
a checkbox. *
L . ) ) RTP Settings - Edit Entry
Packetization Interval contains possible values (in .
milliseconds) to be configured for the selected codec.
P ey, [
The Enable Silence Suppression checkbox selection enables Banatia siancs

voice activity detection for the selected codec. LT T Fep ]

Fig. 11-135: RTP Settings - Edit Entry

To Edit Codec Parameters

Select the codec from the Codecs Table that is to be edited.

Press the Edit button on the RTP Settings page. The Edit Entry page will appear in the browser window.
Change values in Packetization Interval and/or enable/disable Silence Suppression.

To save the codec settings press Save, or to keep the initial data click Back.

ENC

NAT Traversal Settings

The NAT Traversal Settings page is divided into separate pages used to configure General NAT settings, SIP NAT parameters, RTP and STUN
parameters for NAT and a page where the NAT Exclusion table may be filled.
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The General Settings page consists of a manipulation radio
buttons group to select the mode of the NAT Traversal usage for
the SIP traffic (any incoming and outgoing SIP messages from
and to the Quadro will be routed through the NAT PC).

® Automatic — with this selection, system will analyze the
Quadro’s WAN IP address and if it is in the IP range
specified for local networks (according to RFC), the SIP
traffic will be routed through NAT. Otherwise, if Quadro’s
WAN IP address is outside the specified IP range, no SIP
traffic will be routed through NAT server.

® Force — with this selection, all the SIP traffic will be routed
through the NAT server.

® Disable — with this selection, no SIP traffic will be routed
through the NAT server.

Main  System Users  Telephony Internet Uplink Network
NAT Traversal Settings
General Settings  SIP Parameters RTP Parameters STUN Parameters NAT ion Table

MNAT Traversal for SIP

O | automatic

O | Foree

@ | Dicable

Flease check your pending events!

Copyright (C) 2003-2011 Epyai Technologies, Ltd. All ights reserved.

@epygi

quadrs

Fig. 11-136: General NAT traversal page

The SIP Parameters page is used to configure NAT specific settings for SIP and offers two independent groups of settings:

UDP Parameters:

Manipulation radio buttons allow you to select the type of connection over NAT:
Selecting Use STUN will switch to automatic discovery of Mapped settings for the SIP UDP traffic over NAT. STUN settings are configured on the

STUN parameters page (see below).

Selecting Use Manual NAT Traversal allows you to manually define the mapped settings for the SIP UDP traffic over NAT:

Mapped Host requires the IP address of the mapped host for SIP UDP traffic over NAT.

Mapped Port requires the port number on the mapped host
for the SIP UDP traffic over NAT.

TCP/TLS Parameters:

Mapped TCP Host requires the IP address of the mapped
host for SIP TCP traffic over NAT.

Mapped TCP Port requires the port number on the mapped
host for the SIP TCP traffic over NAT.

Mapped TLS Host requires the IP address of the mapped
host for SIP TLS traffic over NAT.

Mapped TLS Port requires the port number on the mapped
host for the SIP TLS traffic over NAT.

The RTP Parameters page is used to choose between the
STUN and Manual NAT traversal connection for the RTP traffic
and to define the RTP/RTCP ports for the connection over NAT.

Manipulation radio buttons allow you to select the type of
connection over NAT:

Selecting Use STUN will switch to automatic discovery of
Mapped settings for the RTP UDP traffic over NAT. STUN
settings are configured on the STUN Parameters page (see
below).

Selecting Use Manual NAT Traversal allows you to manually
define the RTP/RTCP port ranges for the RTP traffic over NAT:

® The Mapped Host text fields require the Mapped Host for
RTP traffic over NAT.

® Mapped RTP/RTCP Port Range:

Main  System  Users  Telephony Mt et Updink Metwark @ cpygl
qusdre
MNAT Traversal Settings
General Setinas  SIEPatameters FTE Pammetors STUN Parameiors NAT Exclusion Tabls
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Mapped Host Mapped TCP Port
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Fig. 11-137: SIP Parameters page
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Fig. 11-138: RTP Parameters page

Min - minimal port has to be higher than 1024 and lower than the maximal port range. Only even numbers are allowed.
Max - maximal port has to be lower than 65536 and higher than the minimal port range. Only odd numbers are allowed.
Please Note: RTP/RTCP Mapped Port ranges should be greater than or equal to the RTP/RTCP port ranges defined on the RTP_Settings

page.
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The STUN Parameters page enables automatic NAT
configuration through the STUN server and is used to configure
the STUN (Simple Traversal of UDP over NAT) client on the
Quadro. This page requires the following data to be inserted:

The STUN Server text field requires the STUN server's
hostname or IP address. The STUN Port text field requires the
STUN server port number.

The Secondary STUN Server and Secondary STUN Port text
fields respectively require the parameters of the secondary
STUN server.

The Polling Interval drop down list contains the possible time
intervals between referrals to the STUN server.

The Keep-alive interval text field provides the options to select
the time interval (in seconds) for keeping NAT mapping alive.
The value should be in the range of 10 to 300 seconds.

The NAT IP checking interval text field indicates the interval (in
seconds) between the NAT IP checking attempts (used to
distinguish the possible NAT IP address changes and to perform
registration on the new host). The value should be in the range
of 10 to 3600.

@epysi

quadre
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Fig. 11-139: STUN Parameters page

The NAT Exclusion Table page includes a table where all possible IP ranges are listed that allows you to exclude some network addresses from
being NATed. For example, if a Quadro user needs to make SIP calls within the local network as well as outside of that network, all local IP
addresses are required to be excluded from NAT traversal settings by being listed in this table. Otherwise, a malfunction may occur in SIP

operations.

The NAT Exclusion Table page offers the following input
options:

Each record in the table has a corresponding checkbox
assigned to its row. The checkbox is used to delete or to edit
the corresponding record. Only one record may be edited at a
time. An error message will appear if no selection is made or
more than one is selected.

Each column heading in the table is a link. By clicking on the
column heading, the table will be sorted by the selected column.
When sorting (ascending or descending), arrows will be
displayed next to the column heading.

The Add Entry page includes the following text fields:

Add opens the Add Entry page where a new IP range can be
added.

@cpysi

quadra
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Fig. 11-140: NAT Exclusion Table page

Edit opens the Edit Entry page where the IP range can be modified. This page includes the same components as the Add Entry page.
The NAT Exclusion Table lists all possible IP ranges that are not included in the NAT process, but may be accessed directly. IP addresses that are

not listed in the NAT Exclusion Table are accessed over NAT.

IP address requires the IP address that is placed behind NAT
within the local network.

Subnet Mask requires the subnet mask corresponding to the
specified IP address.

To Configure the NAT Exclusion Table

@cpysi
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Fig. 11-141: NAT Exclusion Table - Add Entry page

1. Pressthe Add button on the NAT Exclusion Table page. The Add Entry page will appear in the browser window.
2.  Specify an IP Address and its Subnet Mask in the corresponding text fields.
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3. Press Save on the Add Entry page to add the selected IP range to the NAT Exclusion Table list.

To Delete an IP Range from the NAT Exclusion Table

1. Select the checkboxes of the corresponding IP range(s) that should to be deleted from the NAT Exclusion Table. Press Select all if all IP

ranges should to be deleted.

2. Press the Delete button on the NAT Exclusion Table page.

3. Confirm the deletion by pressing Yes. The IP range will then be deleted. To abort the deletion and keep the IP range in the list, press No.

Line Settings

The Line Settings are used to configure Quadro FXS and IP Line (if available on the board) settings. The Line Settings page consists of two pages:
Onboard Line Settings page for onboard FXS lines configuration and IP Line Settings for IP Lines configuration.

Onboard Line Settings

The Onboard Line Settings page (available only for Quadro4L and Quadro2x2) is used to configure Quadro lines and to define the caller ID
detection type, configure remote party disconnect indication and select the ringer type on each of them. Additionally this page provides an option to

enable Loopback diagnostics on the lines.

The Onboard Line Settings page shows the table Available
Lines where all active lines of Quadro are listed with their
Attached Extension. If the line is attached to an extension, the
corresponding extension number is displayed in this column;
otherwise “none” is displayed if the extension is not attached to
the line. By clicking on the extension number, the Extensions

Main System Users Conferences Telephony Internet Uplink

Line Settings

Onboard Line Settings P Line Seftings

Management — General Settings page will appear, where the
line attached to the extension can be reconfigured. Additionally,
the table provides information about the selected Ringer Type
and Caller ID detection method that is configured for the
selected line. The caller ID detection method is different for
various types of phones and can be found in the phone manual.

The Loopback Settings link takes you to the page where lines
can be configured for loopback diagnostics purposes.

Available Lines | Attached Extension = Caller ID Ringer Type

Line 1 101 Standard 2 | Type A

Line 2 (Hot Desk)
Loopback Seftings
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Fig. 11-142: Line Settings Page

When pressing on the line number under the Available Lines column, the Onboard Line Settings page specific for the current line is opened and

offers the following input options:

The Caller ID drop down list contains various standards of
Caller ID transmissions. It is used to send the calling party's
information to the phone attached to the selected line:

No Caller ID.
FSK, send prior to the first ring.

FSK, send between the first and second ring.

FSK, send both prior to a ring and between the first and
second ring.

® DTMF, send prior to the first ring.

® DTMF, send between the first and the second ring.

® Combined, send both DTMF prior to the first ring and FSK
between the first and the second rings.

The Quadro sends the current time/date to the called phone
together with the caller’s information.
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Fig. 11-143: Line Codec and Caller ID Settings page

A group of Remote Party Disconnect Indication parameters are used to configure the private PBX attached to the Quadro FXS port.

® The Enable Busy Tone Indication checkbox enables a busy tone transmission to the FXS port when the remote party being called is
disconnected. The Busy Tone Duration drop down list is used to select the period (in seconds) when a busy tone will be transmitted to the

FXS port.

® The Enable Power Disconnect Indication checkbox enables the power cycling on the FXS line when the remote party being called is
disconnected. Power Disconnect is applied after the busy tone transmission on the FXS line. The Disconnect Duration drop down list is

used to select the period (in milliseconds) when the FXS line power will be down.

The Ringer Type drop down list allows you to select the frequency of the ringer supported by the phone attached to the line. Information can be
found on the phone enclosure or in the phone's manual. Problems with the ringer might occur if the ringer type selected here does not correspond to
the one supported by the phone.
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Please Note: The supported ringer type can be found on the bottom of the phone, in the “Ren:x.xN" value where N is the ringer type supported by
the phone. For example, if N=A, the TypeA ringer type should be selected, if N=B, the TypeB&Z ringer type should be selected.

The Enable off-hook Caller ID checkbox enables Caller ID transmission to the phone in the off-hook state attached to a certain line. Service is
applicable to the phones supporting the Call Waiting Caller ID feature.

The Enable Hot Desking Capability checkbox is used to enable the Hot Desking feature on the corresponding onboard analogue FXS line.

Please Note: When this option is enabled or the analogue FXS lines are attached to the corresponding extension, the caller gets dial tone.
Otherwise there will be no dial tone for FXS lines.

The Hot Desking Automatic Logout section is used to configure Hot Desking functionality expiration on the corresponding FXS line. This may be
useful when someone who logged in to the public phone with the extension attached to this line forgot to log out after using it. With this option
enabled, once the expiration time arrives, the extension will automatically log out from the public phone.

The following options are available:

® Never — the extension will never expire and will remain logged in to the public phone.
® After the defined period of time — requires the period after which the extension will automatically log out from the public phone.

® At the certain moment — requires the moment (hour and minute) when the extension will automatically log out from the public phone.

Information on the Caller ID system:

Caller ID is a service identifying the caller (when performing a call or sending a voice mail) and notifying the called party about the identity of the
caller. The Caller ID service is available only for phones with a display to show that information. Two types of Caller ID notification are available on
Quadro: FSK and DTMF.

FSK Standard

The FSK standard supports caller ID indication either with the phone handset on-hook or if the called party is already busy with another call or
operation (handset is off-hook). For internal calls, caller ID notification in FSK can show up to two lines of identifiable parameters on the called
phone’s display. The first line shows the caller's extension number. The second line shows the caller's nickname (if indicated in the configuration).
For external IP calls, caller ID notification in FSK can also show up to two lines of identifiable parameters on the called phone’s display. The first line
shows the caller’'s user name. The second line shows the caller’s nickname (if indicated in configuration). If the nickname is not available and there is
a display name, provided by the caller party, the second line will display it, otherwise the URL, in the format: username@host will be displayed. For
calls from the PSTN network, the entire caller ID message will be shown.

DTMF Standard

The DTMF standard supports caller ID indication only if the phone handset is on-hook (phone is free and ready to accept calls). This standard also
has caller ID notification conditions but they are non-configurable. Caller ID notification in DTMF can show only one line of identifiable parameters on
the called phone’s display. For internal calls, it is the caller's extension number. For external IP calls, it is the caller's user name. For calls from the
PSTN network, caller ID will only display the caller's phone number.

Please Note: DTMF supports only parameters consisting of digits. If any letter symbol has been used in the external caller user name, DTMF will not
display caller ID.

To Configure the Line Settings

Select the line number that should to be configured from the Active Lines column in the Lines table on the Line Settings page.
Press on the line number link in the Line Settings table. The Line Settings - Line# page will appear in the browser window.

Use the Caller ID drop down list to select the caller ID detection system mode corresponding to the phone type.

Enable the Dialing Prefix With Caller ID checkbox if needed.

Configure the Remote Party Disconnect Indication parameters by selecting the corresponding checkboxes.

Define a Ringer Type from the corresponding drop down list.

Enable Off-hook Caller ID if needed.

Press the Save button on the Line Settings - Line# page to save the caller ID system and other line specific configuration settings.

NGO AWNE

Loopback Settings

The FXS Lines Loopback Settings page is used to configure the lines for voice loopback diagnostics. When loopback is enabled on the line, any
incoming calls to the corresponding line will automatically pick up on the first ring and any voice towards the line will automatically be sent back to the
caller (the caller will hear themselves in the handset). Loopback Timeout provides the option of limiting the voice loopback diagnostics duration, i.e.
the caller will be disconnected from the Quadro when the Loopback Timeout expires.

The FXS Lines Loopback Settings page shows the only table where all FXS lines of the Quadro are listed. On this page, the loopback diagnostics
may be enabled/disabled and the Loopback Timeout can be adjusted for FXS lines.
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The FXS Lines Loopback table lists all the FXS lines on the

Quadro along with their loopback parameters (Loopback State P e U G| ] s | @cpygi
and Loopback Timeout). e
FXS Lines Loopback Settings
The Edit functional link leads to the FXS Lines Loopback Gl bt it g Selact 8 Rmeess Satuctien
Settings - Edit Entry page where Loopback Timeout (in [t b Losshach State Losgbush Tnect
seconds) may be configured for one or more selected FXS 0 e o n
|ine(5), [0 [ uine 2 N an
[Coae ] (e )
The Enable/Disable Loopback functional link is used to o B T et
enable/disable the Loopback service on the selected FXS line(s). Fig. 11-144: IP Line Settings —Loopback page
Hot Desking

If Quadro has limited number of analogue and IP phones connected and much more users wishing to make and receive calls through the Quadro,
some of the connected phones can be announced as public. Public phones have no static owners; they are just connected to the analogue or IP
lines. Each user that accesses the public phone should first login with the previously created virtual extension and the corresponding password in
order to make the phone assigned to the certain extension. From that point forward and unless the user with log off the phone, he may place and
receive calls and use all the supplementary PBX services of the Quadro.

The Hot Desking feature is used to organize the user login/logout on the public phones. Each user should have a virtual extension configured in the
Extensions Management table. The virtual extensions can be configured as needed to use all the available supplementary PBX features when the
user will log in from the phone with that extension. The Hot Desking option should be enabled on the corresponding analogue or IP lines from the
Onboard Line Settings or |IP_Line Settings page accordingly.

To login to the phone, use the 00@ feature code (for more details see Feature Codes chapter). You will be prompted for the extension and the
password. When you login to the phone with your extension, the phone becomes a fully featured phone connected to the Quadro. You may place
and received calls with the SIP address configured in the Extensions Management page, use Voice Mail services, etc. When you have finished using
the phone, logout with the 00@ feature code. From that moment forward, your extension becomes again virtual and is not connected to any
analogue or IP line but it still can handle calls (using Call Forwarding, Many Extension Ringing, Hunt Grouping, etc. services) and voice mails
according to the supplementary service configured on that virtual extension. The phone becomes no more assigned to your extension and is now
available for other users to login and use it.

IP Line Settings

The Line Settings page is used to configure IP lines for IP phones to be connected to the Quadro. Quadro provides the options to connect SIP
phones to its LAN side, assign the corresponding IP line to an active extension, and use SIP phones as a simple phone with all telephony services of
the Quadro (for example, call hold, waiting, transfer, etc).

By default, 10 IP lines are available on the Quadro6L and 16 IP lines on the Quadro4L and Quadro2x2.
The Lines Settings page displays a table with the available IP lines on the Quadro.

Enable PnP to IP lines checkbox is used to setup the SIP phones connected to the Quadro via Plug and Play automatic configuration service. To
use this service, this checkbox needs to be selected. The SIP phone should be reset then. After a clean boot-up of the SIP phone, Quadro will detect
the SIP phone and all its characteristics, generate the automatic configuration file and will upload it to the SIP phone. The SIP phone will be then
configured on the first available IP line of the Quadro and will become completely functional.

Please Note: The Plug and Play service is only available for the supported SIP phones (see the list below). This service will not work in case the SIP
phone is already manually configured or if it is not reset after enabling the Enable PnP to IP lines checkbox.

Enable Firmware Version Control checkbox is used to control the firmware version running on the SIP Phone attached to the Quadro. This service
also allows you to have the new firmware automatically downloaded and installed on your SIP Phone (in case your SIP phone was running an old
firmware upon connecting to the Quadro or when the Quadro’s firmware has been updated and the compatibility was changed to the higher firmware
version of the SIP phone). Every new firmware of Quadro is compatible to a certain firmware version of each supported SIP phone. If you are running
older firmware on your SIP phone, this service will automatically download and install the newer firmware on your SIP phone.

Please Note: The Firmware Version Control service is only available for the supported SIP phones (see the list below).
Attention: Do not select this checkbox if you wish to run other firmware version on your SIP phone than the one compatible with the Quadro.
The Configure IP phones from drop down list is used to select the Quadro's interface where the IP phones are connected (LAN or WAN).

The alternating Hide disabled IP lines and Show disabled IP lines buttons are used to respectively hide or show the IP lines that have not been
activated with a feature key. To enable the lines, install a feature key from the Features page.

The Manage IP Phones Templates link takes to the Manage IP Phones Templates page where custom IP phone templates may be created.

The Upload IP Phones Logo link takes to the |P_Phones Logo page where custom logo for the IP phone may be uploaded.

The IP Lines table lists all available IP lines with additional information about each of them: number of the extension attached to it, information about
the phone type and the configuration details.

Each column heading in the tables is link. By clicking on the column heading, the table will be sorted by the selected column. When sorting
(ascending or descending), arrows will be displayed next to the column heading.

By pressing on the IP line # link in the Available IP Lines column, the Edit IP Line page specific for the current IP line is opened. This page offers a
group of manipulation radio buttons that allows you to enable the IP line and to configure it to for use by the SIP phones.
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Inactive — this selection disables the corresponding IP line.

SIP Phone - this selection configures the IP line for a SIP phone
to be connected to the Quadro’s LAN.

° Phone Model drop down list is used to select the IP
phone model to be used by the receptionist. The drop
down list, excluding Other selection, enables the MAC
address text fields used to insert the MAC Address of
the corresponding SIP phone. Use Other selection if
your SIP phone is not in this list.

° Line Appearance text field requires a number of
simultaneous calls supported by the SIP phone.

° Username and Password are required for this
selection. They should match on both the Quadro and
the SIP phone for a successful connection. The
Password field is checked against its strength and you
may see how strong is your inserted password right
below that field. To achieve the well protected strong
password minimum 8 characters of letters in upper and
lower case, symbols and numbers should be used. If
you are unable to define a strong password, press
Choose Generated Password to use one of system
defined strong passwords.

e Transport drop down list is used to select the SIP
protocol transport layer - UDP, TCP or TLS. For TLS
you may activate the TLS certificate update mechanism
from IP Phone to obtain the latest certificate generated
by the Quadro.

For automatic SIP phone configuration, the SIP phone should be
reset/rebooted. The appropriate configuration will then be
automatically downloaded from Quadro to the SIP Phone.

Please Note: For automatic configuration, some SIP phones may
require additional actions to follow the restart. For example, by
default the IP Dialog SIP Tone Il is in a non-auto-provisioning
mode, so it should be manually enabled on the phone. Refer to
the user's manual of the corresponding SIP phone for instructions
on performing a factory reset or reboot on any of the supported
phones, what additional configurations are required for a specific
SIP phone, and how to manipulate with the GUI.

By pressing the Web link in the Details column for each
configured SIP phone will lead you to the Web configuration page
of the corresponding SIP phone.

Please Note: This link only works from the LAN side of the
Quadro, i.e. when the Quadro’s GUI is accessed from a PC
located in the Quadro’s LAN. If you wish to connect the SIP
phone’s GUI through the WAN, an appropriate Incoming
Traffic/Port Forwarding Filtering Rules should be added on the
Quadro.

The Advanced link in the Details column appears for the snom
and Aastra IP phones and takes you to the Programmable Keys
Configuration page where programmable keys for the
corresponding IP phone can be configured.

The Reboot link in the Details column appears for supported IP
phones and is used to remotely initiate a reboot of an IP phone
attached to the line.

Supported SIP Phones
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Fig. II-145: IP Line Settings page
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Fig. 11-146: IP Line Edit page

The following is the list of SIP phones that can be configured to work with Quadro IP PBXs using the Plug-and-Play option:

e  snom 300 ®  Aastra 9480i(35i)

e snom 320 ®  Aastra 9480iCT

e  snom 360 e  Polycom SoundPoint IP 450SIP
e  snom 370 e  Polycom SoundPoint IP 501SIP

Alcatel Temporis IP800
Akuvox SP-R53P
Linksys SPA921
Linksys SPA922
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(] snom 710

(] snom 720

(] snom 760

(] snom 820

(] snom 821

(] snom 870

®  snom MeetingPoint
(] snom m9

®  Aastra 6751i

®  Aastra 6753i

®  Aastra 6755i

®  Aastra 6757i

®  Aastra 480i

®  Aastra 480iCT
®  Aastra 6730i

®  Aastra 6731i

®  Aastra 6735i

®  Aastra 6737i

®  Aastra 6739i

®  Aastra 6757iCT
®  Aastra9112i

®  Aastra 9133i

®  Aastra 9143i(33i)

Manage IP Phones Templates

Polycom SoundPoint IP 550SIP
Polycom SoundPoint IP 601SIP
Polycom SoundPoint IP 650SIP
Polycom SoundStation IP 6000
Polycom VVX 300/310*
Polycom VVX 400/410*
Polycom VVX 1500
Grandstream BT200
Grandstream GXP1400
Grandstream GXP1405
Grandstream GXP1450
Grandstream GXP2000
Grandstream GXP2100
Grandstream GXP2110
Grandstream GXP2120
Grandstream GXP2124
Grandstream GXP2140
Grandstream GXP2160
Grandstream GXP2200
Grandstream GXV3140
Grandstream GXV3175

Alcatel Temporis IP200

Alcatel Temporis IP600

Linksys SPA941
Linksys SPA942
Yealink SIP-T19P
Yealink SIP-T20P
Yealink SIP-T21P
Yealink SIP-T22P
Yealink SIP-T26P
Yealink SIP-T28P
Yealink SIP-T41P
Yealink SIP-T32G
Yealink SIP-T38G
Yealink SIP-T42G
Yealink SIP-T46G
Yealink W52P
Yealink VP530
AudioCodes 310HD

AudioCodes 320HD
Panasonic KX-UT136
Panasonic KX-UT123
Panasonic KX-TGP550T04
Fanvil C58/C58P

Fanvil C62/C62P

Fanvil F52/F52P

The Manage IP Phone Templates page is used to create custom templates for the IP Phones. The templates contain a set of configuration settings
that are uploaded to the IP phone once it is registered on the Quadro. With the custom templates the most popular configuration settings may be
adjusted accordingly. The saved custom templates can be then configured from the Edit IP Line Settings page to be used on the particular IP

phone.

The Manage IP Phone Templates page consists of a table where
the available IP phone templates are listed. The systemdefault
template in this table indicates the Quadro default template for all
IP phones. This template cannot be edited or deleted.

Add opens the Add Entry page where an IP phone template can
be created.

The Add Entry page includes the following text fields:

e Template Name text field indicates the name of the template.
This name will be visible in the Edit IP Line Settings page
when defining the template for the IP phone.

e Description text field requires optional information about the
template.

Edit opens the Manage IP Phone Templates - Edit Entry page
where the selected template’s settings can be adjusted.

The Manage IP Phone Templates - Edit Entry page allows
configuration of multiple IP phones. The IP phones templates help
you manage the settings for group of IP phones, which saves your
time and ensures consistency.

This page allows you to adjust the IP phone’s template general
settings and define options for advanced configuration of the IP
phones models, which can be common for group of IP phones.

The subpages for each supported IP phone model allows you to
define a set of extensions mapped to keys on IP phones (see
Programmable Keys Configuration).

Main  System  Usors  Telophony Itermet Uplink Hetwork @ cpygl
ausdrs
Manage IF Fhone Templates
A Lt Delete Selectall Wreerse S
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| =] 1P
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[ Hewe |

[
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Fig. II

-147: Manage IP Phone Templates page
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Please check your pending everits!
Copyright (C) 2003-2011 Epyal Technologies, Ltd. All rights resenved.
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For Aastra models the General Settings page contains the following components:

Fig. 11-148: Manage IP Phone Templates — Add Entry
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e |ocal Dial Plan —indicates the number and pattern of digits dialed by the user in order to reach a particular destination.

e Send Dial Plan Terminator — is used to switch a dial plan terminator or timeout. When the IP phone is configured to use a dial plan
terminator (such as the pound sign (#)), the phone waits for 4 or 5 seconds after the handset is picked up or a key is pressed to place a
call.

Play a Ring Splash - is used to switch a "call waiting tone" when there is an incoming call on the BLF (Busy Lamp Field) monitored extension. If the
host tone is idle, the tone plays a "ring splash".

For snom models the General Settings page contains the following components:

e Dial-Plan String — indicates a dial plan string used to match dialed digits from the handset to the certain actions, e.g. dialing.

Dialog-Info Call Pickup - is used to switch a subscription to the status information of SIP URLs mapped as “Destination/Extension” on the
programmable keys.

e  Transfer on Onhook - is used to switch the call transfer when the handset is placed on hook.

e  Call join on Xfer (2 calls) - when this option is enabled, you will connect the newly arrived incoming call to the call on hold by pressing
Xfer button. When this option is disabled and you press the Xfer button, you will have an option to choose the call on hold to transfer the
newly arrived incoming call to, or to dial a new destination manually.

e Message LED for Dialog State/Missed Calls — when this option is enabled, the phone will indicate missed calls and changing dialog
states using the message LED.

e Dialtone during Hold - when this option is enabled and the call is held the caller gets dial tone. Otherwise there will be no dial tone after
pressing Hold.

e Do not Disturb — this selection allows you to manipulate with the IP phone DND service. When the *72 is selected from this list, the DND
service of the IP Phone and the DND service of the Quadro for the corresponding extension will be activated when enabling the DND
service from IP Phone. This option is recommended. When keyeventF_DND is selected only DND service of the phone will be activated
when enabling the DND.

e Record Missed Calls — when this option is selected, the information about the missed calls will be displayed on the IP Phone.

Any parameters not listed above or parameters defined in this page for other IP phone models can be found in the user's manual of the
corresponding IP phone.

Please Note: Save changes before moving among the configuration pages.

IP Phones Logo

The IP Phones Logo page is used to upload a custom logo for the Main  System  Users  Tetephony Wtornet Uptink  Hetwork « cPY8i_
IP Phones. This page contains only those IP phones for which

Quadro supports the custom logo upload. The uploaded custom
logo will be visible on the display of the IP phone.

IP Phones Logo

=l Enabie Logo

nom 3so
) Snom 370 Broweee]

The Enable checkbox is used to enable the custom logo for the : =
selected IP phone model(s). Srom £ —
e 021 [ Brewse_]
. Snom 870 [ Erewss__]
The Browse button opens the file-chooser to select the custom H —
|ogo file. vaalink SIP-T28F )
veniink SIP-TIEP [ Growme. )
Vealink SIP.T22F [ orewss. |

VMARIMIMG:  Far Snom phones the Tles must Be in XML format acearding to Snor ardation

For vealink phones the files must be in DO format according 1o Yealink recommendation

[ Hop

Fig. 11-149: IP Phones Logo

Programmable Keys Configuration

The Programmable Keys Configuration page is used to assign a function to the programmable keys of the IP phone. The design of this page
depends on the IP phone model.

Independently on the IP phone model, this page contains a number of the programmable keys and Functionality drop down list assigned to each of
them.
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The following options are available in the Functionality drop down

|iSt: Main System Users Telephony Internet Uplink Network @ ep ‘)" gl
quadro
® SLA - use the functionality of the SLA line as configured
in the Key System Emulation page. It may be a direct Programmable Keys Configuration - IP Line 1
connection to the available PSTN lines on the Quadro or K _—
. ey Functionality Key
to the certain SIP server. Yimail v F
. P SpeedDial
® \Watch Ext. # - watch the extension on the Quadro and a a Pf;:w;ired z .
possibility to pickup the call addressed to that extension. & Precorigured =
® Call Park Ext # - watch the calls parked to the Preconfigured 8 Pe (D
corresponding extensions and a possibility to retrieve the @ Preconigured ¥
. Precanfigured v Il )
calls parked to that extension. - Precontigured ~
This list also contains a number of PBX services available on the : Precorfigured = Pt B
Quadro and accessible with the * key combination (see Quadro's & Preconfiqued 3 ‘
Feature Codes). When configured from this page, the key Preconfigured v ri2 [
combinations become transparent for the IP phones too. @ s Preconfigured v
Please checkyour pending events!
Copyright (C) 2003-2011 Epval Technalogies, Ltd, Al rights reserved.

Fig. 1I-150: Programmable Keys Configuration page (the preview is individual for different IP phone
model)

Vmail - accesses the voice mailbox of the extension to which the receptionist IP line is attached to.

DND - enables the Do Not Disturb service on the extension to which the receptionist IP line is attached to.
CallFwd - accessed Forwarding Management of the extension to which the receptionist IP line is attached to.
AutoReDI - auto redials the last dialed call.

CallBack - calls back to the last caller.

Linelnfo - gets the IP line information from the Quadro.

CallBIk - blocks the last caller.

Hard Key Lines drop down lists are present only for Aastra phones, and allow you to configure the hard keys on the IP phone. SLA line selection is
also available for these keys. The Hard Key assigned to an SLA line will work exactly the same way like the programmable key does.

Please Note: When saving changes on this page, the system asks for a confirmation to remotely reboot the IP phone. It is recommended to reboot
the IP phone after configuration changes on this page in order to make the new configuration effective on the IP phone.

FXO Settings
The FXO Settings are used to configure the FXO support that allows Quadro to connect to other PBXs or analog telephone lines.

The number of available FXO ports is dependent on the type of your Quadro. Quadro6L has 6 FXO, the Quadro4L has 4 FXO and the Quadro2x2
has 2 FXO ports available.

The FXO Settings also gives you the option to limit incoming or outgoing calls for the selected FXO line if required. Depending on the Quadro
model, several FXO ports will be available on the board, thus giving you the option connect several PSTN lines to the Quadro and to use them
simultaneously.

The administrator may assign a default recipient for each FXO line where calls from the Central Office (PSTN) will be routed. The assigned recipients
become the Quadro “default users”. If the Quadro Auto Attendant has been selected as a “default user”, a caller from the PSTN needs to go through
the attendant menu to reach the desired extension.

The FXO Settings page lists the available local FXO lines, shared ) O i, s Lo @cpysi
FXO lines on the remote devices (if any) and their settings. If the _
FXO service has been disabled, the Allowed Call Type, Route FXO-Setings

Incoming Call to and PSTN number columns are set to “N/A”. S I [y [ —— T

The Enable FXO checkbox selection activates FXO support for the
selected FXO line.

The Allowed Call Type is used to choose the allowed call
directions for the corresponding FXO line. The administrator may
choose between:

Batk )

Fig. 1I-151: FXO Settings page

® Enabling incoming calls (prohibiting outgoing calls) for the selected FXO line.
® Enabling outgoing calls (prohibiting incoming calls) for the selected FXO line.

® Enabling both incoming and outgoing calls for the selected FXO line.
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The Route incoming FXO Call to manipulation radio buttons group allows you to define the destination where incoming calls addressed to the

corresponding FXO line will be forwarded to.

® Extension — this selection allows you to choose the local PBX
user or auto attendant extension to forward calls. If an inactive
extension is chosen from this list, the voice mail system will
answer the call addressed to the corresponding FXO line. If
the Auto Attendant extension is chosen, it will become the
“default user” for the corresponding FXO line on the Quadro.

® Routing — this selection allows you to forward the incoming
calls to the destination defined through Call Routing. This
selection requires you to enter a routing pattern to the
corresponding field. Based on the registered PSTN users, the
caller will be able to reach the destination according to
configurations in Call Routing Table.
By choosing a destination, the Quadro administrator virtually
assigns a default number that will start ringing when a call is
initiated to the Quadro’s PSTN number.

Maim  System Usas  Telaphony Iilernel Uplink. — Hulwork

@cpysi

FXO Settings - FXO 1

R Enable Fic

Both mcomang and oulgong calls *

Hlp

Fig. 11-152: FXO Line Settings page

The PSTN Number text field allows you to enter the PSTN number that the current FXO line is attached to. The field value is optional and used as
an identification parameter for FXO lines. The field value can be left empty.

Alternative AC Termination Mode appears if the local country (Germany, Israel, France, etc.) selected for Quadro has two COs that use different
types of AC termination. Contact your CO to learn about your AC termination mode. Selecting the checkbox may help if the voice quality over FXO is

poor or an echo is noticed.

To modify the FXO Settings
1. Select the FXO line number from the FXO Settings table.

2. Enable the FXO line to receive calls from the PSTN. To reject calls from/to the PSTN, deselect the Enable FXO checkbox.
3. If FXO has been enabled, select the Call Type from the Allowed Call Type drop down list and the extension from the Route FXO Call to

drop down list to route the FXO calls correspondingly.

4. Insert a PSTN number in the same named text field to identify the FXO line.

5.
6. Press Save to submit the FXO line settings.

External PSTN Gateways

Enable Alternative AC Termination Mode if this is a requirement of your CO.

The External PSTN Gateways page (available only for Quadro4L and Quadro2x2) allows Quadro to use the PSTN lines (FXO lines and/or ISDN
trunks) on other Quadros. This provides the option to call not only through local PSTN lines but also through available shared FXO or ISDN lines in
the network of Quadros. When the sharing mode is enabled and one Quadro is configured to use the shared PSTN lines of another Quadro, the
corresponding routing patterns will automatically be created in the Call Routing Tables (see Call Routing) on both Quadros. This will allow PSTN call

routing between the two Quadros.

The Use PSTN lines of the other device checkbox is used to
enable Quadro to use the shared PSTN lines on a remote device.
This selection requires you to configure the Authorization
Parameters. Use the same named link to access the Authorization
Parameters table.

The Authorization Parameters page is used to create accounts for
the remote Quadros allowing them to connect the Quadro and share
the available PSTN lines. The table on this page lists all registered
accounts and account information. It will show the corresponding
authentication parameters (username and password) and date/time
of the last registration.

The Add functional button opens an Add Entry page where a new
account can be configured. A Username and a Password is
required for a new account on this page.

To use the shared remote PSTN lines

1. Enable the Use PSTN lines of the other device checkbox.

2. Press Save to apply the selection.
3.  Enter the Authorization Parameters page.
4.

Main System Users  Cofeences  Telephony  Wlemet Uplisk  Network

External PSTH Gateways

] PSTH lines of the cther device

Fig. 11-153: External PSTN Gateways page
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Fig. 11-154: External PSTN Gateways — Authorization Parameters page

Create an account using a unique Username and a Password.
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Gain Control

The Gain Control settings are used to define transmit and receive
gains.

The Gain Control page offers Transmit Gain and Receive Gain
drop down lists for each line that contains allowed gain values,
which can be set up by the administrator for every line.

For FXO lines, Transmit Gain defines the level of voice transmitted
from Quadro to the PSTN network and Receive Gain defines the
volume of voice received by Quadro from the PSTN network.

For Voice Mail, the Recording Gain defines the volume of the
phone microphone upon playing voice mails or system messages
and the Playback Gain defines the phone speaker volume upon
playing voice mails or system messages.

Please Note: If the gain control has been configured incorrectly,
DTMF digits may not be properly recognized. Gain control settings
are strictly dependent on the location (country) of Quadro and the
phone type. If a private PBX is attached to the FXO port on the
Quadro, the voice level in the handset of the phone connected to the
Quadro may be too loud (depending on the PBX type and
configuration). This can be adjusted by decreasing the FXO
Receive Gain to three or to zero.

The Restore Default Gains button restores the default values.

SIP Tunnel Settings

Copyright (C) 2003-2011 Epwal Teshnologies, [+ All rights resenved.

@-cpysi

quadre
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Fig. 11-155: Gain Control page

The SIP Tunneling service is used to build a tunnel between Quadros and to use that tunnel for routing the SIP calls through the remote Quadros.
When this service is enabled, slave Quadros should be registered on the master Quadro with the corresponding username/password. With the
appropriate configuration done on the master Quadro, the master device can use the slave Quadros for routing the SIP calls through them and
accessing peers located behind the slave Quadro or recognized by it. This enables the master Quadro to locate the slave, even when the network
settings, like IP address, SIP port and other settings are changed on the slave Quadro.

When the SIP Tunneling service is enabled, virtual tunnels between the master and its slaves are created. A possibility to use the created SIP

tunnels will be automatically enabled in the Call Routing table.

Optionally, a SIP tunnel can be mutually established on two Quadros allowing to route SIP calls back and forth. A Quadro can be at the same time
configured both as a slave and as a master to the same remote device, i.e. the slave Quadro can act as a master for the master device it is
registered on. For example, the Quadrol can act as a slave for the Quadro2. In its turn, the Quadro2 can act as a slave for the Quadrol. With this
configuration and the corresponding routing rules added in the Call Routing table on both devices, the SIP calls will be routed from Quadrol to

Quadro2 and vice versa.

The SIP Tunnel Settings page is used to enable the Quadro as a
slave or master device for SIP tunneling. The page consists of the
following components:

The Enable Tunnels to Slave Devices checkbox enables the
Quadro as a master device and allows you to configure the SIP
tunnels to the slave Quadros. When this checkbox is enabled the
Tunnels to Slave Devices table needs to be configured.

The link Tunnels to Slave Devices moves you to the page where a
list of slave devices needs to be defined.

The Tunnels to Slave Devices page consists of a table where
slave devices are listed with the corresponding authentication
parameters.

Add functional button leads to the Add Entry page where a new
slave device parameters needs to be provided.

The Add Entry page consists of the following components:

The SIP Tunnel Name text field requires the tunnel name for the
corresponding connection. System suggests you to start the SIP
tunnel name with the “SIP_Tunnel ” words, according to the
automatic prefix used for the SIP tunnels on the Quadro, however
this is not mandatory.

The User Name text field requires the authentication user name.
The field in front of this text field displays the default non-editable
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Fig. 11-156: SIP Tunnel Settings page
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Fig. 11-157: SIP Tunnel Settings — Tunnels to Slave Devices page
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prefix for SIP tunnels: “SIPTunnel_".
Main - System Users  Telephomy ity Uplimd Netwark @(.PYHJ
EGuwdia)

The Password text field requires the authentication password.

Please Note: The User Name and Password should match both on SIP Tunnel Settings - Tunnels to Slave Devices - Add Entry

master and slave Quadros for the successful SIP tunnel SP Ture Name SIP_Tunnel_Guaragn
establishment. Ui Mane o

Pagswon

The Symmetric NAT checkbox should be selected when the slave
Quadro is located behind the symmetrical NAT.

Hesp

Fig. 11-158: SIP Tunnel Settings — Tunnels to Slave Devices — Add Entry page

The Enable Tunnels to Master Devices checkbox enables the @cpvei
Quadro as a slave device and allows connecting to the master S o
Quadro via SIP tunnel. When this checkbox is enabled the Tunnels

. - SIP Tunnel Settings - Tunnels to Master Devices
to Master Devices table needs to be configured.

The link Tunnels to Master Devices moves you to the page where Y N [T
a list of master devices needs to be defined. E

Fig. 11-159: SIP Tunnel Settings — Tunnels to Master Devices page

The Tunnels to Master Devices page consists of a table where master devices are listed with the corresponding authentication parameters.
Add functional button leads to the Add Entry page where a new master device parameters needs to be provided.
The Add Entry page consists of the following components:

The Enable Registration checkbox selection is used to enable the registration to the corresponding master device.

The Tunnel Name text field requires the SIP tunnel name for the
corresponding connection. System suggests you to start the SIP
tunnel name with the “SIP_Tunnel ” words, according to the
automatic prefix used for the SIP tunnels on the Quadro, however

Main - System Users  Telephomy ity Uplimd Netwark @(.PYH]
e

SIP Tunnel Settings - Tunnels to Master Devices - Add Entry

this is not mandatory. Elénabie Rugissanon
Tunnel Marme. SIF_Tunne|
The User Name text field requires the authentication user name. Usarheame OusdroDst
The field in front of this text field displays the default non-editable fan—
prefix for SIP tunnels: “SIPTunnel_". e 19216875 736

The Password text field requires the authentication password. :”"'d"‘;‘f" - :

S | mack Heip
Please Note: The User Name and Password should match both on e (5057 T L s s
master and slave Quadros for the successful SIP tunnel
establishment.

Fig. 11-160: SIP Tunnel Settings — Tunnels to Master Devices — Add Entry page

The Master device IP text field requires the IP address of the master device.
The Master device port text field requires the SIP port number of the master device.
The Registration State field displays information whether the slave device is registered on the master or not.

The Registration Date/Time field displays the time and the date of last registration on the master’s device.

Call Routing

The Call Routing service simplifies the calling procedure for Quadro users, i.e., different types of calls (internal, SIP, PSTN or IP-PSTN) can be
placed in the same way. SIP registration is not needed for extensions to make routing calls.

The Call Routing page offers the following components:

When the Route all incoming SIP calls to Call Routing checkbox is disabled, for all incoming SIP calls Quadro will first search the incoming SIP
address in the Extensions Management table. If found, the incoming SIP call will ring on the corresponding extension, otherwise Quadro will look for
a matching routing rule in the Call Routing table.

Quadro6L/4L/2x2; (SW Version 5.3.x and higher) 89



Quadro6L/4L/2x2 Manual I1: Administrator’s Guide Administrator’s Menus

. . . = epvel
When the Route all incoming SIP calls to Call Routing checkbox Voln Symiem _Users  Telephomy . Wwernet Loty Wetwark @ "
is enabled, for all incoming SIP calls Quadro will directly look for a
matching routing rule in Call Routing table and will ignore the Gall Routing
possible matches in the Extensions Management table. (2] route ail ncaming SIP catis 1a Gan Routing *
The Call Routing Table link leads to the Call Routing table where R —
routing patterns may be manually defined. o Lomlssateple
The Local AAA Table link leads to the page where local AAA
(Authentication, Authorization, and Accounting) database can be _ ,
managed' 1. ATTENTION: Regardless of whether the Route all incoming SIF calls to Call Routing checkboyx is selactad or not, SIP

i i i calls from external callers wall or may go to the Call Routing table, so any unprotected routing rule can be misused. That s
The GIObaI Speed Dlal DlreCtOrV Ilnk I_eads_ to the page Where gIObaI why it ie strongly recommeanded to sL:ure the rules in the éall Routing |:ble Ly setting the ﬁl:eling ar authentication
speed dialing rules may be uploaded in a file. options

2003-2011 Epwal T, L. Adl vights ress e d.
Fig. 11-161: Call Routing page
Main  System  Usars  Talaphory tarnat Uplink Hatwork @i‘[)}gl

Call Routing Table

[ show Detstag vigw s»» | [ Hida disabiad records |

[nsbte Disable A EO Duplicote Debets Sebect oll fimese Seloction Mows Up Mo Dow Mve Ta
Desin Pattarn Mo et Sounce anber Pattenn | s
0 | State Pattesn Failoves Reassnds) | Lecal Authentication Caller 10 Motk ation Sowrce Type  |DT [UES/URP | Metiic | Description
1 | Enabled |911 %o Hone Ho . POX W | Csgency Coll
portisic Ay Port
7 |nabiaa |57 NDS: 1 o Ay Mo . PR 10 Mska PETH Call
ponisy Ay Port L
[0 |3 |enabiea |o* HDS: 1 s " Hana Mo URP: Mo |10 Mzka GIP eab
i apvg com 5080
[1 |4 |Enablea |27 PEX Hons Ho 10 all fo Extensions
0|5 |wnabiea |70 NDS: 1 ar . Hans Mo uRPibn (10 [ sk 5P e
41 apvgloc S050
MOS - Numbér of Discarded Simibls  UES - Use Edtnsion Sattings FRNSC - Rostictng Numiber of Sruiancous Cals
WP - Uge RTP Browy BAA - Mharncatn, Auhorcaton, Accouring DT - DitefMime
Rack | Halp_ |

Capwmight (C) 70003009 Cval Tashialsaius Lid. % rghas sepsmead

Fig. 11-162: Call Routing table — brief preview

Defining patterns in the Call Routing Table avoids registering Quadro at the routing management server and gives you an option to establish a
direct connection to the destination or to use a SIP server for call routing.

The Call Routing Table lists manually defined routing patterns along with their parameters (pattern number, state, routing and source caller settings,
RTP Proxy and Date/Time period settings, metric and description), as well as automatically created and undeletable patterns created from the
System Configuration Wizard.

The alternating Show Detailed View and Show Brief View buttons are used to display entries in the Call Routing table in detailed and brief views
correspondingly. The brief view displays the most important settings of the routing rules. The detailed view displays all settings of the routing rules as
they are configured in the Call Routing Wizard (see below).

The alternating Hide disabled records and Show all records buttons are used to respectively hide or show disabled records in the Call Routing
table. The system does not consider the disabled records when parsing the table for the call route.

If the route has an Authentication or an Authentication&Accounting selected from the AAA Required checkbox group, it will have a link to the
Users List in the Call Routing table. The Users List page contains a list of authorized users defined from the Local AAA Table and gives the
option to enable/disable authentication of each user for a particular route.

Since the Call Routing Table may have multiple entries that could match to same pattern, the table will be internally rearranged according to the
rules with the following consequences:

® The pattern matching best to the Best Matching Algorithm will have the higher position in the rearranged list,

® |f multiple patterns equally match to the Best Matching Algorithm, the pattern with the lower metric will get the higher position in the rearranged
list,

® |f the multiple patterns with the same metric have been matched to the Best Matching Algorithm, the pattern in the higher position in the table
will get the higher position in the rearranged list.

The pattern in the highest position of the rearranged list will be considered as the preferred one. The second and subsequent matching patterns will
be used, if the destination refused the call due to the configured Fail Reason.

The Enable/Disable functional buttons are used to enable/disable the selected route(s). Disabled routes will have no effect. Enabled routes will be
parsed when initiating routing calls. The State column in the Call Routing Table displays the current state of the routes (enabled/disabled).

Add starts the Call Routing Wizard where a new routing pattern may be defined. The Call Routing Wizard is divided into several pages. Page 1
displays the following components:
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The Enable checkbox is used to enable the newly created routing rule. By default, this checkbox is selected, so the newly created routing rule will be
enabled. But if you wish to create a routing rule for a later use, disable it from this page. The new routing rule will be added to the Call Routing Table
but will be disabled and will not be considered when placing calls through the call routing unless it is enabled again.

The Destination Number Pattern text field specifies calls to which the rule should be applied. If a call, either inbound or outbound, has a destination
number that matches the specified pattern, it will be completed according to the current rule. A routing pattern may contain wildcards. The complete
list of characters and wildcards allowed in this text field is given in the chapter Allowed Characters and Wildcards.

Number of Discarded Symbols (NDS) requires the number of symbols that should be discarded from the beginning of the routing pattern. The field
should be empty if digits do not need to be discarded. Only numeric values are allowed for this field, otherwise the error message “Error: Number of
Discarded Symbols is incorrect - digits allowed only” will appear.

Prefix requires entering the symbols (letters, digits and any characters supported in the SIP username) that will be placed in front of the routing
pattern instead of the discarded digits. The following tags can be used for this field:

i Main  System  Users  Telephony Intarnet Uplink Martwark Q:‘-P\‘-‘.l
® <callerid:range> - used to apply the complete or a part of caller
ID (the caller's number detected during the call) as a prefix. For Call Routing Wizard
example, <callerid:1-3> indicates that the first 3 digits of the
caller ID will be considered as a prefix, <callerid:3-end> Routing Call Type - Add Entry
indicates that the caller ID from its 3" digit and up to the end
will be applied as a prefix. This tag can be used in combination Canabicon]
with other digits at the beginning or at the end, as well as with Destnaton wumber Paterm: (133 wSacaId supported Enasier Key
wildcards. Mumber of Discarded Symbals: |3 Oisatiar Ky
® <dialednum:range> - used to apply the complete or a part of Gt ‘ T

dialed number (the number dialed by the caller to place a call)
as a prefix. For example, <dialednum:1-3> indicates that the O - -
first 3 digits of the dialed number will be considered as a prefix,
<dialednum:3-end> indicates that the dialed number from its 3" Mesic 0
digit and up to the end will be applied as a prefix. This tag can
be used in combination with other digits at the beginning or at Coscripson To Epypi head ofice
the end, as well as with wildcards.

¥ Filter on Source / Modity Coller 1D

¥ Sl DateTime Periodis)

¥ Sut Overall Calling Time Limit

¥ Sut Tracing | Debug Options on This Rule

Mot Cancel Halp
i

Fig. 11-163: Call Routing Wizard - page 1

A two-stage dialing allows successive numbers to be dialed one after another with a delay in-between. For example, 11,,,11018 will call 11, wait until
the call is established, wait for three seconds and then dial 11018. The capability of automatically dialing successive numbers allows the caller to
bypass the IVR system on the call path and establish a direct call. The two-stage dialing is available for PBX, ISDN, and E1/T1 (if available on the
model) call types.

Suffix requires entering the symbols (letters, digits and any characters supported in the SIP username) that will be placed in the end of the routing
pattern. For example, if the routing Destination Number Pattern is 12345, the Number of Discarded Symbols is two, and the Prefix is 909 and
Suffix is Oa, the final phone number will be 9093450a.

Destination Type gives you the option to select the call type. The following call types are available:

® PBX - local calls to Quadro’s extensions

® pPBX-Voicemail - calls directly to the voice mailbox of the local PBX extension

® PBX-Intercom - local calls to PBX extensions with the request of Intercom service (see Manual Ill — Extension User's Guide)
® S|P — calls through a SIP server

® S|P_Tunnel — calls through a SIP tunnels established (see SIP Tunnel Settings)

® |P-PSTN - calls through the IP-PSTN provider to the remote PSTN global telephone network

® FXO - calls to a PSTN global telephone network

Metric allows entering a rating for the selected route in a range from 0 to 20. If a value is not inserted into this field, 10 will be used as the default. If
two route entries match a user’s dial string, the route with the lower metric will be chosen.

The Description text field requires an optional description of the routing pattern.

The Filter on Source / Modify Caller ID checkbox selection allows limiting the functionality of the current route to be used by the defined caller(s)
only. If this checkbox is enabled, source caller information (Source Number Pattern, Source Type, Source Host, etc.) will be required later in the
Call Routing Wizard. This option is enabled by default.

The Set Date / Time Period(s) checkbox selection allows you to define a validity period(s) for current routing patterns to take place and to define
pattern date/time rules. When this checkbox is enabled, the Call Routing Wizard page will be displayed.
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The Set Overall Calling Time Limit checkbox selection allows the total call duration for all calls to be configured over a specific time frame for each
Call Routing entry. Once the total duration has been reached, the entry can be disabled, allowing calls to use the next available route.

If this checkbox is not selected in the Call Routing Wizard first page, the overall call duration will be unlimited. When this checkbox is selected, Call
Routing Wizard - Routing Overall Call Limitation Settings page will be displayed.

Please Note: The Overall Calling Time Limitation checkbox is not allowed for PBX, PBX-Voicemail and PBX-Intercom destination types routing
rules.

Set Tracing / Debug Options on This Rule checkbox is used to switch events notification on the certain execution results of the corresponding
routing rule. When this checkbox is enabled, the Call Routing Wizard page will be displayed.

Require Authorization for Enabling/Disabling checkbox is used to enable administrator’s password authentication when enabler/disabler keys are
configured for the routing rule. The service can be used locally from the handset (see Feature Codes in Manual Ill - Extension User's Guide) or
remotely from Auto Attendant (see Auto Attendant Services in Manual Ill - Extension User’s Guide). When this checkbox is selected, administrator's
password will be requested to enable/disable the certain routing rule(s). If the administrator's password has been inserted incorrectly for 3 times, no
status changes will be applied to any of the routing record(s), even to those which have no authorization enabled.

Enabler Key and Disabler Key text fields request digit combination which should be dialed from the handset or Auto Attendant to enable or disable
the certain routing rules in the Call Routing Table. You can set the same Enabler/Disabler Key for multiple routing rules (the same key may be used
as enabler for one routing rule, and as disabler for another one) - this will allow managing several routing rules with the single key.

The second page of the Call Routing Wizard offers different
components depending on the Destination Type selected on the
previous page. )
Use Extension Settings drop down list is applicable to SIP and Wi Syem s Tkgbory | imellpink | fework @EP}"gl'
IP-PSTN call types and allows you to select the extension (also s
Auto Attendant) on behalf of the call that will be placed. The SIP
settings of the selected extension will be used as the caller Call Routing Wizard
information. If an entry is not selected from this list, the original
caller information will be kept. When Keep original DID checkbox
is selected, the called destination will receive the original caller's Routing Call Semings - Add Entry
information and not the information of the extension selected from
the Use Extension Settings list.

Use Edznsion Setings: | 11| ¢ Keap Original CallerID Faikwer Reasan(s)

When the checkbox Add Remote Party ID is selected, the
Remote-Party-ID parameter is being delivered to the destination D)4 Renls Pty D
side upon call establishment procedure. Destnation Host sipepygilee

¥ | Hone

Falkoer Reasonfs)

SIP Tunnel drop-down list appears only when the “SIP_Tunnel” Desinabon P il By oy ks
Destination Type is selected on the previous page. The list is NetwaekFalure | Sysem Faure
used to select the particular SIP tunnel to route the calls through
the corresponding Quadro.

Usemame. dumin Other

Pazswerd . o
Destination Host requires the IP address or the host name of the '
destination (for a direct call) or the SIP server (for calls through the Enatte by Tl
SIP server). This field is named Modified Destination Host if the
Pattern field on the first page of this wizard contains “@” symbol.

Destination Port requires the port number of the destination or of ¥ sz RTP Froy ¥ | Dotault rivacy
the SIP server. This field is named Modified Destination Port if
the Pattern field on the first page of this wizard contains “@” ¥ Sinle C2l Durzton Lkt Desaie Privacy
symbol.

kit Timeaut S Privacy Transport Protocol for SIP messages

W UoP

TP

I8

Maimum Durfon {sec; 50 Enabi Privacy
User Name and Password require the identification settings for

i . . f ANA Redquired: Session - Header
the public SIP server or servers requiring authentication.

¥ Loca Ahenticaion bw B0
Enable Activity Timeout checkbox is used to limit time-to-live
period of routing pattern (makes sense if accept or failure Rie iy
feedback arrives too late from the destination). Checkbox selection
enables the Activity Timeout text field which is used to insert a
routing pattern activity timeout (in the range from 1 to 180
seconds). When timeout is configured, the routing pattern will be Prowh o L e
active within the defined time frame and if no response has been
received from the destination during that period, the pattern will be
stopped and next routing rule might be optionally considered
(depending on the Fail Reason configuration on the
corresponding pattern).

The Multiple Logons (ML) checkbox is only available for the IP-PSTN call type and allows/denies multiple logon to the public SIP server with the
same username at the same time. The Allowed Call Count text field allows you to limit the number of multiple logons to the public SIP server. The
field requires information in a range from 2 to 20. If you leave this field empty, no limitation will apply to the number of simultaneous logons.

Fig. 11-164: Call Routing Wizard - page 2

The Use RTP Proxy checkbox is available for SIP, PBX and IP-PSTN call types and is applicable when a route is used for calls through Quadro
between peers that are both located outside the Quadro. When this checkbox is selected, RTP streams between external users will be routed
through Quadro. When the checkbox is not selected, RTP packets will move directly between peers.
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The Single Call Duration Limit checkbox is available for SIP, IP-PSTN and PSTN destination types and is used to limit the duration of the call
placed with the selected routing rule. If this checkbox is not selected, the call duration will be unlimited. This checkbox selection enables the
Maximum Duration text field where the maximum duration of the call (in seconds) should be defined. Once the call duration reaches the value
defined here, the call will be disconnected without prior notice.

The Play audible signal before Intercom activation checkbox is appeared only if PBX Intercom is selected as Destination Type (see Manual Ill
— Extension User's Guide-Intercom Service).

The AAA Required checkboxes are used to choose one or more of the following Authentication, Authorization, and Accounting (AAA) settings:

® | ocal Authentication — with this checkbox selected, callers will need to pass authentication through the Local AAA table (see below) when
dialing the current pattern.

® RADIUS Authentication and Authorization — this checkbox is present when a RADIUS client is enabled. With this checkbox selected, callers
will need to pass the authentication through RADIUS server (see above) when dialing the current pattern.

® The RADIUS Accounting checkbox is accessible when the RADIUS Client is enabled. With this checkbox selected, no authentication will take
place, but CDRs (call detail reports) of the calls made through this routing record will be sent to the RADIUS server. This checkbox selection
enables the Client Code Identification checkbox.
If the authentication is configured based on the caller's address, callers will pass the authentication automatically; otherwise they will be
required to identify themselves by a username and a password.

® The Client Code ldentification checkbox selection activates the code identification feature: a caller, after dialing the destination phone

number, may optionally enter ° and then an Identity Code. An Identity Code is an arbitrary digit string entered by the user to identify a
specific call or call group. The Identity Code is sent with CDR to the RADIUS server and might be used by a billing program for grouping the
calls having the same Identity Code.

The Check with 3PCC checkbox is used to request a 3PCC approval before placing a call with the specific routing rule. When this checkbox is
selected and the corresponding routing rule is used to place a call, Quadro sends a request to the call controlling application for the managing
person to accept or reject the specific call (it can be a popup window or any other type of dialog box, depending on the call controlling application). If
the request is accepted, the call will be placed. Otherwise, if the request is rejected, the call will be skipped. In case of no feedback from the call
controlling application, the call will be accepted after a timeout defined in the configuration of the call controlling application.

The Failover Reason(s) radio buttons indicate whether the system should use the next matching pattern if call setup with the current routing rule
fails and allows choosing the reasons to be considered as a failover.

® None - indicates that matching patterns should not be used regardless of the failover reason.

® Failover Reason(s) - indicates possible failure reasons. Failure reasons vary depending on the call type selected on the previous page. If the
call cannot be established due to selected Failure Reasons, the call routing table will be parsed for the next matching pattern and, if found, the
call will be routed to the specified destination.

O Cannot Establish Connection - failure reason is available for FXO calls and indicates cases when connection cannot be established.
O Busy - available for PBX, SIP, SIP Tunnel, and IP-PSTN call types and indicates cases when the dialed destination is busy.

O Wrong Number - available for PBX, SIP, SIP Tunnel, and IP-PSTN call types and indicates cases when the dialed number is wrong.
(6]

Network Failure - available for SIP, SIP Tunnel, and IP-PSTN call types and indicates cases when system overload, network failure or
timeout expiration occurred.

O System Failure - available for SIP, SIP Tunnel, and IP-PSTN call types and indicates cases indicated in Network Failure and Other fail
reasons.

O Other - available for SIP, SIP Tunnel, and IP-PSTN call types and indicates cases when authorization, negotiation, not supported or
request rejected or other unknown errors occur.

® Any stands for all failure reasons mentioned in the Failover Reason(s) group.

The Custom Profile text field is present if the PBX-Voicemail call type has been selected on the first page of the Call Routing Wizard. This field
requires the Voice Mail Profile name to activate the custom voice mail settings (see Voice Mail Profiles) on the extension when the corresponding
routing rule will be used.

Please Note: If an extension does not have a profile specified here or the specified profile name is incorrect, the default Voice Mail Settings of the
extension will be used.

The Transport Protocol for SIP messages manipulation radio buttons group is available for SIP or IP-PSTN call types only and allows you to select
the transport (UDP or TCP) to transmit the SIP messages through.

The SIP Privacy manipulation radio buttons group is only available for the SIP call type and allows you to select the security of the SIP route by
means of hiding (or replacing, depending on the configuration of the SIP server) the key headers of the SIP messages used to establish the call.

® Default Privacy — with this selection, Quadro specific SIP privacy will not be applied and all privacy will rely on the configuration of the SIP
Server.

® Disable Privacy — with this selection, SIP call security will not be disabled and all headers of the SIP message will be transparently visible to
the destination.
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® Enable Privacy - with this selection, SIP privacy will be specified for the corresponding route. This selection enables a group of checkboxes in
order to choose the key headers that are to be fully or partly hidden or replaced. Require Privacy checkbox selection is used to restrict the
delivery of the SIP message if any of the selected headers cannot be hidden (or replaced, depending on the configuration of the SIP server)
before being sent to the destination.

The Port ID drop down list is present for FXO call types and contains FXO line numbers. Any Local and Any @Any selections are only available for
the FXO call type and provides the option to route calls via the first available local FXO line or any FXO lines (including shared on other Quadro
boards) respectively.

The Call Routing Wizard - Page 3 appears if the Filter on

Source / Modify Caller ID checkbox had been enabled on Page Mun System Users Telaphony  IntsmetUplink  Netwwork (c:‘p}:;;_i_
1 of the Call Routing Wizard. It will require information about the
source caller. Call Routing Wizard

The Source Number Pattern field requires the caller address for
which the current route will be applied. The complete list of

Source Fllter / Modity Caller ID - Add Entry

characters and wildcards is allowed in this text field (see chapter Sourca Fiter
Allowed Characters and Wi|dcards). Haurce Numaer Patam - [wilAEAr SUPPOMA

Source Type =1
The Source Type drop down list gives you the option to select L
the source type (PBX, SIP, FXO, Any) used by the source caller Comor 1D Modification
to reach the Quadrol HumMBer of Discarged Srmools

¥| Discard Mon-Numaeric Symbals

Digplay Name Jann

Remove Display Nams
FPrevious Hed Cancel Help.

Fig. 11-165: Call Routing Wizard — Source Filter/ Modify Caller ID- Add Entry page

The settings in the Caller ID Modification group allow Caller IDs of source caller to be modified.

The Number of Discarded Symbols (NDS) text field requires the number of digits that should be discarded from the beginning of the Source
Number Pattern. The field should be empty if digits do not need to be discarded. Only numeric values are allowed for this field, otherwise the error
message “Error: Number of Discarded Symbols is incorrect - digits allowed only” will appear.

The Prefix text field requires entering the symbols (alphanumerics and any characters supported in the SIP username) that will be placed in front of
the Source Number Pattern instead of the discarded digits. (For example, if the routing pattern is 12345, the Number of Discarded Symbols is two,
and the prefix digits are 909, the final phone number will be 909345.) Wildcards are allowed here (see chapter Entering SIP Addresses Correctly).

The Discard Non-Numeric Symbols checkbox is used to discard any non-numeric symbols from the Source Number Pattern.

The Display Name text field allows you to replace an original caller’'s ID with the custom display name for the corresponding routing rule. This field is
optional and when it is left empty, an original caller ID will be displayed on the called destination’s phone, otherwise the name inserted here will
appear on the phone.

The Remove Display Name checkbox is used to remove caller IDs from calls made with this routing rule.

The Next button will open the Call Routing Wizard - Page 4 where different information about source caller will be required depending on the
selected Source Type. For the SIP source type, the Source Host text field will require one or more IP addresses or host names of the SIP server
where the caller is registered, or the caller’s device if they are direct calls, separated by a space. If the FXO source type is selected, the Source Port
ID drop down list will require selecting the FXO line number.

The Call Routing Wizard — Date/Time Rules-Add Entry page appears if the Set Date / Time Period(s) checkbox previously had been enabled on
Page 1 of the Local Call Routing Wizard. It will require information about the pattern validity period(s).
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This page provides selection between Typical and Custom Wain System Users  Teleplom oot Uk Wetwosk @ epygi
date/time rule definitions. o
The Typical selection contains the following group of radio Call Routing Wizard
buttons that are used to select the frequency of the corresponding _
routing pattern that is to take place: DateTime Rules - Add Entry

® Daily

® Weekly — the preferred weekday(s) should be selected for
this option.

® Monthly — the calendar day should be selected for this
option. ® amnualt | weatavts marins [Jan ] - [Ovc

® Annually — the calendar day and month should be selected
for this option.

In the Available Time Period drop down lists, the time range of
the pattern validation should be defined. Any time selected in this
field will be considered corresponding to the Quadro’s Time/Date
Settings.

The Custom selection provides the option to manually define the
validity period(s). Use the following format to insert pattern .
date/time rule(s): Fig. 11-166: Call Routing Wizard — Date/Time Rules- Add Entry page
[Month,Month-Month,...][Day-Day,Day,...][nhh:mm-hh:mm,...]; ...

[ Previous | [ het | [Ccancst | [ Hel ]

The CaII Routing Wizard—Routing OveraII CaII Limitation Main System Users Telephony Internet Uplink Hetwork @engl'
Settings - Edit Entry page appears if the Set Calling Time
Limit checkbo_x previously_ had been_enabled on Page_l and call Routing Wizard

allows to define the available duration of the calls with the

selected routing rule as well as to specify

the Expiration/Renewal Date for the available calls duration. Routing Overall Calls Limitation Settings - Add Entry

The Routing Overall Call Limitation Settings - Edit Entry page
consists of the following components:

Available Calls Duration: (20 min.
e The Available Calls Duration text field requires the Expiration/Renewal Date:
maximum available duration of the calls (in minutes) placed
with the selected routing rule. Once the Available Calls s Periodic -
Duration reaches the value defined here, the current call ® Dait
will be disconnected without prior notice and no new call Weekly B
will be possible until this field is updated. Startday. |Sunday ¥
N ) MO | ot gy 1
e The Expiration/Renewal Date settings are used to
configure the Expiration Date and Renewal Amount of
the Available  Calls  Duration. Expiration/Renewal Renewal Amount [10 min.
Date field provides selection between Periodic and Discard remainder befare renewal
Specific Date.
Specific date
yyyy-mm-dd
0 The Periodic selection is used to define the
expiration date of the allocated Available Calls
Duration for the selected routing rule and has the -
. . Previous Mext Cancel Help
following options: — —
L4 Da”y Please check vour pending events!
° Week|y_ the preferred week start day Cepyright (C) 2002-2012 Epvai Technolegies, Lid. All rights rese

should be selected for this option.
e Monthly - the calendar day should be
selected for this option.

Fig. 11-167: Call Routing Wizard — Routing Call Limitation Settings - Edit Entry page

0 The Renewal Amount text field requires the renewal amount (in minutes) to be added to the Available Calls Duration when the
expiration date of the Available Calls Duration is reached.

o The Discard remainder before renewal option selection allows to discard the remainder of Available Calls Duration before
renewal and set the Renewal Amount as an available calls duration.

o0 The Specific Date selection provides a possibility to manually define the expiration date allocated for the Available Calls
Duration for the selected routing rule. When the Specific Date expires, the selected routing rule becomes unavailable automatically
and no new call will be possible until this field is updated.
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The Call Routing Wizard - Tracing/Debug Options page

appears If the Set TraCIng / Debug OpthnS on ThIS RUIe Main System Users Telephony Internet Uplink Network @el)}"gl
checkbox was previously enabled on Page 1 of the Local Call
Routing Wizard. It will require information about the tracing/debug ] |
. Call Routing Wizard
options.
This page offers result options of the corresponding routing rule _ _
execution when the notification event will be printed in the Events Tracing/Debug Options
page. Generate Events:
. In Case of Successful Call — a notification event is [lin Case of Successful Call
printed when the successful call was established with @i Case of Failover
the routing rule. [in Case if Call Failed to Establish
° In Case of Failover — a notification event is printed
when the call ends up on one of the failover reasons
selected on the Page 2 of the Local Call Routing
Wizard.
e In Case if Call Failed to Establish — a notification
event is printed when the call executed with the
routing rule failed. Chrmaus) e o )
Please check your pending events!
Copyright {C) 20023-2012 Epyai Technologies, Ltd. All rights reserved
Fig. 11-168: Call Routing Wizard — Tracing/Debug Options page
The Ca” ROUting WiZard - CIaSS Of SerViCeS - Edlt Entry page Main System Users Conferences Telephony Internet Uplink Network @epygl.
is used to assign the defined class of services to a certain call o
routing pattern. To useClass of Service feature for the Call Routing Wizard
corresponding routing rule, it should be enabled from the Class of
Serwce page' i i i i Class of Services - Edit Entry
The Class of Service (CoS) functionality allows to permit or deny
the attempt of extensions to use certain types of call routing rules. Info: To use Class of Service it should be enabled from Class of Service page!

Suppose you want for a certain group of PBX extensions to deny
the right to make international calls, but allow them to make local
and long distance calls and for another group of PBX extensions
give a permission to make international calls only.

The classes defined in the Class of Service page will appear on
this page to assign the corresponding routing rule to a certain class
of service(s).

Please Note: The Class of Service feature is applicable only
for PBX source type routing rules.

Please Note: The Filter on Source/Modify Caller ID option should

be selected on the first page of the Call Routing Wizard to have a | —
possibility to select the source caller type as a PBX.

Fclass 1 [ class 2 Oclass 3

Cck vour pending events!

Each routing rule can be attached to a several class of service(s). Gepiaht (£ 20022012 Epual Te

Fig. 11-169: Call Routing Wizard — Class of Services — Edit Entry page

Please Note: Established patterns based on the Emergency Codes and PSTN Access Codes Settings in the System Configuration Wizard will be
marked in bold and will be placed in the first position in the Call Routing Table. Additionally, they cannot be modified and deleted from the Call
Routing Table.

The Duplicate functional button is used to create a routing pattern with the settings of an existing one. This is to avoid configuring a new routing
entry completely by duplicating an existing entry with different settings. To use the Duplicate button only one record may be selected, otherwise the
error message “One row should be selected” will appear. The Duplicate button opens the Call Routing Wizard where all fields except the Pattern
field are already filled in. A Pattern for the new route will be required anyway.

The Move Up/Move Down buttons are used to move call routing patterns one level up or down within the Call Routing table. The sequence of the
routing patterns is important when making routing calls because the Call Routing table is parsed from the top down and routing will take place
according to the first pattern that matches the dialed number. The Move To button is used to move the selected entry to a different position in the
Call Routing Table. This will increase or decrease the selected pattern’s priority. Pressing the button will open the page where a row number should
be specified together with the position the selected entry is to be placed (before or after the defined row).

Local AAA Table

The Local AAA Table page allows you to manage local authentication and the authorization database. Callers dialing the routes which have an AAA
(Authentication, Authorization, and Accounting) option enabled, will pass the authorization on the Local AAA Table by using a phone number or
username/password, depending on the corresponding entry configuration on this page.
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The caller passes authorization automatically if the detected
phone number of the caller dialing a route has the AAA option
enabled and is registered in the Local AAA Table. If the caller ID
service is disabled or the caller's phone number is not registered,
the caller is asked to enter a registration user name and
password.

The Add functional button opens the Call Routing — Local AAA
Table - Add Entry page where a new local AAA record can be
created.

The Call Routing — Local AAA Table - Add Entry page offers a
group of manipulation radio buttons to select the type of
authorization and the following other parameters:

® Authentication by Caller ID — this selection is used to set
the authentication based on the caller's phone number
(which is considered to be automatically detected). The
Phone Number/SIP User Name text field requires the
caller's phone number or the SIP username. Only numeric
and wildcard characters (see chapter

Main System Users Telephony Internet Uplink

Call Routing - Local AAA Table

Add Edit Delete Selectall Inverse Selection

Network

@-cpys

quadro

Caller ID:User Hame PIN Code | Expiration Date and Time | Description

[1 | PIN Code : <hidden= 06172011 17:58

[ | calleriD - 11369@sip.epydi loc MNever expires

Please check your pending events!
Copyright () 2003-2011 Epyni Technalogies, Lid. All rights resenved

Fig. 11-170: Local AAA Table page

Main System Users  Telephony Internet Uplink Network

Call Routing - Local AAA Table - Add Entry

©cpys

quadra

Addresses Correctly) are allowed for this field. ', 7", "), -,

{, '} are used to define a range or a quantity of numbers.
For example, 2{13-17, ww, a-c} means that the dialed
number may be 213, 214, 215, 216, or 217, 2ww, 2a, 2b and
2c to match the specified phone number; in the case of
2[3,7], the dialed number may be 23 or 27 to match the
specified phone number. The {11, 15, 23, 38, 45} pattern
means that the dialed number may be 11, 15, 23, 38 or 45 to
match the pattern.

® Authentication by Login — this selection is used to set the
authentication based on the username and password
inserted by the user upon login. The Username text field
requires the authentication username. Only numeric values
are allowed for this field, otherwise the error message
“Incorrect Username - digits allowed only” will appear. The
Password text field requires the authentication password.
Only numeric values are allowed for this field, otherwise the
error message “Incorrect Password - digits allowed only” will
appear.

O muthentication by Callet 1D | Fhane MurmberSIP
. USEr name
Entering _SIP
(_' Authentication by login User Name
Password
-@" Authentication by PIR PIN Code LTI

Expiration Date and Time

E}{piresin Jul v | (09 v | (2010w

05 % | :[49 %

Description

Please checkyour pending events!
Copyright (C) 2003-2011 Epygi Technologies, Ltd. All rights reserved

Fig. 11-171: Local AAA Table - Add Entry page

® Authentication by PIN- this selection is used to set the authentication based on the PIN inserted by the user upon login. Only digit values are
allowed for this field, otherwise the appropriate error message will be displayed.

The Expiration Date and Time drop down-lists are used to set the date and time when the registration will expire.

The Expires in checkbox is used to enable the Expiration Date and Time feature.

The Description text field requires an optional description about the calling party.

Edit opens the Edit Entry page to modify the Local AAA entry.

Delete removes the selected local AAA entry from the Local AAA Table.

Select all selects all records of the table.

Inverse selection inverses the current selection (if no records are selected, clicking on inverse selection will check all records).

Global Speed Dial Directory

The Global Speed Dial Directory link leads to the page where
global speed dialing rules may be uploaded in a file. With this
service, you may define multiple speed dial rules, write and save
them in afile and then upload all of them at once.

To compose the configuration file, any text editor can be used
which may produce files compatible to the CSV format: the speed
dial code and destination should be separated by commas. There
should be a line break after each code defined.

Main System Users Telephony Internet Uplink

Global Speed Dial Directory

Upload Global Speed Dial Directory file:

WiewiDownload Speed Dial Directary

Remove Speed Dial Directory

Flease check your pending events!
Copyright (C) 2003-2012 Grmr All ights resenied

Metwork

@-cpysi

quadra

Browse
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Fig. 11-172: Global Speed Dial Directory page

The View/Download Speed Dial Directory and Remove Speed Dial Directory links appear only if a global speed dial configuration file is uploaded
previously.

The View/Download Speed Dial Directory link is used to download the configuration file to the PC and opens the file-chooser window where the
saving location may be specified. The Remove Speed Dial Directory link is used to restore the default configuration.

The speed dial configuration file downloaded from the Quadro is in the CSV format.

To use the global speed dialing rules, user should simply dial the speed dial code assigned to that speed dialing rule. The call will be passed through
the rules of Call Routing table.

To create a new Call Routing rule

Click on the Call Routing Table link on the Call Routing page.

Press the Add button on the Call Routing page.

Specify the Destination Number Pattern in the corresponding field.

Select the Number of Discarded Symbols and Prefix if required.

Select the Destination Type from the drop down list.

Define the Metric or leave the default.

Enter a Description if needed.

Enable the Filter on Source / Modify Caller ID checkbox, if the route functionality should be limited. This is dependent on the source caller

information.

9. Enable the Set Date/Time Period(s) checkbox if a route should be functional within certain time/date intervals.

10. Enable the Set Overall Calling Time Limit checkbox if the total duration of the calls placed with the selected routing rule should be defined.

11. Enable the Set Tracing / Debug Options on This Rule checkbox, if the tracing/debug options should be defined.

12. Press Next.

13. Select the user or attendant extension from the Use Extension Settings drop down list that the call will be placed on.

14. Specify the Destination Host and Port Number, Username and Password if an IP or IP-PSTN call type has been selected. For the IP-PSTN
call type, enable Multiple Logons if necessary. Enable the Use RTP Proxy checkbox if needed.

15. Choose the Authentication and Accounting method from the AAA Required drop down list.

16. Choose a Fail Reason from the corresponding drop down list.

17. Configure Transport Protocol for SIP messages and SIP Privacy parameters as needed.

18. Press the Next button.

19. If the Filter on Source / Modify Caller ID checkbox has been previously enabled, fill in the Source Number Pattern into the corresponding
text field. Choose the needed value from the Source Type drop down list, as well as the Number of Discarded Symbols and Prefix values.

20. Press the Next button.

21. If IP has been selected on the previous step in the Source Type drop down list, then Source Host should be inserted in the current page. If
FXO has been selected in the Source Type drop down list, then the FXO line number should be selected here.

22. If the Set Date/Time Period(s) checkbox has been selected on the first page, pressing Next will open the Date/Time Rules page where route
validity should be defined.

23. If the Set Overall Calling Time Limit checkbox has been selected on the first page, pressing Next will open the Routing Overall Calls
Limitation Settings page where the total call duration for all calls can be configured over a specific time frame for each Call Routing Entry.

24. |If the Set Tracing / Debug Options on This Rule checkbox has been selected on the first page, pressing Next will open the Tracing/ Debug
Options page where the tracing/debug options should be defined.

25. Ifthe Class of Service feature is enabled, assign the defined classes to the selected routing rule.

26. Press the Finish button to establish a local route with the inserted settings.

O N GOA~WNE

To create alocal AAA entry

Click on the Local AAA Table link on the Call Routing page.

Press the Add button on the Local AAA Table page.

Choose the Authentication type.

Enter the Phone Number, Username and Password or the Authentication by PIN depending on the selected Authentication type.
Use the Expiration Date and Time checkbox to enable the expiration timeout.

Select the Expiration Date and Time from the corresponding drop down lists.

Press Save to apply these settings.

NogohswNhpE

Allowed Characters and Wildcards
The following is the set of characters and wildcards allowed in the Pattern and Source Number Pattern text fields of the Call Routing Wizard:
Characters:

0...9

a..z

A..Z

+=8$;/~_-.&()"!*?{, (]

Please Note: The symbols * and ? should be prefixed with a slash (\) if they are used as ordinary characters; otherwise the system will
interpret them as wildcards.

Please Note: The symbols !, {, }, [, ], - and , are used to define a range of characters and cannot be used as ordinary characters.

Wildcards:
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*
?

{}

Any number of any characters
Any single character
A character or a string from the specified set of characters and strings.
The following control symbols are used to specify a set:
. Use acomma (,) to separate the elements of a set.
Please Note: No spaces are allowed within braces.
Example:
The pattern is 9{1,3,11,a}.
Numbers matching the pattern are 91, 93, 911, 9a.

. Use a minus sign (-) to specify a range of characters. Each successive element of the range is obtained by increasing the
previous element (the element code) by one.

Example:
The pattern is 2{11-15,a-d}5.
Numbers matching the pattern are 2115, 2125, 2135, 2145, 2155, 2a5, 2b5, 2c¢5, 2d5.
. Use an exclamation point to exclude a character or a string from a set.
Example:
The pattern is 2{11-15,a-d,!14,!c}5.
Numbers matching the pattern are 2115, 2125, 2135, 2155, 2a5, 2b5, 2d5.

Please Note: You can use the wildcard ? within the braces, but not *. Thus, {12-104,15?,367} is a valid pattern, whereas
{15*,36%*} is not.

Please Note: The symbol ! cannot be used to exclude a range of symbols. For example 2{15-60,!23-32} or 2{15-60,!23-
132} are not valid patterns. To valid pattern will be to 2{15-22,33-60}.

The same as above with the exception that character ranges can include single-digit/character elements only.
Example:

The pattern is 2[1-5, a-c]5.

Numbers matching the pattern are 215, 225, 235, 245, 255, 2a5, 2b5, 2c5.
Precedes a control symbol (*, ?, -, ! and , ) to indicate that it is used as an ordinary character, not a wildcard.
Example:

The pattern is 1\*[1-3]

Numbers matching the pattern are: 1*1, 1*2, 1*3

Please Note: Patterns cannot be prefixed with the * symbol. The system considers the patterns starting with * as feature codes
and does not parse them through the Call Routing table.

Best Matching Algorithm

All calls through and within a Quadro are made according to call routing patterns that specify a destination based on a dialed number. When a user
dials a number to make a call, the Quadro matches the dialed number against the existing patterns that are specified in the Call Routing table. If the
dialed number matches only to a single pattern, this pattern will be used to set up a call. If several patterns have been found to match the number,
the Quadro uses the Best Matching Algorithm to prioritize the matching patterns. Once the patterns are prioritized, the pattern with the highest
priority will be used as a preferred route for call setup. The successive patterns will be used only if the destination specified by a higher priority
pattern is unreachable.

To prioritize the matching patterns, the following criteria are sequentially applied to matching patterns. The criteria are ordered by their priorities:
Each consecutive criterion is calculated only for the patterns that take the same value for the preceding criteria: that is Criterion 3 is calculated only
for patterns that take the same value for Criterion 1 and Criterion 2.

Criterion 1

The presence of asterisks (“*") in a pattern

The patterns without “*” have a higher priority.

Criterion 2

The total number of matching digits/symbols inside and outside the braces/brackets

The more matching digits a pattern contains, the higher its priority.
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Criterion 3

The number of matching digits/symbols outside the braces/brackets

The more matching digits outside braces/brackets a pattern contains, the higher its priority.

Please note: This criterion is used only if several patterns take an equal but non-zero value for Criterion 2.

Criterion 4

The total number of question marks (‘?’) inside and outside the braces/brackets

The more question marks a pattern contains, the higher its priority.

Criterion 5

The number of question marks (“?”) outside braces/brackets

The more question marks outside braces/brackets a pattern contains, the higher its priority.

Please note: This criterion is used only if several patterns take an equal but non-zero value for Criterion 4.

Criterion 6

The number of square brackets (“[]")

The more brackets a pattern contains, the higher its priority.

Criterion 7

The number of braces (“{}")

The more braces a pattern contains, the higher its priority.

Criterion 8

The number of asterisks (“*")

The fewer asterisks a pattern contains, the higher its priority.

Criterion 9

The value of the metric

The lower the metric of a pattern is, the higher its priority.

Criterion 10

The position in the routing table

The higher the position of a pattern in the routing table is, the higher its priority.

Example. The user has dialed 1231 and the following matching patterns have been found.

The list of patterns
*l*
123*
{11-15}3*
72?1
12372
[1-3]*
[1-3]?7?7?
{100-150, asd, \*\?}1
12*31
1[1-3]3[0-8]
1231
*2*1

*

Step 1: The list is split into two groups separating the patterns with “*” from those without (Criterion 1). The patterns with “*” form a group with a
lower priority and are pushed back to the end of the list.

Criterion 1
The list split into two
subgroups

2221
1232
[1-3]727
{100-150, asd, \\?}1
1[1-3]3[0-8]
1231
*l*
123+
{11-15)3*
[1-3]*
12+31
*x]

*
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Step 2: The two groups of patterns are arranged separately from each other by the total number of matching digits inside and outside the
braces/brackets in the descending order (Criterion 2). The patterns that contain the same number of matching digits are grouped into sub-

lists.

Criterion 2

The list of patterns | Matching digits N | Thelist of patterns | Matching digits
2271 2 1[1-3]3[0-8] 4
1237 3 1 | 1231 4
[1-3]22? 1 {100-150, asd, \*\?}1 4
{100-150, asd, \?}1 4 1237 3
1[1-3]3[0-9] 4 22?1 2
1731 ) [1-3]72? 1
*1* 1 12*31 4
123° 3 123* 3
{11-15}3* 3
(L3 1 3 | [11-15)3* 3
12*31 4 *2*1 2
*2*1 2 4 *l* l
" ) [1-3]* 1

* 0

Step 3: The new sub-lists are arranged separately from each other by the number of matching digits outside the braces/brackets (Criterion 3). The
patterns that contain the same number of matching digits are grouped into sub-lists.

Criterion 3
The list of patterns | Matching digits
1[1-3]3[0-8] 2
1231 4
{100-150, asd, \*\?}1 1
123? -
72271 -
[1-3]2?? -
12*31 -
123* 3
{11-15}3* 1
*Q%] -
*1* 1
[1-3]* 0
* -

The list of patterns

Matching digits

1231 4
1[1-3]3[0-8] 2
{100-150, asd, \M\?}1 1
12372 R
2271 R
[1-3]72? R
12+31 -
123 3
{11-15}3* 1
2] R
*1* 1
[1-3]* 0
*

The Best Matching Algorithm will stop after executing step 3 as no new sub-lists are formed. The resultant list of prioritized patterns will be the

following:

VolP Carrier Wizard

The VolP Carrier Wizard is used to define access codes for available VolP Carrier accounts which will particularly allow you to reach users over IP-
PSTN providers or to call to the peers registered on the certain SIP servers by dialing simple digit combinations.

The prioritized list

1231
1[1-3]3[0-8]
{100-150, asd, \\?}1
1232
2271
[1-3]22?
12¥31
123+
{11-15)3*
*x]
*1*
[1-3]*
*
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For each configured VolP carrier, the wizard creates a specific IP-PSTN routing rule in the Call Routing table. This entry is available to PBX users
only, which means only PBX users can make calls to the corresponding VolIP carrier. Additionally, a virtual extension automatically generated in
Extensions Management will be registered on the defined VolP Carrier's SIP server. The settings of that extension will be used to make calls from
Quadro’s users towards the created VolP Carrier will be placed.

VoIP Carrier Wizard — Page 1 provides a following option of .
deSCrIblng the VOIP Carrler Main Syatem Users Telephony Internaet Uplink Hetwork @ C I)\ g1

. . . . . VolP Carrier Wizard
When predefined carrier is selected in the VolP Carrier drop

down list, the SIP Server and Port will be already predefined in
the next page. Manual selection allows you to manually set up
the VolIP Carrier settings. VoIP Carrier: | panual =
The Description field allows you to insert an optional description Oescription: [iconu]

of the VolP Carrier.

Select VoIF Carrier

Previou [ Next | [ cancel | [ Help

Fig. 11-173: VoIP Carrier Wizard page 1

VoIP Carrier Wizard — Page 2 is used to define VolP Carrier

Settings. The page contains following components: 1| Gpiom| Jews| e | (il | (i @epygi
1. VolP Carrier Common Settings VolP Carrier Wizard
The Account Name text field requires a username for
authentication on the defined SIP server. VoIP Carrier Settings
The Password text field requires a password for authentication
on the defined SIP server. VolIP Carrier Common Settings VoIP Carrier Advanced Settings
The Confirm Password text field requires a password AccountName: |<eou_ascount Use RIP Proxy
confirmation. If the input is not corresponding to the one in the Passwors:  [reeen et cation
Extension Password field, the error message “Incorrect Confrm 7] Send Keep-alive Messages to Proxy
Password confirm” will appear. Password:
. . SIP S - wid Timeout: |60 sec
The SIP Server text field requires an IP address or the hostname e S S
. . . . . utbound Proxy
of the SIP server destination party it is registered on. SIP Server Port: 5060
. . Host Address
The SIP Server Port text field requires the port number of the
SIP server destination party it is registered on. Fort
Secondary SIP Server
Host Address:
Port:
Qutbound Proxy for Secondary SIP Server
Host Address:
Port:
Hext

Fig. 11-174: VoIP Carrier Wizard page 2

2. VolP Carrier Advanced Settings

The Use RTP Proxy checkbox is applicable only when a route is used for calls towards a configured VolP Carrier from a peer located outside the
Quadro. When this checkbox is selected, the RTP streams between external users will be routed through Quadro. When the checkbox is not
selected, RTP packets will move directly between peers.

UserID requires an identification parameter to reach the SIP server. It should have been provided by the SIP service provider and can be requested
only for certain SIP servers. For others, the field should be left empty.

Send Keep-alive Messages to Proxy enables the SIP registration server accessibility to the verification mechanism. Timeout indicates the timeout
between two attempts of SIP registration server accessibility verification. If a reply is not received from the primary SIP server within this timeout, the
secondary SIP server will be contacted. When the primary SIP server recovers, SIP packets will continue to be sent to the server.

A group of Host address and Port text fields respectively require the host address (IP address or the host name), the port number of the Outbound
Proxy, Secondary SIP Server and the Outbound Proxy for the Secondary SIP Server. These settings are provided by the SIP servers’ providers
and are used by Quadro to reach the selected SIP servers.
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VolP Carrier Wizard - Page 3 contains the fOIIOWing VolP Main System Users Telephony Internet Uplink Hetwork @epygl
Carrier access code selection components: Thiiero:
The Access code text field requires a digit combination by

dialing which the corresponding VolP Carrier will be reached. VolP Carrier Wizard

The Access code radio buttons allows you to create outbound
routing rules. VoIP Carrier Access Code
e By prefix text field requires entering the prefix that will be

placed in front of the routing pattern instead of the Access code: @aypreme |01

discarded digits. The Prefix field can consist of numeric

values only. A corresponding warning appears if any other Oy patter:

symbols are inserted. Emergency Code:

Route Incoming Calls to: v
e By pattern text field specifies calls to which the rule
. - Clraitover to PSTH

should be applied. If an outbound call has a destination

number that matches the specified pattern, it will be

completed according to the current rule. A routing pattern

may contain wildcards. The complete list of characters and

wildcards allowed in this text field is given on the Allowed

Characters and Wildcards page.
The Route Incoming Calls to drop down list allows you to select | | e, | | ‘
an extension (or Auto Attendant) on the Quadro where incoming
calls from the conﬁgured VoIP Carrier should be routed to. For 1- WAR_NING: if this \TSF‘ is 911 complignt then you have to bind this account with the geographical_ address of
the selected extension there will be an unconditional forwarding iSSIEdSESVI;S{.J‘:;zﬁEE||Sf iz not 911 compliant then the public safety agency will not be able to determine the
set up which will care for incoming calls forwarding from the VolP Flomsm ootk vy o g el
carrier to the corresponding extension. Copyright (£) 2003-2012 Epwai Technelogies, Lid. All rights reserved

Fig. 11-175: VoIP Carrier Wizard page 3

The Emergency Code text field requires the emergency code supported by the specified ITSP. By default this field is filled with the information
defined in the Quadro’'s System Configuration Wizard, but this field also allows to define an ITSP specific emergency codes. In case your system has
both local PSTN emergency codes and ITSP codes configured, when dialing the certain emergency code, Quadro will first try to reach the local
PSTN allocated emergency destination, and if failed will dial the ITSP emergency destination.

Please Note: If the defined ITSP is 911 compliant then you have to bind this account with the geographical address of your device. If the ITSP is not
911 compliant then the public safety agency will not be able to determine the address automatically.

The Failover to PSTN checkbox selection will route the call to the PSTN through the local FXO line in case if the VolP Carrier is not available. When
this checkbox is selected, an additional entry will be added to the Call Routing table. This maintains digit transmission to the local PSTN when an IP
call towards the configured VolP Carrier cannot be established.

Please Note: A warning message will appear when the defined Access Code already exists in the Call Routing table or causes a conflict with
entries already in the Call Routing table. In this case, when continuing through the VolP Carrier Wizard, the existing entry in the Call Routing table
will automatically be overwritten by the new settings.

RADIUS Client Settings

RADIUS (Remote Authentication Dial In User Service) specifies the RADIUS protocol used for authentication, authorization and accounting, to
differentiate, to secure and to account for the users. The RADIUS Server provides the option for a caller from/through Quadro to pass authentication
and to be able to dial a specific number.

When a RADIUS client is enabled on the Quadro, and according to the configuration of AAA Required option (see Call Routing table), the RADIUS
server will be used to authenticate user and/or to account for the call. This can be accomplished by automatic detection of the caller's number or a
customized login prompt where the caller is expected to enter a username and password.

Transactions between the client and the RADIUS server are authenticated through the use of a shared Secret Key, which is never sent over the
network. In addition, user passwords are encrypted when sent between the client and RADIUS server to eliminate the possibility of a party viewing
an unsecured network where they could determine a user's password. If no response from the RADIUS Server is returned after the Receive Timeout
expires, the request is resent numerous times as defined in the Retry Count list. The client can also forward requests to an alternate server(s) if the
primary server is down or unreachable. An alternate server can be used after a number of failed tries to the primary server.

Once the RADIUS server receives the request, it determines if the sending client is valid. A request from a client that the RADIUS server does not
recognize must be silently discarded. If the client is valid, the RADIUS server consults a database of users to find the user whose name matches the
request. The user entry in the database contains a list of requirements (username, password, etc.) that must be met to give access to the user. If all
conditions are met, the user gets access to the Quadro Network.

The RADIUS Client Settings page contains the Enable RADIUS Client checkbox that enables RADIUS client on the Quadro.

Please Note: The RADIUS Client cannot be disabled if there is at least one route with RADIUS Authentication and Authorization or RADIUS
Accounting values configured in the AAA Required drop down list at the Call Routing table. In order to be able to disable the RADIUS Client on the
Quadro, appropriate routes should be removed first.
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The other RADIUS Client settings are divided into three groups: e ey B e @epygi
1. Registration Settings THicroR
The Primary Server requires the IP address of the primary RADIUS Client Settings

Radius Server.

The Secondary Server requires the IP address of the secondary 9 Enable RaDIUS ot

. Registration Settings
Radius Server.

Primary Senver: 192.168.75.212
NAT Station IP text fields require the NAT PC WAN IP address.
If no NAT Station is specified here, Quadro’s IP address will be Becondary Server:  |212.218.21.58
sent to the RADIUS server. NAT station IP a5 s Ll Ll1e
Secret Key is used to insert the secret key between the Radius
client and the server. Contact the Radius server administrator to Seeret Ker feanem
get the secret key for your Quadro. Confirm Secrat ey, |eeswess
The Confirm Secret Key field is used to verify the secret key. If Retry Count I
the entered Secret Key does not correspond to the one in the Receive Timeout (sec): [5 v
Confirm Secret Key field, the error message “The Secret Key Encoding Type el
does not match. Please try again” will appear.

Autharization port: 1812

Retry Count allows you to select the number of attempts
authorized before canceling the registration. Accounting port 1813

Receive Timeout allows you to select the timeout (in seconds) Authentication Settings

between two attempts to register, [ Enatle comman lagin for &1l users in time of by Phone authentication
Encoding Type allows you to select the encoding type (PAP or vesmare:

CHAP) that should be unique on both the client and the server Passwarg

sides for the establishment of a successful connection. Encoding sulhenticalion on Destination FADIUS Server

type should also be requested from the Radius Server

administrator. Usernarme: quadrorad

The Authorization Port text field requires the port number on the Password

RADIUS server where Quadro is to send the authentication Confirm Password | sessses

requests.

Accounting Settings
The Accounting Port text field requires the port number on the
RADIUS server where Quadro is to send the accounting
messages.

Use this User Name if accounting only is required
User Name quadro

Send Accounting messages:

2. Authentication Settings © Buth Start and Slop message

(@] Only Stop message

The Enable common login for all users in time of by Phone

authentication checkbox enables custom settings for the callers
who passed an authorization by phone on the Quadro. This Please check your pending events!

checkbox enables Username and Password text fields to insert | copwisnt 120032012 Eovai Teshnoleaies, Lig. Al ighis eserved
the custom settings that will stand instead of the source caller’s
settings when being delivered to the RADIUS server.

Fig. 11-176: Radius Client Settings page

The Authentication on Destination RADIUS Server parameters group is used to insert a Username and a Password (followed by the password
confirmation) to pass authentication on the RADIUS Server of the destination Quadro. If these fields are left empty, the original authentication
settings that users enter for authentication will be used.

3. Accounting Settings

The Username field is dedicated for accounting services only. It is used to insert an identification username for accounting purposes. When no
username is specified in this field, the source username will be used for accounting.

The Send Accounting messages manipulation radio buttons group is used to select sending both Start and Stop accounting messages or only
Stop accounting message.

Voice Mail Recording Codec
The Voice Mail Recording Codec page is used to configure the codec for the Voice Mail recording.
This page offers the following components:

The Recording Codec drop down list contains the existing codecs for voice mail compression. Changing the Voice Mail recording codec will directly
affect the allocated memory size for users.

Email Subject for voice field is used to when user enables Send new voice messages via e-mail option from his personal Voice Mail Settings. In
this field you may define a flexible subject for all emails sent from the Quadro and carrying the voice mails.

Besides using static text in the subject line, you may want to use the predefined tags to combine the needed subject:
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Hostname - the hostname of the Quadro.

Displayname - the caller's display name. This value is not
displayed for PSTN callers.

® Username - the caller's SIP username. For PBX caller this
is the caller's PBX number, for PSTN callers this is the
caller's PSTN number.

e Full name - the caller's full SIP address (SIP username
and the SIP server). For PBX caller this is the caller's PBX
number, for PSTN callers this is the caller's PSTN number.
Duration - the voice mail duration.

Date - the date the voice mail was received.

To insert the predefined tag to the subject line, you should simply
click on the corresponding tag. The following format should be
maintained to create a flexible subject:

Example: Voice mail received

$[VM_DATE]

from  $[VM_DISPNAME]

In this example, all email subjects will contain a static text "Voice
mail received from" following by the display name of the caller and
the date voice mail is received.

Main System Users  Telephony Internet Uplink Network

Voice Mail Common Seftings

Recording Codec:
G.729a (CS-ACELP speech coding at § khit/s rate)
E-mail Subject for voice:

Yoice mail received from [¥M_DISPNAME] ${vM_USERNAME]

Inzert Hosthame Displayname Usemame Fullname Duration Date

FAX to E-mail format:

TIFF (Tag Image File Farmat) v

Please checkyour pending events!
Copyright () 2003-2012 Epyai Technologies, Ltd. All rights resened.

@cpysi

TMicraR

Fig. 11-177: Voice Mail Coming Settings page

FAX to E-mail format drop down list is used to define the format of the FAX document received in the voice mail and to be attached to the email, in
case user has enabled Send new voice messages via e-mail option from his personal Voice Mail Settings. TIFF or PDF formats may be selected

here.

Dial Plan Settings

The Dial Plan Settings page is used to adjust the dialing timeout
setting.

The Routing Dial Timeout setting specifies a period of time after
the last dialed digit that the system identifies as a completion of
dialing. If the user does not press any key within the specified
timeout, the system assumes that the dialing is complete and
starts calling the dialed number. Only predefined values included
in the drop-down list can be used for this setting.

Main System Users  Telephony

Dial Plan Settings

Routing Dial Timeout: |4 % |sec

Please check your pending events!
Copyright () 2003-2011 Epyai Technologies, Ltd. All rights reserved.

Internet Uplink Hetwork

@cpygi

quadro

Fig. 11-178: Dial Plan Settings page

The Routing Dial Timeout setting will also be applied to all the supported IP phones that are auto-configured with the Quadro and provide the
possibility of changing this setting through the auto-configuration file. The modified value of the setting will take effect after rebooting the IP phones.

3PCC Settings

The 3PCC Settings page is used to adjust the third party call
controlling settings. 3PCC service on the Quadro allows call
controlling applications to remotely initiate and handle calls on the
Quadro and to subscribe for certain event notifications from the
Quadro.

This page consists of the following components:

The Secure Connection checkbox is used enable a secure
encrypted connection between the call controlling application and
the Quadro.

Main System Users  Telephony Internet Uplink Network

3PCC Settings

¥ Secure Connection

Request Timeout (sec) |10

Feature Key: Mot Added
WWAN Port: Mot Cpened

Please check your pending events!
Copyright (C) 2003-2012 Epvai Technologies, Ltd. Al rights reserved

@cpysi

ThilicroR

Fig. 11-179: 3PCC Settings page

Please Note: For successful connection, this option should be set up in the same way on both sides (enabled or disabled on both sides).

The Request Timeout text field requires the timeout (in seconds) during which the Quadro should receive a response to the request from the call
controlling application. If the response is not received during this timeout, Quadro will perform a request dependent default action. For example, if the
call controlling application is configured to handle incoming calls on the Quadro. Once the incoming call occurs, Quadro is trying to transfer the call to
the call controlling application. If the call controlling application does not response within the mentioned timeout, Quadro will answer the call or
perform an action configured for unanswered incoming calls. This setting is dependent on the network conditions therefore consult with your network

administrator before changing the default value.
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The read-only Feature Key text field indicates whether the feature key for the 3PCC Support is installed on the system. The system will not accept
connections from 3PCC applications if no key is found. The 3PCC support is an optional feature and can be activated with a feature key from the
Features page.

The read-only WAN Port text field indicates whether there is a filtering rule specified for the Call Control Access. If a third-party call control
application connects to the Quadro from the WAN interface, a filtering rule for the corresponding host should be created on the Call Control Access
page to allow the application a remote access. Creating a filtering rule is not required if the firewall is not setup on the Quadro. The field shows
“Opened” if there is at least one enabled filtering rule for the Call Control Access.

Key System Emulation

The Key System Emulation is a widely used service in legacy PBXs simplifying the direct connection to the available PSTN lines. On the Quadro, the
usage of Key System Emulation services is limited to the IP phones attached to the Quadro through the available IP lines and provides direct
connection to the available PSTN lines and SIP networks. In its turn, the IP phones are limited to the following models with the perspective to enlarge
the list of recommended IP phones in the future:

® Aastra 480i ®  Aastra6737i
® Aastra 480iCT ®  Aastra 6739i
® Aastra 9133i e  snom 320

® Aastra 9480i ®  snom 360

® Aastra 9480iCT e  snom 370

® Aastra 9143i e snom 710

® Aastra 55i e snom 720

® Aastra 57i ®  snom 760

® Aastra 57iCT e  snom 820

® Aastra 6730i e snom 821

® Aastra 6731i e  snom 870

® Aastra 6735i

The Key System Emulation feature allows to:

e  Have a direct connection to the available PSTN lines and SIP networks behind the Quadro by pushing the programmable keys
on the IP phone.

e  Monitor the availability and status of all configured external lines via programmable keys on the IP Phones.
®  Place the call on hold from one IP phone and pick it from another IP phone attached on the Quadro.
How Key System Emulation works:

Depending on the model, the IP phone has a number of programmable keys available. Basically, all programmable keys should have an LED, which
can be switched ON, OFF or blinking. If an IP phone has a display, the programmable keys may also have an additional description (like what the
particular programmable key does or just a name) displayed on it.

On the Quadro, Shared Line Appearance (SLA) lines act as an intermediate link between the external PSTN lines or SIP servers on one end and the
programmable keys on the IP phones. The SLA lines should be first configured on the Quadro from the Key System Emulation page. Each SLA line
can correspond to one of the external PSTN lines or be a direct connection to a SIP server. Once configured, SLA lines can be assigned to the
programmable keys on the IP phones. For the incoming and outgoing calls to be handled, each programmable key will correspond to the particular
PSTN line or SIP network (server). The same PSTN line or SIP network can be configured on the different programmable keys for different IP
phones.

When the incoming call comes to an SLA line (from PSTN or SIP user), all IP phones that use the Key System Emulation are starting to ring and the
programmable key assigned to the corresponding SLA line is beginning to blink on all IP phones. To pick the incoming call push the blinking
programmable key on any of the ringing IP phones. The corresponding programmable key will stop blinking on all other IP phones, the IP phone
rings stop and the programmable keys go to the state ON indicating that the line is busy.

If a user of one IP phone holds an active call performed on the SLA line, the programmable key is starting to blink on all IP phones. The user who
has held the call can then inform the other IP phone to pick up the held call. To pick the held call, the user of the other IP phone should simply push
the blinking programmable key on his IP phone. Once the call is picked, the corresponding programmable key will show solid light (busy) on all other
IP phones.

To make an external call through the certain SLA line, the programmable key assigned to that SLA line should be in the idle state. The IP phone user
should then push the corresponding programmable key, depending on what line he needs to get, and wait for a dial tone. Once the dial tone is
heard, user can dial the number and the push the OK/Dial button on his IP phone. The call will be placed through the corresponding SLA line. During
the call, the programmable keys assigned to that SLA line on all other IP phones goes to the state ON indicating that the line is busy.

Please Note: If the IP phone is configured through the Plug-and-Play option while connecting to the Quadro, the first few programmable keys on the
IP phone will be by default assigned to the first SLA lines on the Quadro in the consequent order.

The Key System Emulation page is used to configure and setup the Shared Line Appearance (SLA) lines on the Quadro. The available SLA lines
and their configuration parameters are listed in the table on this page.

The Quadro6L/4L has 8 SLA lines.

Quadro6L/4L/2x2; (SW Version 5.3.x and higher) 106



Quadro6L/4L/2x2 Manual I1: Administrator’s Guide

Administrator’s Menus

Pressing on the SLA# link will open the corresponding SLA line
settings (see below).

The Advanced Configuration link moves to the Key System
Advanced Settings page that is used to enable/disable the blind
transfer service from SLA lines to extensions or their voice
mailboxes.

Main System Users

Key System Emulation

Telephony

Internet Uplink Hetwork

Line External Trunk Advanced Settings
SLAT Inactive Forwarding for S1A1
SLAZ Inactive Foriarding for SLAZ
SLAS Inactive Forwarding for SLAZ
SLA4 Inactive Forwarding for SLA4
SLAS Inactive Forwarding for SLAS
SLAR Inactive Forarding for SLAG
BLAT Inactive Forwarding for SLAT
BLAR Inactive Forwarding for SLAR

Advanced Confiquration

Copyright (C) 2003-2008 Epyai Technalagies, Ltd. All rights resenved

@cpysi

Q4Li109

Fig. 11-180: Key System Emulation page

The Key System Emulation - SLA# page is used to configure the corresponding SLA line on the Quadro and contains the following components:

The SLA Name text field is used to insert the preferred name for the corresponding SLA line. On the IP phones with the display available, this name

is visible on the display next to the programmable key.

A group of manipulation radio buttons allow you to configure the SLA line:

Inactive - disables the corresponding SLA line.

PSTN - allows you to assign the SLA line to the available PSTN lines on the Quadro. This selection disappears when there are no more unassigned

PSTN lines available.

Attention: By assigning a PSTN line to an SLA line, it becomes unavailable for calls through Auto Attendant or Call Routing Table.
SIP - used to assign the SLA line to the certain SIP server. This selection has two sub-selections:
. Custom Settings - used to define a SIP server and SIP registration parameters. The following parameters are required for this selection:

Username - the registration username on the SIP server.
Password - the registration password on the SIP server.

SIP Server - the IP address or the host name of the SIP
server.

SIP Port - the port of the SIP server.

Authentication User Name - an identification parameter
to reach the SIP server. It should be provided by the SIP
service provider and can be requested for some SIP
servers only. For others, the field should be left empty.

Outbound Proxy Host Address and Port - the IP
address or the host name and the port number of the
outbound proxy SIP server. For more details see
Extensions Management.

° Use SLA Settings - choose this selection to use the SIP
settings of another SLA line. This selection is also used to
allow multiple line appearances on the same ITSP
provider. The SLA drop down list is used to select the SLA
line whose SIP settings will be used for the corresponding
SLA line.

The DID text field requires an optional identification
number used by some ITSP providers to differentiate
between the call appearances on the selected line.

The Use DID for outgoing calls indicates whether the
specified DID number should be included in the Caller ID
of calls initiated from the SLA. If this checkbox is enabled,
the DID number will be sent along with the SIP username.
This checkbox should be enabled if the IP-PSTN provider
authorizes the users by their DIDs.

Main System Users

Telephony

Internet Uplink Metwork

Key System Emulation - SLA1

Mame |SLA1

@cpysi

o Inactive

PSTN
- Lines

Trunk 1{ Timeslot 1)

@ SIP
- @ Custom Settings

User Name 74111112

Password

SIP Server sip.epygiloc

SIP Port 5060
Reagistration on SIP Server
7] use RTP Proxy
Authentication User Name
OQutbound Proxy

Host address

= Use SLA Settings

DD

[ Use DID for outgoing calls

5. Al rights re:

Fig. 11-181: Key System Emulation — SLA# page

The Forwarding for SLA# links in the Advanced Settings column refer to the Advanced Settings for SLA# page where the unconditional or no

answer call forwarding can be configured for each SLA line.
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The Advanced Settings for SLA# page is used to configure the unconditional or no answer call forwarding for each When the forwarding is
enabled, all incoming calls to the corresponding SLA line will be redirected to the defined destination. If the call forwarding is activated, the
programmable key assigned to the corresponding SLA line will remain in the ON state until the call is disconnected.

The following ways of Call Forwarding are available for the SLA lines:

Unconditional - all incoming calls to the corresponding SLA line will be forwarded to the specified destinations.

No Answer - incoming calls will be forwarded to the specified destinations if the corresponding SLA line is not answered within 20 seconds.
The Enable Service checkbox selection on the related page activates corresponding call forwarding service on the current SLA line.
Attention: The following rules are applicable to all call forwarding

types:

° PSTN destinations (with PSTN or Auto call type) have priority Main _Systom Users Telephony Intemet Upiink  Network @epygl
in Forward to list. If there are different destinations in the ThikraR
Forward to list, the call will be forwarded to PSTN destination Advanced Settings for SLA1
(in the same time any available SIP or PBX destinations will
receive a short ring). If the PSTN destination was not Unconditional Call Forwarding | []Enable Serice )
successful, the next PSTN destination will be dialed, otherwise Nomnswercateonng | SISO A 8 DO e Ty
if there are no more PSTN destinations in the table, the call will Hold Muslc Selings = :ﬂ;m P‘::z"ﬁ‘ =
be forwarded to any available SIP and PBX destinations
simultaneously. 00 | Enabled PETH- 580742

L4 If there are multiple entries with any combination of PBX or SIP
call types, then all destinations will ring simultaneously and the R e el it
call will be established with the destination that will pick up the
call the first.

Fig. 11-182: Advanced Settings for SLA# page

L Unconditional Call Forwarding service has higher priority versus to other forwarding types, i.e. when Unconditional Call Forwarding is enabled,
No Answer Forwarding services will not work even if they are enabled.

The table displayed in each page of Call Forwarding configuration lists the destinations where incoming calls addressed to the corresponding SLA

line will be forwarded.

Enable/Disable functional button is used to enable/disable the corresponding forwarding destinations. This is helpful to avoid removing forwarding

destination(s) if they are not applicable at the moment.

Add opens an Add Entry page where a new forwarding destination Tn| St Moo i | GOmEmE | e @ep\foj
may be specified by its Call Type (PBX, SIP, PSTN or Auto) and : Lo
depending on this call type, by its extension number, SIP address or

PSTN number in the Forward to text field. Only a SIP registration Forwarding List - Add Entry

username can be inserted here to forward calls to the user registered

at the same SIP server as the current extension is registered at, i.e. if CallTme  |PBX 1

the SIP server hostname is left empty, the system will automatically Fomard T 125
set the current extension's registration server hostname. The
extension number should be inserted in the Forward to text field for

the PBX call type. The PSTN number length depends on the area Flaase chask vl perdind evens!
code and phone number. When Auto is selected as a Call Type, | comianti:2003:2012 Epyai Teshnologies. Lta. Al ights resenved
routing pattern will be considered here and parsed through Call

Routing table. Fig. 11-183: Advanced Settings for SLA# page

Please Note: System allows you to forward incoming calls to the Quadro PSTN lines, thus giving callers a possibility to make calls through remote
Quadro's PSTN lines. To do so, select PSTN from the Call Type drop down list and type pstn (capital and lower case letters allowed) in the
Forward to text field. Caller will connect to the available PSTN line, get the dial tone and be free to dial the PSTN number.

The Hold Music Settings are used to define the music that will be played when being on hold or putting a remote party on hold. To specify this
music the following checkboxes and text fields are available:

Send Hold Music to Remote IP Party enables the specified music for sending to a remote IP party whenever it is on hold and waiting. If this
checkbox is disabled, Quadro will not send any hold music to the remote IP party. The remote IP party will then hear their own hold music, or
something similar, if configured. The hold music is always sent to PBX and PSTN destinations independent on the configuration of this option.

The Listen Hold Music drop down list specifies the music current user will hear when being on hold. It offers the following options:

° Off -ho mUSiC WI” be played Main  System Users  Telephiony Wit et Uik pree— (-‘:“P_\']—’,i
®  Own Music - the current user will define the music that will T
be played to them self while being on hold. Advanced Settings for SLA1
° Remote Party's Music - the current user will hear the “‘””‘ L"‘;H“;M' o to 1 party
remote party's hold music, if enabled, and sent by remote en o en Mene ©
party. ©Fie ] frustone defaull Hold Music fie
The manipulation radio buttons group allows you to select the way st e Ho M e [Eccncre ]
custom hold music will be provided. © RTP cnansl | choose Channel | %
®  File selection is used to upload the hold music file. The [ | [ Ba ] [T

following options are available under this selection:

Restore Default Hold Music File enables the default
music. If the checkbox is selected, the text field Upload Fig. 11-184: Advanced Settings for SLA# page
New Hold Music File will be disabled.

259 Chetk rour pendl
Capysight (€) 2000-2012 oval Tas
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Upload New Hold Music File text field can be used to type the path where hold music file is located. If hold music file is browsed with the
help of file-chooser, this field displays the path of the browsed file. Browse button is used to browse for the hold music file.

The music file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading the file
and display the warning message "Invalid audio file or format is not supported”. The system will refuse uploading also if there is not
enough memory available for the corresponding extension and will then announce "You do not have enough space".

Note: It is recommended to use a piece of music not longer than one minute in order to leave enough space for user defined messages

and voice mails.

The Download Hold Music File link appears only if a file has been uploaded recently. It downloads the audio file to the PC and opens a

window where the saving location can be specified.

e RTP Channel selection is used to define the channel for the broadcast streaming. The RTP channels are created by the system
administrator. Therefore if you are experiencing problems with using the RTP channels as hold music, or no RTP channels are available to
select on this page, turn to your system administrator for clarification.

Key System Advanced Configuration

The Key System Emulation - Advanced Configuration page is used to enable/disable the blind transfer service from SLA lines to extensions or

their voice mailboxes.

The page consists of the following settings:

® The Enable blind transfer to VM checkbox indicates whether a
call received to an SLA can be blind transferred to extensions’
voice mailboxes. Selecting the checkbox will enable the blind
transfer functionality and will require a prefix (digits only) that
should precede the calls to voice mailboxes. To call a voice
mailbox, the user should dial the specified prefix followed by the
extension number.

® The Enable blind transfer to extension checkbox indicates
whether a call received to an SLA can be blind transferred to
extensions. Selecting the checkbox will enable the blind transfer
functionality to extensions. You may optionally specify a prefix
that should precede the calls to extensions. Specifying a prefix is
mandatory if the extension numbers have the same length as the
SIP usernames on the SIP server on which the SLA is registered.

Main System Users  Telephony Internet Uplink Network

@-pysi

quadre
Key System Emulation - Advanced Configuration

[¥] Enable blind transfer ta WM

Prefix |77

Enable blind transfer to extension

Prefix

Copyright () 20032008 Epvai Technoloaies, Ltd. Al rights resenred.

Fig. 11-185: Key System Emulation - Advanced Configuration page

Please Note: If the Enable blind transfer extension checkbox is disabled, all calls initiated from SLAs are routed to the SIP server on which
the SLA is registered (if any). If the checkbox is enabled but no prefix is specified, outgoing calls will be routed to the SIP server only if the
number of dialed digits does not match the extension length specified on the system.

RTP Streaming Channels

The RTP Streaming Channels page is used to configure channels
where the broadcast RTP streams are transmitted. These channels
may be then configured to be used as hold music (see Manual Il —
Extension User's Guide) or any other type of music played to the
caller.

The RTP Streaming Channels page consists of a table where RTP
channels are listed.

Add opens the Add Entry page where a new RTP channel can be
added.

The Add Entry page includes the following text fields:

The RTP Channel Name text field requires the name or the number of
the RTP channel.

The Port Number text field requires the broadcasting RTP port
number.

The Description text field requires optional information related to the
RTP streaming channel.

Maln  Systemn  Ussrs  Talaphony Isrnat Uphink Matwark @ cpygl
quadis

RTP Streaming Channels

Addd Edit Da

1| 7ooo Foon Foon

[ | 7500 rs00 e it

Back Help

Elogse enock vour pernding evenist

Copyiight () 2003-2011 Cpyal Tashnalzales, Lid, A1 ights resancad,

Fig. 11-186: RTP Streaming Channel page
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Main System Users  Telephony Internet Uplink Network

RTP Streaming Channels - Add Entry

RTP Channel Mame 7500
Fart Mumber 7a00

Description Hald Music Channel

Please checkyour pending events!
Copyright (£ 20032011 Epwai Teshnalogies Ltd Al rights resened

Fig. 11-187: RTP Streaming Channel — Add Entry page
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Class of Service

The current implementation of Class of Service (CoS) on Quadro is used to define the permissions that PBX extensions will have when using call
routing rules to make a call.

The Class of Service feature provides the ability to set restrictions on the call routing rules for each extension. The Class of Service functionality
allows to permit or deny the attempt of extensions to use certain types of call routing rules.

Suppose you want for a certain group of PBX extensions to deny the right to make international calls, but allow them to make local and long distance
calls and for another group of PBX extensions give a permission to make international calls only.

Class of Service allows to specify which extensions can use which routing rules to make a call.

For example, if an extension is not assigned to a certain class of service and an attempt is made to place a call from that extension using routing rule
with the Class of Service enabled, then “Number dialed does not exist” message will be played to the caller.

The permissions for a group of PBX extensions can be changed easily by modifying the CoS variable for each PBX extension.

On Quadro the defined CoS variables are associated with PBX extensions and call routing rules in the Call Routing Table.

In order to configure CoS feature, follow the steps below:
e  Atfirst assign the specified CoS(s) to a certain routing rule(s).

e  Assign the specified CoS(s) to the PBX extension(s).

If there is no CoS assigned to the call routing rule, that rule will be generally available for any PBX extension whether it is attached to a CoS or not.

Please Note: If the Enable Class of Service option is disabled, call routing rule(s) that are assigned to a certain CoS(s) will be available for any
PBX extension, if there are no any other filtering limitations.

The Class of Service page offers the following components: | B | T || o | e @ epygl-
Enable Class of Service checkbox is used to enable the Class of
Service functionality on the Quadro and consists of the following Class of Services

components:

) Go to Extensions Management
Add opens the Class of Services - Add Entry page where a new

class of service can be created.

Go to Conferences Management
Go to Call Routing Table

Edit opens the Class of Services - Edit Entry page where the
selected class of service's settings can be modified. This page

#| Enable Class of Service

includes the same components as the Class of Services - Add e
Entry page does. — e
for SIP rule (88*%)
Delete removes the selected class of services. If no records are for PSTN rule (554
selected an error message occurs.
Select all selects all entries of the table. SR St LT

Please check your pending events!
Copyright (C) 2002-2012 E

gi Technologies, Ltd. All rights reserved.

Inverse Selection inverses the current selection (if no records are
selected, clicking on inverse selection will select all records).

Fig. 11-188: Class of Services page

The Go to Extensions Management link leads to the Extensions Management page where the extensions can be assigned to use certain class of
service.

The Go to Call Routing Table link leads to the Call Routing Table page where the call routing rules can be assigned to a certain class of service.

The Class of Service — Add Entry page is used to create a new Class of Service and contains the following components:

B ot ey i G W @ cpysi-

e Nametext field indicates the name of the class of service. SRR A
This name will be visible in the Extensions Management —
Class of Service Settings page and in the Call Routing
Wizard when assigning the classes for the extensions.

tion  for calls 1o PETH

B Hain

e  Description text field requires optional information about the
Class of Service.

Fig. 1I-189: Class of Services - Add Entry page
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Internet Uplink Menu

Main  System Users  Telephony Internet Uplink Netwiork @epygl I nte m et U pl in k 4 @ ep \-"g]
quadro 4

FPRIPPTP Settings quadie
Retresh in 21 seconds!
WP Configuration

* Systern
QuadrodL Management | oyramic D3 Sefings et e
Firesall NAT

Active Calls TR e Telephony _
105 Log * |nternet Lplink _

: PPP/PPTE Settings
WP Configuration
Dynamic DNS Settings
Firewall f MAT
Filtering Rules
DS Log
Metnwork
Install Checlklist
Feature Codes
Help
Logout

Please checkyour pending events|

Call Start Time | Call Duration | Calling F

No items in list,

Boot loader:
Firwvare Version: 5.2.538/Release

o 00000

Users currently logged in:
- adwin from 192.168.70.26, expires 13:55
Internet connection status: static IP

Pleage check your pending events!
Copyright (C)2003-2011 Epyai Technologies, Ltd. All rights resenved.

Fig. 11-190: Internet Uplink menu in Dynamo theme

Home Logout
Copyright 20032-2011 Epwgi Technologies, Lid. All rights reserced.

Fig. 11-191: Internet Uplink menu in Plain theme

PPP/ PPTP Settings

The PPP/PPTP Settings page is used to establish a connection over the DSL link, or any other type of uplink, to the ISP. A connection is needed to
set up and make or receive calls through PPP over Ethernet. The connection may be configured for manual setup or always up. Once a connection
has been established between the Quadro and the provider, Quadro users will be able to make and receive calls at any time.

The PPP/PPTP Settings page offers the following components:

The Advanced PPP Settings link refers to the same named page where certain parts of the negotiation process during connection establishment can
be adjusted. This link is not available when accessing this page through the Internet Configuration Wizard.

The PPTP Server text fields are only enabled when Quadro is running with the PPTP interface and require the IP address of the PPTP server.

The Encryption drop down list is only enabled when Quadro is running with the PPTP interface and it is used to select the encryption for the traffic
over the PPTP interface.

Authentication Settings require the Username and Password used for the authentication on the ISP server.

Dial Behavior radio buttons enables the following selections: @l‘
Mam Sywem Users  Teephory  Wiovret Uplik  Metwark |J}I__‘|
° Dial Manually - if this radio button is activated, a button will e
be displayed in the main management window that serves PPP | PPTP Settings

to switch the Internet connection on/off. When accessing ' '
the Internet, every station of the connected LAN has to

connect to Quadro first.
e  Always connected - Quadro stays in the always connected
mode. This will allow always being online in the network.
IP Address Assignment radio buttons are used to define the IP . ®
address assignment for the PPP interface with the following options: g -
° Dynamic IP Address —the IP address to the PPP interface
will be assigned dynamically by the DHCP server.
. Fixed IP Address — the fixed user defined IP address will
be assigned to the PPP interface.

The Keep Connection alive checkbox enables keeping the
connection alive by sending control packets dedicated for the link
state verification.

w [ b e [P

Fig. 11-192: PPP Dial Settings page
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Advanced PPP Settings

The Advanced PPP Settings are used to enable/disable certain parts of the negotiation process during connection establishment. These settings
are available only if Quadro has a PPPoE WAN interface.

Attention: Disabling any of the services below may cause problems when establishing a connection including the complete connection failure. The
default settings should be changed only if the ISP (Internet Service Provider) specifically requires it or if the peer system has problems with one of
the services listed below. More information about these services can be found at: http://www.protocols.com/pbook/ppp.htm.

The Advanced PPP Settings page offers the following group of checkboxes:

Enable automatic PPP restart at checkbox is used to select the time when the PPP connection will automatically be restarted. The checkbox
selection enables LCP echo failures text field that indicates the number of the LCP echo failure packets received before the PPP connection will be
considered as dead and will be restarted.

Disable CCP (Compression Control Protocol) negotiation - this
option should only be selected if the peer system is not working [T e | oD | CLommher: | R @epygi
properly. For example, if it is not accepting the requests from the ThicroR
PPPD (Point-to-Point Daemon) for CCP negotiation.
Advanced PPP Settings
Disable magic number negotiation - with this option, PPPD cannot
detect a looped-back line. This option should only be selected if the
peer is not working properly.

Enahble autornatic PPP restart at

Disable protocol field compression negotiation in both the receive LGP echo failures:

and the transmit direction — with this option, no protocol field Be careful by changing any of hese swiches

compression will take place. Options:

Disable Van Jacobson style TCP/IP header compression in both Bisasle CGF (Compression Gortrl Profocal) negotiation

the transmit and the receive direction — with this option, no Disable magic number negotiation

negotiation of TCP/IP header compression will take place and the Disable protocol field compression negotiation in both the receive and the fransmit direction
header WI” always be sent uncompressed. Dizable Yan Jacobson stvle TCPIP header compression in bath the transmit and the receive direction.
Disable the connection-ID compression option in Van Jacobson Disable the connection-ID compression option in Yan Jacobson style TCRIP header compression.
style TCP/IP header compression - with this option, PPPD will not Disable ihe IPXGP and IPX protocals

compress the connection-ID byte from Van Jacobson and will not ask
the peer to do so. Please checkyour pending events!

Copyright (C) 2003-2012 Epyai Technalogies, Ltd. All rights reserved.
Disable the IPXCP and IPX protocols - this option should only be
selected if the peer is not working properly and cannot handle requests
from PPPD for IPXCP negotiation.

Fig. 11-193: Advanced PPP Settings page

VPN Configuration

A VPN (Virtual Private Network) is established to connect two local networks (intranets) securely over the Internet securely. The VPN routers
manage authentication between servers and clients and handle data encryption for the connection. Only authorized users may access the network
and the data exchange cannot be intercepted.

VPN connections are, in many ways, like every Internet connection, they are based on IP addresses, which means, the concerned VPN gateways
must authenticate the IP addresses of their respective partner's VPN gateways. Each time a specific VPN is to be established, usually the same IP
addresses are expected. This will not create problems if both VPN partners have fixed WAN IP addresses. There may be circumstances reasons to
prefer dynamically allocated IP addresses. To enable devices that use a variable IP address as part of a VPN, they are turned into “Road Warriors”.
For example, at this point they are able to reach their corporate network via authentication at the company's VPN gateway device. This VPN gateway
device must have a fixed IP address for Internet access. Every VPN needs at least one VPN gateway with a fixed IP address.

The partner devices of a VPN must have different WAN IP addresses, and if they are connected to local area networks, these LAN’s must have
different IP addresses. As all Quadro devices have the same default IP addresses on delivery, at least one of them must be reconfigured in order to
set a new IP address.

Quadro supports several kinds of VPN connections such as IPSec, L2TP and PPTP.

The VPN Configuration page offers IPSec Configuration and Wain System Usats  Telpbo el Uik Wetnark (bvp\_’,'.:l
PPTP/L2TP Configuration links that lead to the corresponding feature '
settings pages. VPN Configuration

Attention: It is strongly recommended not to run different types of
VPN tunnels between the same endpoints simultaneously.

Back Hitw |

Fig. 11-194: VPN Configuration page

An IPSec connection includes authentication and encryption to protect data integrity and confidentiality. VPNs are “virtual” in the sense that
individuals can use the public Internet as a means of securely accessing an internal network. Once the IPSec connection is established, users have
access to the same network resources, addresses, and so forth as if they were connected locally. VPNs are “private” because the data is encrypted
between two VPN gateways. Encryption makes it very difficult for anyone to intercept data and capture sensitive information such as passwords. The
Quadro can be set up to act as a VPN router when connected to the Internet with a fixed IP address or as an IPSec connection Road Warrior when
using dynamic IP addresses.
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Establishing an IPSec connection normally requires the functionality of a VPN gateway on each side of the communication line. An intelligent Internet
access router, for example Quadro, delivers this function but also PCs or workstations may also be equipped with VPN gateway functionality. Home
offices typically prefer dynamically allocated IP addresses.

When Quadro is connected to the Internet with a fixed IP address, it will be set up to act as a VPN gateway. Quadro is then prepared to establish an
IPSec connection with another VPN gateway device, but also allows access to Road Warriors. A notebook /laptop used by a traveling employee
could also be a Road Warrior. Access to their company’s intranet via an IPSec connection can be obtained regardless of their location.

Quadro can also be set up to act as a Road Warrior. If a home office is connected to the Internet via Quadro with PPPoE (Point-to-Point Protocol)
and dynamic IP addressing, setting up Quadro as a Road Warrior will allow an IPSec connection to the corporate network.

For the encryption and decryption of the data transmitted via the IPSec connection, a key is used. RSA used by Quadro is an asymmetric key
system. It has to be available on both sides of the IPSec connection and will generate a different pair of keys on each side, a private key and a public
key. During the connection establishment, some data is encrypted with the remote party’s public key. They can be decrypting the data with their
private key and the data encrypted there with Quadro’s public key can be decrypted with Quadro’s private key. Since the private key is never
transmitted, it stays completely unknown to everyone, thus the system remains safe. Even if someone gets the public key, decryption cannot be
possible without the private key. Quadro generates such a pair of keys automatically when it is set up. The user cannot see the private key, but must
know the public key because their IPSec connection partner will need it.

Please Note: A pair of keys will always be generated, a public one and a private one. The previously generated pair of keys will become invalid as
well as all existing IPSec connections that use RSA keying.

The IPSec Configuration link refers to the page where IPSec connections can be created and managed.
The IPSec Configuration page consists of two sub-pages: Connection and RSA Key Management.

The Connection sub-page provides an overview of all existing IPSec connections characterized by their Connection Name, the Remote Gateway
(the IP address or the hostname of the IPSec connection partner), the State of the IPSec connection (Stopped, Connecting, Activated, Waiting or
Connected) and the dedicated Keying Type (the encryption type). The content of the table can be sorted in ascending or descending order by
clicking on the header of the respective column. There is a checkbox for every IPSec connection to select it for further editing.

Start activates the connection establishment of the selected IPSec Qo
connection. The State of the IPSec connection will change into S ey mean e !
“Connected” or “Activated” depending on the IPSec connection type. If
no record is selected, the error message “One Record should be
selected” appears.

[PSe: Configuration

Attention: It is not recommended to simultaneously start a static and a in bl
dynamic connection configured to use the same secret key. A dynamic
connection may capture the static connection peer and vice versa,

depending on which connection established first. 0k

Stop disconnects the selected IPSec connection. The state of the
IPSec connection will change into “Stopped”. If no record is selected, e
the error message “One Record should be selected” will appear. More
than one record may be selected at a time to be stopped.

Fig. 11-195: IPSec Connection Settings page

Add leads to the Add IPSec Connection wizard where a new IPSec connection can be defined and specified. The wizard provides several pages.

Edit leads to a set of IPSec Connection Properties pages to modify the parameters of the selected IPSec connection. The page includes the same
components as the Add IPSec Connection page. To operate with Edit, only one record may be selected, otherwise an error message “One row
must be selected” appears.

Restart all Connections restarts all active IPSec connections. The State of these IPSec connections will turn into Connected or Activated if the
restart procedure has been successfully completed.

The first IPSec Connection Wizard page Add IPSec Connection has the Connection Name text field that requires a new mandatory IPSec
connection name. If the text field is not filled in, the error message otherwise an error will occur “Error: Incorrect connection name” will appear.

Please Note: The input in the Connection Name field should only be in Latin characters, otherwise an error occurs and IPSec connection cannot be
created.
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The Peer type drop down list is used to choose the remote machine
type for the IPSec Connection to be established. If the list does not
include the required type of machine, choose Other.

The VPN Network Topology drop down list allows you to select the

Han S s Debey Wiyt R

IPSec Configurasion Wizard

@2

e

PSas Centiguratien Witard - Rdd Comnacbon

location of the peers participating to the VPN connection. The following
options are present in the list:

® Quadro<>Peer — direct connection between Quadro and a peer.

® Quadro<>[Internet]<>Peer — connection between Quadro and
peer over Internet.

® Quadro<>NAT<>[Internet]<>Peer — connection between Quadro
and peer over Internet through Quadro provider's NAT.

® Quadro<>[Internet]<>NAT<>Peer — connection between Quadro
and peer over Internet through peer provider's NAT.

Fig. 11-196: IPSec Connection Wizard - Add IPSec Connection

The second page of the IPSec Connection Wizard, IPSec Connection
Properties serves to specify the members of the IPSec Connection
and to set the basic parameters for encryption.

M Sl s Tegiey  Wslped bl

IPsec Confiquration Wizard

A group of radio buttons are used with Dynamic IP/Road Warrior and
Static IP/ Remote Gateway to select if the remote Quadro (or another
VPN gateway device) is connected to the Internet with a dynamic IP
address and is acting as a Road Warrior, or is connected to the
Internet with a fixed IP address and is acting as a VPN Gateway.

Ple: Kejing Praparties - HewlPH

et Koy Fochmge #F)
Bt TeleCES 8

Ak

If Dynamic IP / RoadWarrior is selected, the Remote Gateway IP OFe ek enp [ 21Tl
Address text field will automatically generate the value “any”, to allow

access independent from the sending IP address.

Focapabed Secaiy Pl 57}
Bt Tip[53

wekem WS ¥
Selecting Static IP / Remote Gateway requires entering the IP
address or the hostname of the remote Quadro (or another VPN
gateway device) in the Remote Gateway text field.

Please Note: The Static IP/ Remote Gateway selection is not
possible if this Gateway is positioned behind NAT, since the IP-
address of the remote gateway is not reachable directly in this case.

DI ooy raoget L3 ety et

Fig. 11-197: IPSec Connection Wizard -IPSec Connection Properties

Quadro <> Remote Gateway allows access from the local Quadro to the remote VPN gateway (local subnet and remote subnet are not included).
This includes management access. The checkbox is disabled when “Quadro<>NAT<>[Internet]<>Peer” or “Quadro<>[Internet]<>NAT<>Peer” is
selected from the VPN Network Topology drop down list on the first page of the IPSec Connection Wizard.

Local Subnet <> Remote Gateway allows access from all stations connected to the local network to the remote VPN gateway device (local Quadro
and remote subnet are not included). The checkbox is disabled when “Quadro<>[Internet]l<>NAT<>Peer” is selected from the VPN Network
Topology drop down list on the first page of the IPSec Connection Wizard.

Quadro <> Remote Subnet allows access from the local Quadro to all stations of the remote LAN (local subnet and remote VPN gateway devices
are not included). The checkbox is disabled when “Quadro<>NAT<>[Internet]<>Peer” is selected from the VPN Network Topology drop down list on
the first page of the IPSec Connection Wizard.

Local Subnet <> Remote Subnet allows access from all stations of the local network to all stations of the remote LAN (VPN gateway devices are
not included). In this case, the local and remote subnet IP addresses and subnet masks have to be entered in the corresponding text fields Local
Subnet IP and Remote Subnet IP.

More than one of the above checkboxes may be selected to specify the desired communication relations.

The Stop Connection if not successful checkbox allows you to stop the IPSec connection attempts if the partner is still unreachable after the
timeout period. If the checkbox is not selected, the system will continue to try to reach the IPSec connection partner.

The Internet Key Exchange (IKE) and Encapsulated Security payload (ESP) parameters are used to define the security of your VPN tunnel. The
Internet Key Exchange (IKE) parameters group is used to select the Encryption, Authentication and Diffie-Helman Group. The Encapsulated
Security payload (ESP) parameters group is used to select the Encryption and Authentication.

The Encryption drop down list offers the following standards for selection:

. Triple DES uses three DES encryptions on a single data block with three different keys to achieve a higher security than is available
from a single DES pass (block cipher algorithm with 64-bit blocks and a 56-bit key).

e  AES 128 bit cryptography scheme is a symmetric block cipher, which encrypts and decrypts 128-bit blocks of data.

e  AES 192 bit cryptography scheme is a symmetric block cipher, which encrypts and decrypts 192-bit blocks of data.
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e  AES 256 bit cryptography scheme is a symmetric block cipher, which encrypts and decrypts 256-bit blocks of data.

The area Authentication offers the following parameters to be selected:

° SHA (Secure Hash Algorithm) is a strong digest algorithm proposed by the US NIST (National Institute of Standards and Technology)
agency as a standard digest algorithm and is used in the Digital Signature standard, FIPS number 186 from NIST. SHA is an improved
variant of MD4 producing a 160-bit hash. SHA and MD5 are the message digest algorithms available in IPSEC.

° MD5 (Message Digest) is a hash algorithm that makes a checksum over the messages. The checksum is sent with the data and
enables the receiver to notice whether the data has been altered.

The Diffie-Hellman parameter is used to determine the length of the base prime numbers used during the key exchange process. The cryptographic
strength of any key derived depends, in part, on the strength of the Diffie-Hellman group, which is based upon the prime numbers. The higher is the
group bhit rate, the better is encryption. If mismatched groups are specified on each peer, negotiation fails.

The third page of the IPSec Connection wizard, Automatic Keying, is used to setup a type of password (Shared Secret) or the RSA public key to
secure your IPSec Connection. The functionality of Perfect Forward Secrecy (PFS) can be added to both. Following ways of automatic keying are
available.

° Shared Secret is a type of password consisting of any characters that both of the IPSec Connection partners must know. The
authentication will be done with this shared secret. All encryption functions below will remain concealed.

Please Note: It is also not recommended to start multiple road warrior connections with the Shared Secret automatic keying selected.
For multiple road warriors to be started at the same time, it is recommended to use RSA keying with Local ID and Remote ID fields
configured.

° RSA requires the public RSA key of your IPSec Connection partner.

Please Note: System prevents to start a connection with Shared Secret automatic keying selected if there is already a connection with RSA
automatic keying started, and vice versa.

The Local ID requires an IP address, Quadro FQDN (Fully Qualified Domain Name) that is resolved to an IP address, or any @-ed string that is
used in the same way.

Remote ID also requires an IP address, the IPSec Connection partner's FQDN (Fully Qualified Domain Name) that is resolved to an IP address, or
any @-ed string that is used in the same way.

The Local ID and Remote ID text fields may have the values in one of - @
the formats presented below: e iy — o
® |P address — example: 10.1.19.32. PSs Contgralon Wi
® Host name - example: vpn.epygi.com. This form requires i

additional resources to resolve the host name, therefore it is not
recommended to use this format.

® @FQDN — example: @vpn.epygi.com. This form is considered as
a string, and is not being resolved. It is recommended to use this
form for most applications.

® user@FQDN - example: quadro@vpn.epygi.com. This form is Fmer
also considered as a string, and is not being resolved. It has no
advantages over the previous form.

Fig. 11-198: IPSec Connection Wizard - Automatic Keying Settings page

Please Note: The Local ID and Remote ID values are mandatory for RSA selection and are optional for Shared Secret selection. However, it is
recommended to define the Local ID and Remote ID values for multiple road-warrior connections.

PFS (Perfect Forward Secrecy) is a procedure of system key exchange, which uses a long-term key and generates short-term keys as is required.
Thus, an attacker who acquires the long-term key can neither read previous messages that they may have captured nor read future ones.

Use IPSec Compression enables IPSec data compression. This option is displayed only if the IPSec-VPN partner supports it.

The RSA Key Management sub-page is used to see the current RSA key and to generate a new one. This page contains the following components:
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The public key is displayed in the RSA Public Key text field so that
the user may inform their IPSec connection partner about it, for B Vot by M
example, via fax.

The user has the option of generating a new pair of keys by specifying | T coeigalin

the key length with the corresponding radio buttons Generate a new Lt Bl Rt

1024bit RSA Key and Generate a new 2048bit RSA Key and then S R
clicking the Generate Button. T ———

A valid RSA key should fit to following requirements: E1

° RSA key doesn't start with "0s"

o DeeTE R

. RSA key doesn't end with "==" 0 et 1 s

° RSA key contains symbols other than Alphanum, +, /, = fi

Xk Hip

The Email this to the peer text field requires the mailing address of
the IPSec connection partner. The Send button will insert Quadro’s

i
i

public RSA key into an e-mail and send it to the IPSec connection

Fig. 11-199: IPSec Connection Wizard - IPSec Connection RSA Key Settings page
partner.

PPTP (Point-to-Point Tunneling Protocol) is used to establish a virtual private network (VPN) over the Internet. Remote users can access their
corporate networks via any ISP that supports PPTP on its servers. PPTP encapsulates any type of network protocol (IP, IPX, etc.) and transports it
over IP. Therefore, if IP is the original protocol, IP packets ride as encrypted messages inside PPTP packets running over IP. PPTP is based on
point-to-point protocol (PPP) and the Generic Routing Encapsulation (GRE) protocol. Encryption is performed by Microsoft's Point-to-Point
Encryption (MPPE), which is based on RC4.

L2TP (Layer 2 Tunneling Protocol) is a protocol from the IETF, which allows a PPP session to run over the Internet, an ATM, or frame relay network.
L2TP does not include encryption (as does PPTP), but defaults to using IPSec in order to provide virtual private network (VPN) connections from
remote users to the corporate LAN. Derived from Microsoft's Point-to-Point Tunneling Protocol (PPTP) and Cisco's Layer 2 Forwarding (L2F)
technology, L2TP encapsulates PPP frames into IP packets either at the remote user's PC or at an ISP that has an L2TP remote access
concentrator (LAC). The LAC transmits the L2TP packets over the network to the L2TP network server (LNS) at the corporate side. Large carriers
also may use L2TP to offer remote POPs to smaller ISPs. Users at the remote locations dial into the modem pool of an L2TP access concentrator,
which forwards the L2TP traffic over the Internet or private network to the L2TP servers at the ISP side, which then sends them on to the Internet.

For PPTP and L2TP Connections, two parties are required: a Client and a Server. The client is responsible for establishing the connection. The
server is waiting for clients, it is not able to initiate the connection itself.

Attention: L2TP tunnels have no data encryption mechanism.

The Host Name and a Password specify each side. The client should know the server’'s name and password (the Quadro server has no password)
and the server should set the client's host name and a password. The client and server settings have to match on both sides for successful
connection establishment.

Clients and Servers are identified by their hostnames, which means that only one client can be connected to the server in the same network. Servers
also define the range of IP addresses that are assigned to the Server and Client hosts participating in a connection.

The PPTP/L2TP Configuration link displays a page where a new PPTP and L2TP connection can be configured, as well as PPTP and L2TP server
settings can be adjusted. The page consists of 3 sub-pages.

characterized by their Connection Name, Type of the connection Min Spsen Uers  Telghony — lenret ik Nedwerk
(PPTP or L2TP), the Client/Server mode, the State of the connection
and the Remote Hostname IP (the IP address or the hostname of the
connection peer). The state of the PPTP and L2TP Connections,
except for the “Stopped” state, is established as a link that refers to
the page where logout information about the connection status is T R R e
displayed. Logs can be useful to determine problems on PPTP or e e
L2TP connections failure. =

The Connections page lists all existing connections are listed, @ .
epyel

PPTPIL2TP Configuration

Connections PFTP Sepver Condgurafans | ITP Server Conf

Cliend Sevver | Remmle Host P Salus

Add functional button leads to the PPTP/L2TP Connection Wizard
page, where a new connection can be established.

Please Note: After creating a PPTP server connection, PPTP
connections between devices placed on the Quadro LAN and external
devices will no longer be possible. The PPTP pass-through service for [ bak [
incoming and outgoing traffic will be automatically disallowed once a
PPTP server connection is created. PRSP R Tushohl M M et

Fig. 11-200: PPTP/L2TP Configuration page
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The PPTP/L2TP Connection Wizard consists of several pages and
allows you to create a new PPTP or L2TP connection.

The PPTP/L2TP Connection Wizard — Page 1 consists of the
following components:

Connection Name text field requires a connection identification
name. The name of the connection cannot start with a digit symbol,
however it can contain digits further in the name.

Connection Type drop down list allows to select the type of the
connection (PPTP or L2TP).

The PPTP/L2TP Connection Wizard — Page 2 consists of the
following components:

The Peer Name text field requires the connection peer name. If you
are about to create a client connection, then the server's name should
be defined here. If you are creating a server connection, then the
client's name should be defined here.

Please Note: When creating a connection with a Windows Server,
ensure that a user with the Quadro’s host name and Dial-in access
exists on the server. When creating a connection with a Windows
Client, ensure that the Peer name specified on this page matches the
Dial-in connection’s username.

Please Note: The input in the Peer Name field should only be in Latin
characters, otherwise an error occurs and no connection can be
created.

The Password text field requires the password for the connection
establishment.

Please Note: These authentication settings should be identically
configured on both peers for the successful connection establishment.

The manipulation radio buttons selection on this page allows you to
choose whether the new connection will be a client or a server. For
the Client radio button selection, no further details need to be
provided. For the Server radio button selection, the following
information needs to be provided:

For PPTP connection, the PPTP Server text field requires an IP
address or a host name of the PPTP server. For L2TP connection, the
L2TP Server text fields require an IP address of the L2TP server.

The Authentication manipulation radio buttons are only present if the
Connection Type selected on the previous page is PPTP. They are
used to select the corresponding authentication protocol by which the
client communicates with the server. The MSCHAPv2 selection
enables the Encryption drop down list where the encryption method
can be selected.

Mam System Users  Telphowy  WlemelUpink  Betwonk @.l'[}.‘;'f_‘,!
PPTPILZTP Connection Wizard
Add PPTPILITF Connection
& [MyConmecson
FFTP
et Hep

Fig. 11-201: PPTP/L2TP Connection Wizard — Page 1
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Fig. 11-202: PPTP/L2TP Connection Wizard for PPTP connection— Page 2

Mam  System  Users  Telephony Internet Upbnk Network @t‘[)\lg)l
PPTP/L2ZTP Connection Wizard
LZTP Connection Properties - LZTPConnection
Peer Name  Duadeoid
Pasgword  sees
Q| ser
@ | client
L2TP Senver | 192 168 L 235 IP-Clipbard
[CPreviess nish Comcn [_hee

Fig. 11-203: PPTP/L2TP Connection Wizard for L2TP connection— Page 2

The Start functional button initiates the selected connection(s). If it is a client connection, then this button initiates a client activity of reaching the
server. The Start option is applicable for multiple connections selected at the same time.

The Stop functional button is used to stop the selected connection(s). Stopping the server connection will disconnect all connected clients and close
the PPTP/L2TP tunnel. The Stop option is applicable for multiple connections selected at the same time.
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The PPTP Server Configuration page is used to configure the PPTP
server settings and offers the following components:

The PPTP Subnet text fields are used to enter the IP address range
for the PPTP server and clients within the PPTP tunnel. The value
specified for the subnet mask is fixed to 24 to restrict the possible
number of clients for the PPTP connection.

Please Note: The first address specified in the PPTP Subnet will be
assigned to the PPTP server; others will be assigned to the clients.
The PPTP server subnet should be different from the L2TP server
subnet, otherwise a corresponding error message will appear.

The Authentication manipulation radio buttons are used to select the
corresponding authentication protocol by which the client
communicates with the server. The MSCHAPV2 selection enables
Encryption drop down list where the encryption method can be
selected.

The L2TP Server Configuration page is used to configure the L2TP
server settings and provides the following input options:

The L2TP Subnet text fields are used to enter the IP address range
for the L2TP server and clients within the L2TP tunnel. The value
specified for the subnet mask is fixed to 24 to restrict the possible
number of clients for the L2TP connection.

Please Note: The first address specified in the L2TP Subnet will be
assigned to the L2TP server; others will be assigned to the clients.
The L2TP server subnet should be different from the PPTP server
subnet, otherwise a corresponding error message will appear.

To Specify an IPSec Connection
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Fig. 11-204: PPTP Server Configuration page
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Fig. 11-205: L2TPServer Configuration page

1. Pressthe Add button on the IPSec Connection Settings page. The IPSec Connection Wizard will appear in the browser window.

2. Select a VPN Peer Type and assign a name to the IPSec Connection. Press Next to go to the next page of the IPSec Connection wizard.

3. Enter the remote side IP parameters, check subnets/gateways for the connection, select the NAT traversal option (if needed), and the desired
keying type. Press Next to go to the next page of the IPSec Connection wizard.

4.  If the Automatic Keying type has been selected, enter the automatic keying parameters and select the PFS and IPSec compression options (if
needed). If the Manual Keying type has been selected enter the encryption and authentication keys and SPI(s).

5. To specify an IPSec connection with these parameters, press Finish. Press Cancel to abort the operation.

To Manage an RSA key for the IPSec Connection

1. Press the RSA Key Management button on the IPSec Connection Settings page. The IPSec Connection RSA Key will appear in the

browser window.

2. Select the RSA key length and press Generate to generate a new RSA public key. This may take several seconds.
3. Enter a destination e-mail address in the Email this key to peer text field, then press Send to send the new RSA public key.

To Delete/Stop/Start/Enable/Disable a VPN Connection

1. Select one or more checkboxes of the corresponding connections that should to be deleted/stopped/started from the Connections tables.

Press Select all to delete/stop/start all connections.

2. Click on the Delete/Stop/ Start button from the table’s menu to perform the corresponding operation for the selected VPN connection(s).
3.  If deleting, confirm it with pressing on Yes. The VPN connection will be deleted. To abort the deletion and keep the VPN connection in the list,

click No.

Dynamic DNS Settings

The Dynamic DNS (DynDNS) is a service that is used to map a dynamic IP address to a host name. This service is used if you are connected to the
Internet with a dynamic IP address (and PPP, DHCP client) and want to allow access from the Internet to a device behind the firewall. For example, if

you want to run your own WEB server.

To enable the DynDNS service on Quadro, you first have to choose a DynDNS provider and register at their website.
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The Dynamic DNS Settings page provides the following o . . @cpyyi
Components Man  System  Users Tedephony Tnbei e Uplinik. Hetwor k. K ‘-|..
The Enable Dynamic DNS checkbox selection enables the dynamic Dynamic DNS Settings

DNS service.

The User text field requires the username specified during the

registration at the DynDNS provider.

quaouser 01

The Password text field requires the password specified during the
registration at the DynDNS provider. Vaxtine bahwesn pdales: |1

The Max time between updates text field requires entering the
period between two updates (in hours). The values entered in these
fields should be greater than 24, otherwise the error message “Update
interval times smaller than 24 hours are too small” will appear.
Normally, whenever you set up a connection to the Internet, the
DynDNS is updated at least once in the period indicated in this field.

<L |dmans. el com

The Use predefined service radio button leads to the manual
configuration of the DynDNS service. The selection enables the
following optional settings: (e B e
The Service drop down list contains the provider list where the 200 s
administrator needs to select the one that it has been subscribed to. Fig. II-206: Dynamic DNS Settings page

The Host text field requires the name of the host on the Internet.

The TZO Connection Type text field is used for a special parameter required by the DynDNS provider TZO.

The DHS Cloak-Title text field is used for a special parameter required by the DynDNS provider DHS.

The Mail Exchange text field requires the address of the e-mail server where the DynDNS service provider will relay your e-mails.
Attention: If this service is used, ensure that there is port forwarding configured for SMTP (port 25) to the internal e-mail server.
The easyDNS Partner text field is used for a special parameter required by the DynDNS provider easyDNS.

Selecting the Create Custom HTTP GET Request radio button will switch to the custom settings of the DynDNS service. Normally, the DynDNS
provider uses HTTP get requests to map dynamic IP addresses to host names. If the HTTP receive request is known to you, choose the Create
Custom HTTP GET Request radio button and enter the appropriate value into the URL text field.

The selection enables the following optional settings:

The URL text field requires the complete request to be sent to the DynDNS server. Normally it has the following format:
http://www.server.domain:port/scriptpath/scriptname?paraml=valuel&param2=value2

The request modifies the nameserver database so that the hostname will be resolved to the new IP address.

The Basic Authentication checkbox enables the encoding of the username and password entered in the text fields above, and then uses the Basic
Authentication method to notify the provider about the user authentication settings.

Most of the DynDNS providers require an authentication for security. Authentication parameters can be provided in the URL text field to be used for
the HTTP get request. The Basic Authentication checkbox can be selected if no authentication parameters to be provided.

Firewall and NAT
The Firewall Configuration page allows setting up a firewall, configuring the security level and enabling the NAT and IDS services of Quadro.

A Firewall is a security service configured by the Quadro administrator based on various criteria. The firewall allows or blocks traffic based on
policies, services and/or IP addresses. The firewall has several levels of security policies (low, medium or high). The administrator may add
additional service-based rules. Filtering rules will take effect only if the Firewall has been enabled and are independent from the selected firewall
security level.

NAT (Network Address Translation) is used to allow Quadro LAN members to connect to the Internet using Quadro's WAN IP address. The
Quadro/NAT also handles forwarding incoming packets from the WAN to the PCs or devices on Quadro’s LAN.

The IDS (Intrusion Detection System) is a type of firewall, but together with deleting dangerous packets or packets containing intrusion attacks, IDS
generates a log file with information about these dropped packets and the senders responsible for those packets. The log can be viewed on the IDS
Log page and notifications about them can be sent to the user in various ways such as e-malil, flashing LED and display notification.

The Firewall Configuration page offers the following components:

The Enable IDS checkbox selection enables the Intrusion Detection System. The Enable NAT checkbox selection enables Network Address
Translation.

The Enable Firewall checkbox selection enables the firewall security service. The firewall security level has to be selected, otherwise the firewall
cannot be enabled.
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The Firewall Security radio buttons are the following: @epysi

® | ow Security - Everything that is not explicitly forbidden will be
allowed. This security level doesn't block anything by default. It is
recommended if the device is already located behind another
firewall or if every filter has been configured correctly.

Firewall Configuration

® Medium Security - Traffic originating from the LAN side may
pass and traffic from the WAN side will be blocked by default.
This is the recommended security level.

® High Security - Everything that is not explicitly allowed will be
blocked, including traffic from the LAN side.

The Advanced Firewall Settings link refers to the page where
Quadro’s privacy can be configured.

The View Filter Rules link opens the Filtering Rules page. o) (oo ) Fp

Fig. 11-207: Firewall and NAT Settings page
Advanced Firewall Settings

Advanced Firewall Settings are used to deny Ping and Portscanning operations addressed towards the device. With these features enabled,
Quadro will answer with inscrutable messages to the Ping and Portscanning operations.

Please Note: Operations are available only when the firewall is _ ©cpvsi
enabled from the Eirewall and NAT page. Man Systen Users  Tekphomy  bbeinedUpluk Metweek |l;. g

This page offers the following components: Advanced Firewall Configuration

The Ping Stealth checkbox selection prohibits a Ping operation
toward Quadro from its WAN.

The Fool Portscanner checkbox selection prohibits Quadro FE TR (e
portscanning from its WAN. As a reply to a Portscanning operation,
"network unreachable" or "host unreachable" feedback messages
will be sent.

Fig. 11-208: Advanced Firewall Settings page

Filtering Rules
The Filtering Rules page allows you to configure the filters for incoming and outgoing traffic.

To prevent inaccurate configuration, only one rule per service is allowed. The user may use IP groups to include several IP addresses for this rule.
Since the filtering rules specify the operation mode of the firewall, they only take effect if the firewall has been enabled (additionally NAT should be
enabled to use the Port Forwarding function in the Incoming Traffic / Port Forwarding filtering rules). The filtering rules are independent from the
security level, so they will work if enabled, no matter what security level has been selected.

Please Note: Applying firewall rules will prevent the establishment of new connections that violate the rules. Applying rules does not kill existing
connections that violate the rule.

Mo System Usses  Tebophomy  bfeanst Upliok  Metwerh @“p\'ql

View All displays all configured filters specified by their State
(enabled or disabled), the selected Service, the set Action (allowed
or blocked), the IP addresses the filters apply to (if Restricted) and
the destination of port forwarding (Redirect to, in case of Incoming View Filters for: Policy:
Traffic/Port Forwarding). Since it is read-only, no modifications are wan st

allowed and no functional buttons are available. a1

The Incoming Traffic/Port Forwarding filter is for incoming traffic.
The rules here allow or deny systems on the Internet to reach the
services of Quadro’s LAN. The NAT service should be enabled on the
Quadro to provide the possibility of Port Forwarding in the Incoming
Traffic/Port Forwarding filtering rules. The Port Forwarding function
will be unavailable if NAT is disabled on the Quadro. Packet Filter:

The Outgoing Traffic filter is for outgoing traffic. The rules here allow
or deny Quadro’s LAN users to reach external services.

Management Access is used to enable management access to the
Quadro from the Internet. A host on the Internet can be allowed to
reach the Quadro.

Call Control Access is used to enable the access from the call
controlling application from the Internet to the Quadro. The call [ (|
controlling applications can be used to remotely initiate and handle
calls on the Quadro and to subscribe for certain event notifications
from the Quadro.

Filtering Rules

I s S Actiim st I Fotmand 108 Desceition

Fig. 11-209: Filtering Rules page

SIP Access is to allow or deny the SIP access to or from the particular SIP servers, SIP hosts or a group of them. The SIP Access filtering rule may
prevent or allow incoming or outgoing SIP calls to or from specified SIP server(s) or host(s).
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When Blocked IP List is used, traffic from specific hosts may be blocked, no matter what services are opened in the other filters. No traffic will be
allowed to the specified hosts. The Blocked IP List service has a higher priority if the same host is also listed in the Allowed IP List table.

Allowed IP List allows trusted hosts to reach your network and vice versa. It is an exception to other rules and only all services may be allowed for a
single host.

Restricted IPSec - Generally hosts in a VPN are allowed to have access to any service, i.e., no traffic will be blocked. They are treated as if they
were part of the Quadro LAN. However, this service can be manually denied here.

The Filtering Rules page provides several links. Each link opens its specific parameters on the same page. Only Change Policy (see chapter
Firewall and NAT), Manage user Defined Services (see chapter Service Pool) and Manage IP Pool Groups (see chapter |P_Pool) lead to separate
pages. The Filtering Rules page also includes the currently selected firewall security (Policy) level and its description.

The table displayed on the bottom of this page shows the filters selected above, specified by their State (enabled or disabled), the selected Service,
the set Action (allowed or blocked), the IP addresses the filters apply to (if Restricted) and the destination of port forwarding (Redirect to, in case of
Incoming Traffic/Port Forwarding). With the exception of View All, the table offers the following functional buttons:

Enable is used to enable the rule. If no records are selected the error message “No record(s) selected” will appear.

Disable is used to disable the rule. If norecords are selected the error message “No record(s) selected” will appear.

Add opens a filter specific page where new rules may be defined by a Service, an Action, a Restriction to certain IP address(es) or IP groups, and
if adding a rule for Incoming Traffic/Port Forwarding, the destination IP address for Forwarding.

The page to add a rule for Incoming Traffic/Port Forwarding offers the following input options:
Service includes a list of possible services to be configured. All user-defined services also will be displayed in this list.
Action includes possible actions to setup the rule.

Forward to IP requires the destination IP address where traffic should be transferred to if it comes from the restricted host. The IP address defined
in this field will be ignored for blocked action of the Incoming Traffic/Port Forwarding rule.

Please Note: Itis not allowed to forward incoming packets when the NAT service is disabled on the Quadro.

Port Translation text field is available for “Allowed” action only and
optionally requires the port number that will stand instead of the original e e (s Ty | D e o e @f P
port number when incoming packet is being forwarded. If this field is left w
empl)(ty, the original port number will be used when forwarding the Add Filtering Rules - Incoming Traffic / Port Forwarding
packet.
Restriction radio buttons: "
Filter
® Selecting Any blocks or allows all host IP addresses. This — .
selection is not present for the Management Access, Blocked
and Allowed IP List rules. et ¥
18, 16
® Selecting Single IP will require the IP address of the allowed or -
blocked host. -
® Selecting IP/Mask will require the subnet to be allowed or blocked,
specified by an IP address and the Maskbits. The following are
Maskbit examples:
255.0.0.0=1/8,
255.255.0.0 = /186,
255.255.255.0 = /24, | ngueve. [Eokemicon
255.255.255.255= /32
® Single URL requires the hostname of the allowed or blocked host. e o T e o
® Group indicates the user-defined groups that include IP addresses (s ] [Cos ) Heip
that should to be allowed or blocked. e
The Description field is used to insert an optional description of the Fig. 1-210: Filtering Rules - Page to add a rule for Incoming Traffic
filtering rule.

To Add aFiltering Rule

1. Select the Filter link (Incoming Traffic/Port Forwarding, Outgoing Traffic, Management Access, SIP Access, Blocked IP List, Allowed IP List or
Restricting IPSec) to add a rule for it. The corresponding Filter table will appear in the same window.

2. Click Add on the Filtering Rules page. A page where a new rule may be added will appear in the browser window. The page will be named

corresponding to the selected filter.

Select a service name from the Service list to configure a rule for it. If the list has a default value, do not change the default values.

Select an action from the Action list that is used in the rule. If the list has a default value, do not change the default values.

Enter the IP address in the Forward to IP field if an Incoming Traffic Rule is to be added.

Choose the restriction type by selecting Any, Single IP, IP/Mask or Single URL and enter the required information in the text fields or select a

group.

Insert a Description, if needed.

8. To add a rule with these parameters, press Save.

o g s w

~N

To Delete Filtering Rules
1. Select the Filter link to delete a rule from its table. The appropriate Filter table will appear in the same window.
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2. Check one or more checkboxes of the corresponding rules that should be deleted from the rules table. Press Select all if all rules should to be

deleted.
3. Press the Delete button on the Filtering Rules page.
4. Confirm the deletion by clicking on Yes, or cancel by clicking on No.

Service Pool

The Service Pool table is a list of all created services and their
parameters. It is used to add new services with the appropriate
settings (protocol type and port range). New services can be used to
add a restriction or permission by defining a new filtering rule with the
following:

Add opens the Add New Service page where new services may be
added.

Edit opens the Edit Service page where the service parameters
(except for the service name) can be modified. This page includes the
same components as the Add New Service page. To operate with
Edit only one record may be selected, otherwise the error message
“One row must be selected” will appear.

The Add page is used to add new services and includes the following
text fields and buttons:

Service Name requires a name for the service that should be added.
Protocol includes a list of possible protocols to be selected.

Port Range requires a port range for the defined service.

To Add anew Service

Main - System  Usars  Telephaiy Iterned Updmik— Wetwark

@cpysi

Service Pool Configuration

N Fdr Dalote Selectall bwerse Sebctios

Fig. 11-211: Service Pool page

Wi Sysem  Users  Telophanry  dsternen Uplink  Hetwark

Service Pool Configuration - Add

©@cpysi

[Heie

Fig. 11-212: Service Pool - Page to add a new Service

1. Selectthe Manage User Defined Services link on the Filtering Rules page.
2. Click on the Add button on the Service Pool Configuration page. A page where a new service may be added will appear in the browser

window.
Define a service name in the Service Name text field.

o0 AW

To add a service with these parameters, click on Save.
To Delete a Service

Select the protocol type for the service from the Protocol drop down list.
Enter the port range in the Port Range text fields or leave one of them empty to define a particular port for the service.

1. Selectthe Manage User Defined Services link. The Service Pool Configuration page appears with the table of services (if any).
2. Check one or more checkboxes of the corresponding services that should be deleted from the Service Pool table. Press Select all if all

services should be deleted.

3. Click on the Delete button on the Service Pool Configuration page.

4. Confirm the deletion by clicking on Yes, or cancel by clicking on No.

IP Pool

The Manage IP Pool Groups link opens the IP Pool Configuration page.

The IP Pool table is the list of all added groups and the members assigned to these groups. If a group is empty, EMPTY will be indicated in the
Members column. If hidden, the group members will still remain active but HIDDEN will be displayed in the Members column.

The IP Pool Configuration is used to add groups of IP addresses that
have the same restriction criteria. When adding a new filtering rule,
groups may be used instead of several IP addresses. IP Pool
Configuration offers the following components:

View makes hidden groups visible.

Hide makes group members hidden and adds the HIDDEN comment
in the member column.

Add opens the Add Group page where a new group may be added.
This page consists of the Group Name text field (requiring the group
name) and the Group Description text field (requiring the optional
group description), as well as standard Save and Back buttons to
apply or abort changes.

Main  Sysbem  Ussis  Tebeploiy deinel Upiik Hetwark

@Pp\'gi
IP Pool Canfiguration

Wiew B AGD B Difete Sebectal Nmiss Sehectisn

Bath | [ ]

Fig. 11-213: IP Pool Configuration page
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Edit opens the Edit Group page where the service parameters can be
modified. It provides the same components as the Add Group page.
To operate with Edit, only one record may be selected, otherwise the
error message “One row must be selected” will appear.

Please Note: Changing a group name will also change the references
to this group, including groups where this group is a member of, and all
affected filter rules (enabled and disabled ones, in all chains). Deleting
a group will also delete any reference to the corresponding group,
including filter-rules and member relations to the other groups.

Clicking on the Group name will display an IP Pool
Configuration page with the Members list for the current group.

Group

The IP Pool Group Configuration page displays a list of all the added
member IP addresses for the selected group. It offers the following
components:

Current Group provides read-only information about the current group
name the members are listed for.

Add opens the Add Member page where a new member may be
added.

Edit opens the Edit Members page where the service parameters can
be modified. This page includes the same components as the Add
Member page. To operate with Edit, only one record may be selected,
otherwise the error message “One row must be selected” will appear.

The Add Members page provides the following radio buttons:

IPaddress requires the member IP address that is to be added to the
group.

IP Subnet requires the subnet specified by the IP address and the
Maskbits. See above for more information about Maskbits.

URL Address requires the member hostname to be added to the
group.

The User-defined Group includes previously added groups that may
also be added as a member to another group.

Member description text fields can be used to enter an optional
description of the member.

To Add anew Group with Members

To add a group with the given parameters, press Save.

NogohswNhpE

assign it to the currently selected group.

© ©

To Delete a Member

Helwork

Main  System  Users  Telephony Iterned Uplink

©@:pys
IP Pool Conflguration - Add Group

ChallGmup

trighion: membees of my chat room

sae | | bak [ v |
Fig. 11-214: IP Pool configuration — Add Group page
Ml System Users Teleghory  bternetinduk  Metwark @ cpygi

IP Pool Group Configuration
Current Group: ChatGroup

batk | Hilp |

Fig. 11-215: IP Pool Group Configuration page

Man System  Users  Telepbomy  dsberned Upink  Hetwork @tlj.\\ql

IP Pool Group Configuration - Add Member

Current Group: ChatGroup

FamilyGroup

Dians mambee

Gave | [ Back | |

Select the Manage IP Pool Groups link on the Filtering Rules page.
Click on the Add button on the IP Pool Configuration page. A page where a new group may be added will appear in the browser window.
Define a group name in the Group Name text field and fill in the Group Description, if needed.

Enter a Member Description in the corresponding text field, if needed.
To add a member with these parameters to the selected group press Save.

Fig. 11-216: IP Pool Group Configuration — Add Member

Open the IP Pool Group Configuration page by clicking on the group name.
Select the Add button on the IP Pool Group Configuration page. A page opens where new members may be added to the group.
Enter an IP address for the member in the IP Address text fields, select a IP subnet or IP group from the User defined Group drop down list to

1. Selectthe Manage IP Pool Groups link. The IP Pool Configuration page appears with the table of groups (if any).
2. Click on the desired members that should be deleted. The IP Pool Group Configuration list will appear.
3. Check one or more checkboxes of the corresponding members that should be deleted from the Members table. Press Select all if all members

should be deleted.

4. Press the Delete button on the IP Pool Group Configuration page.

5. Confirm the deletion by pressing on Yes or cancel the deletion by pressing on No.

To Delete a Group

1. Selectthe Manage IP Pool Groups link. The IP Pool Configuration page appears with the table of groups (if any).
2. Check the one or more checkboxes of the corresponding groups that should be deleted from the groups table. Press Select all if all groups

should be deleted.
3. Press the Delete button on the IP Pool Configuration page.
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4.  Confirm the deletion by pressing on Yes or cancel the deletion by pressing on No.

IDS Log

The IDS logging page contains information about dropped packets and Mali Sysan Uss  Telphomy  beemellplek  Network
the senders responsible for those packets. IDS discards dangerous
packets or packets including intrusion attacks. It generates a table with
the IDS log report. The administrator can be notified about newly logged
entries in various ways (mail, display notification and Flashing LEDs)
depending on the settings in the Event Settings page. To make an IDS
log reporting table, IDS needs to be enabled on the IDS Log page.

IDS Logs

Magk all a5 F

The IDS Logs table is a list of new or read IDS entries and descriptions
referring to them. The table provides a status row that has the value s & Ll
New if the entry is still unread or it is empty if the entry has already
been read.

Mark All as Read marks all IDS logged entries as read and removes .
the New status from the Status row of the IDS entries table. o

Delete Log is used to delete all entries from the IDS table.

A detailed log of the selected entry can be seen by clicking on the

AP . ; : Fig. II-217: IDS Lt
Description link of the corresponding entry in the IDS Entries table. 9 09 page

The IDS Logs detailed page has a following preview: b Sy Users  Toapbony e Uplah Nebwork (cc-p'_.'_u_i

The Issue Detailed Log table is a detailed list of new and read IDS IDS Logs
entries. The table contains a Status row that has the value New if the

entry is still unread or that is empty if the entry has already been read. VISR o

Fig. 11-218: IDS issue detailed preview
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Network Menu
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Boot loader: 5.0.3/Release 3
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- admin from 192.168.70.26, expires 06:54
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DMNS Server Settings
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Feature Codes

e Help
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Internet connection status: static IP
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Fig. 11-219: Network menu in Dynamo theme

Home Logout
Copyright 20032-2011 Epygi Technologies, Ltd. All rights resenced.

Fig. 11-220: Network menu in Plain theme

DNS Settings

. . . ) Main Sysem Users  Telephony  Wfened Uplik  Hetwork QI‘P_\'I‘-;i
The DNS Settings page provides the option of setting up a name server e

for the Quadro. It offers the following components: DNS Settings

The Nameserver Assignment radio buttons are as follows:

® The Dynamically by provider selection automatically configures
the assignment of the name server address from the provider party.

192 168 L n IP-Clpbsard

(CIREL] 15 |[Lir-Chgbeard |

® Fixed Nameserver address is a manually selected name server.

The Nameserver text field requires the IP address of an external (oo ] oo )
name server. The Alternative Nameserver text field requires the Pt 000 i Lot L3y A by onired
IP address of the secondary name server. The Alternative Fig. Il-221: DNS Settings page

Nameserver is used if the main name server cannot be accessed.

DNS Server Settings

The DNS Server on the Quadro provides the services to the hosts in the Quadro’s LAN. With this service, Quadro returns the correct IP address to
the requested domain name, so that any device in the LAN can be accessed by its hostname or alternative alias name.

The DNS Server Settings page is used to configure DNS server settings on the Quadro and to define a list of aliases for the devices in the Quadro’s
LAN. This page contains the following components:

Zone field displays the Quadro’s host domain name as it is configured in ) @epysi
the SVStem Conﬁquration WiZard. Man Syvtem  Users  Tebephiony lnternet Uplnk Metmorh 5 _.n.

Time to live (TTL) text field indicates the time (in seconds) during which DNS Server Settings
the DNS server will keep the resolved names in its cache. During this
time the same address will be resolved from the cache of the DNS
server. When this timeout expires, the requested address will be ; i

resolved newly. e o e i g i

Mail Exchange (MX) text field indicates the mail server's hostname. st
When resolving the email address, the reference will go to the mail . ¢ .
server defined in this field, before being sent out to the external network. =

BADD

The value in this field will be used in the MX record in the DNS server on Lot ] [ ck ) L=
the Quadro. " St g
The table on this page lists aliases for each of the device in the Quadro's Fig. l-222: DNS Server Settings page

LAN to be resolves through the DNS server.
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Add functional link opens the page Add Host where a list of aliased can Mol Swin Wnaey, | Tekohoms | efost kel | ek @l'l'ﬂ gi
be defined for the certain device in the Quadro’s LAN. The page
contains the following components: DNS Server Settings - Add Host
IP Address text fields require the IP address of the device in the ? e e |l oo ]
Quadro’s LAN.
. ®
Hostname text field requires the hostname of the device in the Quadro’s @ e
LAN.

Alias text fields are used to enter up to 5 alias names by which the
device in the Quadro’s LAN will be resolved.

s | [ Bak [ ree

Fig. 11-223: DNS Server Settings — Add Host page

DHCP Server Settings

The DHCP Server Settings page provides the option of enabling a DHCP server and controlling the Quadro user’s LAN settings. Therefore, Quadro
LAN users will automatically be provided with the following settings using the configured parameters:

IP addresses
NTP (corresponds to the Quadro’s IP address)
WINS server

Nameserver (corresponds to the Quadro’s IP address)

Domain name

@cpysi
M Syuiem Carderenc e Muiageimend Tl et Uik [T 4y

The DHCP Server Settings page offers the following input options:

Enable DHCP Server checkbox activates the DHCP server on Quadro. PHCP Settings Tor the. LAN Interace

With this checkbox enabled, Quadro will be able to assign dynamic IP
addresses to the devices in its LAN.

Give leases only to hosts listed in the static MAC address binding
table checkbox enables the DHCP services only for the devices listed in
the table below. With this checkbox selected, no DHCP services will be

provided to the other devices. T Rl ot e e A S

o IF-Ciigboan

Please Note: When this checkbox is selected, all IP phones configured 5

to use plug and play or auto configuration services (see Line Settings) o

will keep their IP addresses received from the DHCP server of the e T
Quadro. The IP phones that are configured manually should be added to ) —
the Special Devices table to keep their IP addressed.

Fig. 11-224: DHCP Settings page for LAN interface

IP Address Range defines a range of IP addresses that will be assigned to the Quadro LAN users. The IP range must be at least 6, otherwise the
error message “Address Range too small” will prevent it from being saved. The error message “Address Range too large” will appear if the IP range
is greater than 254.

WINS Server defines a WINS server IP address for the Quadro LAN users.

The DHCP Advanced Settings link leads to the page where the advanced options of the Quadro's DHCP server can be configured.

The Special Devices table on this page allows you to set a static IP address binding on the MAC address of the device in the Quadro’s LAN. When
this table is configured, the devices with defined hostnames and MAC addresses will always get the same LAN IP address from the DHCP server.
Otherwise, devices not listed in this table will get dynamic LAN IP addresses. This table is also displayed in the System Configuration Wizard.

Add functional button opens an Add Host page where a new static MAC

address binding can be defined. The page consists of the following "
components: Man Spem Users  Teiphony Iommet Uplik Netwark Ql‘l)‘.‘.“{'l

Hostname text field requires the hostname of the device in the Quadro’s DHCP Settings for the LAN Interface - Add Host

LAN.

MAC Address text fields require the MAC address of the device in the oiana: (o

Quadro’s LAN. MAC Addres 17 e [FF |m |
Static IP Address text fields require a fixed IP address of the device in s P 192 |18 |75

the Quadro’s LAN.

Please Note: If you leave this field empty, the device in the Quadro’s
LAN will get the first available IP address from range defined in the
DHCP Settings page (see above).

Fig. 11-225: Static MAC address binding — Add Host page

View DHCP Leases leads to the page where the DHCP leased LAN IP addresses are listed.
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The DHCP Leases page includes a list of the leased host addresses
that are part of the Quadro’'s LAN. For these hosts, Quadro acts as a
server supplying them with a unique IP address. It displays a read-only
table describing all the leased IP hosts and their parameters. The table
contains the following columns:

IP address - host IP address, assigned by Quadro.
MAC address - host MAC address, provided by the host itself.

Lease Start - date and time when the leased IP address has been
activated.

Lease End - date and time when the leased IP address has been or will
be deactivated.

Binding State — indicates the state of the DHCP lease.

Hostname - hostname, provided by the host itself.

DHCP Advanced Settings

The DHCP Advanced Settings page is used to modify the advanced
options of the DHCP server on the Quadro. This page contains a table
where a list of default DHCP server options is already defined. More
options can be added from this page, as well as settings of the existing
options can be modified. All options in the table on this page are then
sent to the DHCP clients.

e  The Authoritative checkbox is used to enable/disable authoritative
mode on the Quadro DHCP server. Disabling the checkbox is
recommended if several DHCP servers are used on the network
and the Quadro should provide network parameters to IP phones
only.

e The Ping Check checkbox enables checking the availability of an
IP address on the network before providing it to a client. If this
checkbox is selected, the Quadro will first ping an IP address
retrieved from the IP pool and wait for a reply. If no a reply is
received within a timeout specified in the Ping timeout text field (by
default 1 sec), the retrieved IP address will be provided to the client.
If otherwise, a new IP address will be retrieved from the IP pool and
the procedure will be repeated. If this checkbox is not selected, the
Quadro will provide an IP address immediately when requested.

The following functional buttons are available:

Add opens a page Add Entry page where a new DHCP server option
can be defined. The Add Entry page contains a group of manipulation
radio buttons to select between the predefined DHCP server options or
to define your own DHCP server option:

° Predefined - this selection allows you to select from the predefined
DHCP server options.

The Option Name drop down list contains the most common DHCP
server options.

The Option Value text field requires the value for the selected
option. The type and format of the value inserted in this field is
dependent on the option selected from the Option Name drop down
list.

° Custom - this selection allows you to define a new DHCP server
options. The following parameters are required to be inserted for a
new option:

(Sl

quadnl3DN
Refesh in 101 seconds!

WainSystem Users  Telephony — Intemet Uplink ~ Network

DHCP Leases

P Address | MACaddress  |Lease start Lease end Bidiy state | Hostnatie

171280253 | O0ee 024428 | FrFeb 161257302007 | FiFeb 31257382007 | released

172280254 | O0A0haBa7:44 | Mon Feb 5 10:31:31 2007 | Mon Feb 1210:31:31 2007 | released

Copyight (£)2007 Epyai Techrologies, Lid. Al ights resened.

Fig. 11-226: DHCP Leases page for LAN interface

@cpygi

quadre

Main System Users Conferences Telephony Internet Uplink Network

DHCP Advanced Settings

Info: DHCP Server is nor statted correcthll
Add Edit Delete Selectall lnverse Selection

Qption Name

Qption Value

Gateways 1723001

Subnet mask 255.2550.0

Domain name seners 17230041

0.0.0.0

NTF servers 1723001

Domain name “apygi-config.loc”

O
O
O
[ | MBT name servers
O
O
O

Overload tp server name "72.30.0.1"

DHCP Server Statements
[ suthoritative

ng Chetk

Ping Timeout{sec) |1

Capyright (C) 2003-2008 Epyai Teshnolsaies, Ltd. All ights resemed

Fig. 11-227: DHCP Advanced Settings

Ay 1
Man System  ConferenceMunogement  bfernet Uplik  Netwark @‘]

DHCP Advanced Settings - Add Entry

(0 Presteines Oplions | ofgn i

) Custom Onfons m

Te |IP_Address M

Joban Valoa 151111548

Capyight(C) 2008 Epvel Techonsogus L. Al bt resesved.

Fig. 11-228: DHCP Advanced Settings — Add Entry

The Option Code text field is used to insert a code of the option. It may have values in a range from 0 to 255.

The Option Value Type drop down list is used to select the type of the option value. It may be an IP address, a boolean or integer value, etc.

The Option Value text field is used to insert the value of an option. Depending on the selected Option Value Type, this field should have the
corresponding value. Warning messages will prevent saving if the value inserted in this field does not correspond to the requirements of the
Option Value Type. If an array should be inserted here, the values should be separated with a comma.
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DHCP Settings for the VLAN Interface

DHCP Settings for the VLAN Interface page is used to establish virtual networks in the Quadro’s LAN or to integrate the Quadro into the corporate
network’s virtual LAN/WAN. DHCP service can be activated both on virtual LAN or WAN interfaces. VLAN is useful in corporate companies to divide
large networks into groups and to have devices like Quadros and IP phones in each network separated (for example, to separate networks for data
and voice transmission). Priorities may be assigned to the interfaces for packets prioritization.

With VLAN configuration, each virtual network will be characterized with a VLAN ID (tag). Packets addressed to that network will be checked towards
the ID and if the ID number defined in the incoming packets matched the corresponding network’s ID, the packets will be accepted. Otherwise, if the
ID does not match, the packets will be dropped. In the same way, if the Quadro is integrated into the network that uses VLAN technology, outgoing
packets should have the ID number of the corresponding virtual network, for the remote party to accept the packets from the Quadro.

T — r— ©@cpyy
The DHCP Settings for the VLAN Interface page contains a table with R Sden Ber O oty Deele e P

all enabled VLAN interfaces created in VLAN Settings page (see below)
and the corresponding parameters (VLAN ID, IP Address Range and DHCP Settings for the VLAN Interface

WINS Server). This page contains the following components: _
I Enable DHCP Server

Enable DHCP Server checkbox activates the DHCP server on Quadro

for VLAN. With this checkbox enabled, Quadro will be able to assign L -
dynamic IP addresses to the devices in its VLAN. VinD [P Adivess Rae AR Seve
Ojf 0006 - 1090100251 | 10.10.100.5
Activate functional button is used to activate DHCP service on one of - - - —
the VLAN interfaces in the list. Only one VLAN interface can have DHCP O [resviomo- iesaiozst iosoioiss

service activated.

Halp

Edit functional button opens a page where the corresponding VLAN
interface can be configured and controlled. This page contains all the
same components as the DHCP Server Settings page does.

Copyright(C) 2003-2000 Epwgi Techaolegies, Lid. AN rights sesuavad.

Fig. 11-229: DHCP Settings page for VLAN interface

VLAN Settings link moves to the page where virtual LAN/WAN VLAN Seftings
interfaces may be created. e

Vol ey T

1 ‘ T

T A2 Eniaed

VLAN Settings page lists all existing virtual interfaced created on the
Quadro and allows you to create new interfaces.
Enable and Disable functional buttons are used to correspondingly

enable and disable the selected virtual interface(s). Fig. 1-230: VLAN Settings
Add functional button opens an Add Entry page where a new virtual Main System Users  Conforences  Telophony  WtometUplik Notwerk @_(‘P}'gi
network can be defined. The page consists of the following components: Gl
Enable checkbox is used to select whether the corresponding virtual VLAN Settings - Add Entry

interface will be enabled or disabled after it is created. Flenae

Interface Type manipulation radio buttons selection allows to choose e Trve

whether the virtual interface will be LAN or WAN. ® Lan

VLAN ID text field requires the virtual network ID. Numeric value in a O v

range from 0 to 4094 is allowed in this field. a3 (0.4084)

Priurity ]

Priority drop down list is used to select the priority of packets in the
corresponding interface. Packets with the lower priority (0) will be Paddeess (10 [[15 [[s (111 |[In-Clipboard
delivered first.

. ) ) ) Suanet Mask | 255 58 54 0 | IP-Cliptinard
IP Address text field requires the IP address of the virtual interface.
Subnet Mask text field requires the subnet of the virtual interface. gave | [ gack |
Coppright (6 20032000 Epvi Technologieg, Lid. All rights nesemed.

Fig. 11-231: VLAN Settings — Add Entry page
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Registration Form

The Registration Form page appears when administrating an o
unregistered Quadro, and it has been created for customer support Wain - System Users — Telephony — Internet Uik~ Network ePH
purposes. The page requires customer registration at the Epygi TouatnAdslzae

Technical Support Center. It provides several links offering the following
registration options:

Register Your Device In Technical Support Center
Register now leads to the Epygi Technical Support System Registration
page and requires customers information to submit the Quadro Redisternow (fyou cannot teach the regisiration site because of cannectiity praklens, please open the registraion page ater, manual
registration form. R : o s i et i )
Rerind g laer

Remind me later hides the registration notification in the Quadro
through System Configuration Wizard or Internet Configuration Wizard Dorterindee e

until the next administrating activities.

i i . i . i Copyright (€) 2007 Epyai Technologies, L. ANl ights resenvad,
Don’t remind me more hides the registration notification forever.

Fig. 11-232: Device Registration page

Quadro6L/4L/2x2; (SW Version 5.3.x and higher) 129



Quadro6L/4L/2x2 Manual I1: Administrator’s Guide Administrator’s Additional Features

Administrator’s Additional Features

Incoming Call Blocking and Outgoing Call Blocking

The Incoming Call Blocking and Outgoing Call Blocking pages offer extended features for the administrator to activate incoming/outgoing call
blocking services for certain callers. The users cannot change this information.

For more information on the Call Blocking Settings pages, see the Incoming Call Blocking and Outgoing Call Blocking chapters of the Extension
User’s Guide - Manual Ill.

The Call Blocking pages accessed from the Caller ID Based Services ) ) @e Vol
. . . . .. Main Voice Mail Your Extension Supplementary Services I ;o

table by clicking on the corresponding address, gives the administrator

the option to enable blocking services which could not be disabled by )

the users. Caller ID Based Services for Any Address

Extension: 13

Along with the components seen by the user, an additional Protect this

entry checkbox is available in the Call Blocking - Add Entry pages for Hidina Galler information ¥Enasle senice
. L . oming Call Blocking .
administrator access only. With this checkbox selected, the user will be ‘;E:'”‘” E“I“‘;‘“L‘_” ¥ 56nd Heszags to Caller Party
. . . . utgoin al ockin
unable to deactivate the blocking services configured by the I Protect this enry

.. Distinctive Ringing
administrator. )
Call Hunting [T/ Restore Default Blocking Message File
IMany Extension Ringing
Upload New Blocking Message File | Choose File | Mo file chosen
Unconditional Call Farwarding

Busy Call Forwarding

Mo Answer Call Forwardinc

Unregistered/in ible Call Forwarding

Find Me / Follow Me
Intercom
Emergency Interrupt

Voicemail Prafile

Copyright {C) 2003-2013 E

gi Technologiss, Ltd. All rights resenved

Fig. 11-233: Blocking Page for the Administrator

Voice Mail Profiles

When the administrator accesses the Voice Mail Settings of an
extension, there is an additional Voice Mail Profiles link present that
leads to the page where custom voice mail profiles and their settings
can be defined. This link is hidden for the extension user's access.

The Voice Mail Profiles page is used to define and configure custom
voice mail profiles. Extension: 13

Main  Voice Mail  Your Dxtension Supplementary Services

Voice Mail Settings

Wancmem mai mesage suraten {mn) | & =

The Voice Mail Profile is a group of most common Voice Mail Settings = —
which can be saved under a specific name. This allows you to have f @
several versions of Voice Mail Settings configurations per extension.

Each Voice Mail Profile may have custom voice mail greeting,
maximum voice mail duration, new voice mail notifications and Zero-Out
settings. The Voice Mail Profiles are activated based on the call routing
rule used to establish a call. This is limited to the PBX-Voicemail type
of calls used for a direct access to the extension's voice mailbox. The
Voice Mail Profile name should be provided in the Call Routing wizard
when defining a PBX-Voicemail routing rule. When the rule is used,
caller accesses the called extension's mailbox with the settings
configured in the corresponding voice mail profile.

anssaryanglepygarmam # Loabis Fax Redrecion
Vaica Ul §end noancation with aachment b s s
With this service, you can pre-configure several versions of Voice Mail e——
Settings and save them as Voice Mail Profiles. For example, if a call is
originated from the PSTN network to the corresponding extension's
voice mailbox, the greeting message can tell the caller: "You have
reached the ... company, please leave a message." and the maximum
voice mail duration is configured to 15 minutes. This voice mail profile )
can be saved as "ForPSTN" and its name should be defined in the LEEEm ¢ Fapissin
routing rule responsible for incoming PSTN calls distribution. In parallel st
to this voice mail profile, there can be another profile designed for
internal PBX calls. It will play the following voice mail greeting: "Hi, you
have reached Mike's voice mailbox, please drop me a message and |
shall call you back.", the maximum voice mail duration is 5 minutes and
there is a Zero-Out feature configured to call Mike's cellular phone. This
voice mail profile can be saved as "ForPBX" and its nhame should be L
defined in the routing rule responsible for PBX calls distribution to the Gae | [Chack
local extensions.

ofication wilh sttachmenl. |

Fig. 11-234: Voice Mail Settings for the Administrator
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When the first routing rule is used and the call reaches the extension that has the corresponding voice mail profile, the settings of the ForPSTN voice
mail profile will be activated. For the second routing rule, when the call reaches Mike's voice mailbox, the settings of the ForPBX voice mail profile

will be activated.

The same profile name can be used to create profiles for different extensions. This is useful if the profiles have a similar purpose but differ in certain
user-specific settings, such as voice mail greeting, Zero-Out destination number, new voice mail notification options, and so on. Creating multiple
profiles with the same name gives a wide flexibility to have different voice mail settings activated depending on which extension is called.

Please Note: If an extension does not have a profile specified in a call routing rule or the specified profile name is incorrect, the default Voice Mail

Settings of the extension will be used.

The Voice Mail Profiles page contains a table where all Voice Mail
Profiles for the corresponding extension are listed. The following
functional buttons are available:

Add opens the Add Entry page where a new Profile Name should be
defined.

Edit opens the Edit Entry page where Voice Mail Profile settings
should be defined.

The Voice Mail Profiles - Edit Entry page is used configure the profile
specific voice mail settings. This page contains the following
components:

Maximum Mail Message Duration lists the possible values for
maximum mail duration (counted in minutes) during which a voice mail
will be recorded. The Unlimited selection allows voice message to be
recorded as long as the user's space could hold.

Send new voice message via email is an option to send new voice
mail files via e-mail to the defined recipients. Mails will be automatically
converted to the Windows PCMU (CCITT u-law, 8 kHz, 8 bit Mono)
wave format before being attached to the e-mail. Checkbox activates
the following input options:

® FEmail Address requires the mailing address(s) of the person(s)
that should to receive the newly arrived voice mails on their
email accounts. Use a space or a comma to separate the
mailing addresses in the text field.

® The next two fields are used for retransmission of voice mails
via email. Number of times text field requires the maximum
number of times the voice mail will be delivered via email to the
recipient within the interval (in minutes) defined in the Repeat
every text field. If the voice mail is required to be sent only
once, insert "1" in Repeat every text field and "0" in the Number
of times text field.

® The Voice Mail and Fax dropdown lists allow to select the email
sent options- do not send notification, send notification without
attachment or send notification with voice or fax attachments.

® Remove Voice Mail on send removes the voice mail from the
user mailbox after sending it to the email recipient(s).

® Remove Fax On Send removes the fax attachment from the
user mailbox after sending it to the email recipient(s).

Main  VoceMst  Your Extension

Voice Mall Profiles

Extension: 11

Add flt Dt

Suppkementary SEces

@epysi

Fig. 11-235: Voice Mail Profiles page

Main  VocaMadl Yoo Dxtension

Supplemaniary Services

Voice Malil Profiles - Add Entry

Extension: 11

Prole Narne. VIS for O

@5

Fig. 11-236: Voice Mail Profiles — Add Entry page

Main  VoiceMal Yoo Extension

Supplementary Senices

Voice Mail Profiles - Edit Entry

Extension: 11

magmum |1 mes

[ Restore detautt grehing e

Upload new greefing e Cimedizigreetingwav

[T Tre—

@:pys

] Enatle Zaro0it

Resmdcilltpe PEX #

Fig. 11-237: Voice Mail Profiles — Edit Entry page
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Attention: The e-mail can only handle up to 3 minutes long voice mails. If the voice mail is longer than 3 minutes, it will be truncated and only the
first 3 minutes of it will be sent to the indicated e-mail address. However, in the e-mail body the recipient will receive the information that the attached
voice mail is truncated and the total length of the voice mail. Please note that the voice mails longer than 3 minutes will not be removed from the
voice mailbox once they are sent per e-mail even if the Remove Voice Mail on send checkbox is selected. This gives you a possibility to listen to
the ending of the voice mail directly from your voice mailbox (from the handset or by downloading it from the Web management).

Please Note: This service will work only when System Mail is enabled on the Quadro (see Mail Settings). Contact your system administrator, if you
have problems with voice mail delivery via email.

Send new voice message notification via SMS allows voice mail notification delivery via SMS to the defined mobile number. Checkbox activates
the following input options:

® Mobile Number text field requires the destination's mobile number.

® The next two fields are used for retransmission of SMS notifications. The Number of times text field requires the maximum number of times
the notification should be delivered to the recipient within the interval (in minutes) defined in the Repeat every text field. If notification is
required to be sent only once, insert "1" in Repeat every text field and "0" in the Number of times text field.

Please Note: This service will work only when SMS Service is enabled on the Quadro (see SMS Settings). Contact your system administrator, if you
have problems with voice mail notifications delivery via SMS.

Send new voice message notification via phone call enables the voice mail notification delivery via phone call to the defined phone number. The
checkbox activates the following input options:

® Call Type drop down list includes the available call types:
PBX - local calls to Quadro extensions;
SIP - calls through a SIP server;
Auto - for undefined call types. Destination (independent on whether it is a PBX number or SIP address) will be reached through Routing;
Callback - automatic call to the voice mail author. This can be used as notification that the recipient has received the voice mail but has
not yet played it.

® Call To text field requires the destination's phone number depending on the selected call type. For Callback call type, no destination's phone
number is required.

® The next two fields are used for retransmission of phone notifications. The number of times text field indicates the maximum number of times
the notification should be delivered to the recipient within the interval (in minutes) defined in the Repeat every text field. If the notification is
specified to be sent only once, insert "1" in Repeat every text field and "0" in the Number of times text field. For Callback call type, the first
notification is sent to the voice mail author after the first expiration of the interval defined in the Repeat every text field. For calls with call type
different from Callback, the first notification will be sent immediately.

® Restore default Notification Message restores the default notification message. If the checkbox is selected, the file upload will be disabled.

Upload new Notification Message will show the attached notification file selected by the current extension. Please note that a different
notification message can be uploaded in case this service serves as a notification to the extension user (to inform about the new voice mail
received) or if it serves as a notification for the voice mail author to be informed that the message has been received by the Quadro but is not
yet played by the extension user). The uploaded file needs to be in the PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the
system will prevent uploading with the "Invalid audio file, or format is not supported" warning message. The system also prevents uploading
in case not enough space is available on Quadro for the corresponding extension and gives a "You do not have enough space" warning.

® Browse browses for the notification file that must be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format.

Download Notification Message appears only if a file has been uploaded previously. The link is used to download the audio file to the PC
and opens the file-chooser window where the saving location can be specified.

The ZeroOut voice mail feature allows a caller that has reached the called extension's voice mailbox to accelerate the automatic redirection feature
instead of leaving a message in the extension's Voice Mailbox. To activate this feature, the caller should dial 0 digit (see Feature Codes) during the
voice mail greeting which invites the caller to leave a message. The caller will then be automatically transferred to the destination specified in this
page.

Enable ZeroOut checkbox selection enables the ZeroOut feature and activates the following fields to be inserted:

® Redirect Call Type drop down list includes the available call types:
PBX - local calls between Quadro extensions and the Auto Attendant
SIP - calls through a SIP server
PSTN - calls through the FXO
Auto - used for undefined call types. Destination (independent on whether it is a PBX number, SIP address or PSTN number) will be
reached through Routing.

® Redirect Address text field requires the destination address where caller should be automatically forwarded in case of activating the
ZeroOut feature.

Restore Default Greeting File will restore the default greeting file. If the checkbox is selected, the file upload will be disabled.

Upload New Greeting File shows an attached greeting file selected by the current user. The greeting file will be played to a caller party when it is
entering the voice mail system. The uploaded file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will
prevent uploading and the "Invalid audio file, or format is not supported" warning message will be received. The system also prevents uploading in

Quadro6L/4L/2x2; (SW Version 5.3.x and higher) 132



Quadro6L/4L/2x2 Manual I1: Administrator’s Guide Administrator’s Additional Features

case not enough space is available on Quadro for the corresponding extension. In this situation, the "You do not have enough space" warning will be
received. Optionally, greeting file can be recorded from the phone handset (see Feature Codes).

The Browse button helps to choose the desired greeting file that should be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format.

Download Greeting File appears only if a file has been previously uploaded. The link is used to download the audio file to the PC and opens the
file-chooser window where the saving location can be specified.

Logout

This option is used to close the session between the user PC and Quadro and to leave the Quadro Web Management or to enter the management
with another login. By selecting the Logout button, the startup page will be displayed and the user needs to login again.
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Appendix: PBX Services for Quadro’s Administrator

The following PBX Services are accessible at the dial tone, characterized by beginning with the key °:

Administrator Login

Allows to modify Auto Attendant greeting and menu messages, as well as to manage universal extension messages.

Enabling/disabling the Call Routing rules

006

Allows managing the routing entries in the Call Routing table, i.e. to enable/disable certain dialing rules by dialing key combinations pre-
configured on each routing entry. By dialing 000 you will be required to dial enabler/disabler key to enable or disable the routing
rule(s) correspondingly. Since multiple routing rules may have the same enabler/disabler key combinations (the same key may be used

as enabler for one routing rule, and as disabler for another one), dialing the certain key will affect all pre-configured routing rules.

000

If the routing record has an authorization enabled on the enabler/disabler key, administrator's password will be required to be inserted
after the key. Once the administrator's password is dialed, system plays a confirmation about the accepted configuration and the state of

the certain routing rule(s) is getting modified.

If administrator's password has been inserted incorrectly for 3 times, no status changes will be applied to any of the routing record(s),
even to those which have no authorization enabled.

Administrator Login menu has the following sub-menus and the management keys:

o

(2]

© @O Administrator’s Login

Auto Attendant | | Auto Attendant Universal Extension Messages
Greeting Menu Message 0
Dial Dial (1) @_ 9_ (5 ) . Find
AA Number AA Number Greetin Incoming Outgoing Your Name | |Out of Office Me/Follo
; ; ing Blocking Blocking Message W
(in case of (in case of Message M M Me Welcome
multiple AAs | | multiple AAs on essage essage Message
on the Quadro) the Quadro) o
; o o Lisgl to Lisgl to o o Listen to
Listen to Listen to AA Listen to Gl Gl Listen to Listen to Current
Curren_t Menu Message Current Incomin outaoin Current Current Find
AA Greeting Greeting Blockin 9 Blogkin 9 Name Out of Office | | Me/Follow
9 Message 9 9 recorded Message Me Welcome
9 Message Message Y em—
Record a New 9
Record a New AA Menu 9
AA Greeting Message ) (2) (2) ) Record &
Record a Record a 9 .
Record a : . Record a Universal
h Universal Universal Record a : )

6 Unlver_sal Incoming Outgoing Universal Unlversa_ll d
Restore Restore Default I\ﬁgi(;:\n% Blocking Blocking Name OLI\J/tIeO;S?ﬂece Ml\él%Fe(l)(l:lgvr;e
Default AA Menu & Message Message & T em—"

AA Greeting Message 9
@ 8 6 6 Restore
Restore REHER Restore 6 Restore System
System Restore
System System Default System Default
Default . System h
Default [ Outgoing Default Default Find
Greeting ng Blocking Out of Office Me/Follow
Blocking Name
Message Message Message Me Welcome
e Message Message
Stop .
4 Stop Recording e
R;T;)r%glgkor or Playback e Sg e e e Stop
Y Stop T diFr)l - Stop Recording Stop Stop Recording or
Recording or Pla bagk or Playback Recording or | |Recording or Playback
Playback Incc))lmin Outgoing Playback Playback Find
Greeting Blockin 9 Blocking Name Out of Office Me/Follow
Message 9 Message Message Message Me Welcome
Message
Message

© ® Administrator’s Logout
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Appendix: Extension User's Welcome Page

This welcome page may be helpful, if administrators want to inform their extension users about individual data, they need to use the extensions, such
as phone numbers, phone lines, IP addresses and SIP numbers. To get a word form that may be edited and sent by mail, double-click on the
paperclip sidewise.

Welcome

You are using a Quadro6L/4L/2x2 1P PBX made by Epygi Technologies, Ltd. This
product incorporates SIPVoice™ Digital Signal Processing technology to send crystal
clear voice around the globe without associated fees for long distance. But, you will
soon learn, it does much more. Your Quadro IP PBX, The Global Phone Network in
a Box, operates in much the same way as systems with which you are already
familiar: a telephone, a PBX, voice mail, a phone book, et cetera. Beyond that the
Quadro6L/4L/2x2 1P PBX provides capabilities you never believed were accessible
in a customer premise telephony product. Soon you will experience the freedom and
power of the Quadro6L/4L/2x2 IP PBX, The Global Phone Network in a Box.

To get started the following information is helpful.

PHONES

Your extension number is <extension number>= and your password is <password=> (optional).

Remember to type the Auto Attendant number when you pick up your phone receiver to find THE
WELCOME SPOT. *0 will take you directly to voice mail for your extension. *74 will confirm your extension
number.

LOCAL PHONE LINES

The Quadro6L offers 6 external phone lines. They are:

<1. local phone line> <2. local phone line> <3. local phone line> <4. local phone line>

<5. local phone line> <6. local phone line>

The Quadro4L offers 4 external phone lines. They are:

<1. local phone line> <2. local phone line> <3. local phone line> <4. local phone line>

The Quadro2x2 offers 2 external phone lines. They are:

<1. local phone line> <2. local phone line>

1P

To reach your Quadro Voice Router from a network connection inside your office, home or place of utilization,
connect a Web browser to IP address: <IP address> (172.30.0.1 is the default IP address).

The email address of your Quadro Voice Router System Administrator is <email address>

The phone number of your Quadro Voice Router System Administrator is <phone numbers>

SIP

Your SIP number (an Internet phone number) is <SIP number=>@sip.epygi.com.

This is a number you can give others in order for them to reach you.

The SIP number to reach the Auto Attendant of your local Quadro is <SIP number=>@sip.epygi.com.

Your SIP group link which provides you a phone directory of numbers to call is:

http://www.epyqi.com/sip/grp_view.php?viewgrp=<groupname=>

The email address of your SIP System Administrator is <email address>

The phone number of your SIP System Administrator is <phone numbers>
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Administrator Settings

Parameter
Admin Settings

Quadro Hostname

Quadro Domain Name

LAN IP Address

DHCP Server

Regional Settings and Preferences
Emergency and PSTN codes
WAN Interface Protocol

WAN Interface Bandwidth

WAN IP

Mac Address

DNS Server

System Security Management

SIP IDS Settings

IP Routing Configuration

Configuration Management

Event Settings

Time/Date Settings

Mail Settings

SMS Settings

Firmware Update

SNMP Settings

System Logs Settings

System Default Value

Login name -admin
Password — 19

Quadro

epygi-config.loc
172.30.0.1
Subnet Mask - 255.255.0.0

Disabled.
No special devices defined.

Locale — US,

TimeZone — Central Time (US&Canada),
Theme — Dynamo,

Theme on Login — disabled.

Emergency code - 911,
PSTN code - 9.
Ethernet

Upstream — 10000,
Downstream — 10000,
Min Data Rate — 0.

Automatically through DHCP

Assigned by device,
MTU - 1500 Bytes.

Dynamically

Security Level-Medium

Enable SIP IDS — enabled
Add the IP address into the Blocked IP list in Firewall — enabled
Discard SIP messages from IP address — enabled.

No Routes

Automatically Backup Configuration — disabled.

"Display notification” for all except Login, SIP Subscription Limit and Firmware

Update. Those events have “Do nothing” action assigned.

NTP Server and Client — enabled,
Predefined NTP Server - ntpl.epygi.com,
Polling interval — 6.

System Mail Settings-disabled,
SSL-disabled ,

Enable SMTP Authentication-disabled,
User Name-empty,

User Password-empty

Disabled

Enabled, Manual server configuration,

Server Name — ftp.epygi.com,

Server Port - 21,

Update Method - ftp,

User Name - anonymous, Password — empty,
Check and notify — Every Day at 0:00.

SNMP - disabled, no SNMP traps defined.

User Logging — enabled,
Developer Logging — enabled,
Log Lines to Show — 25,
Comment — undefined,
Remote Logging — disabled.
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Parameter

Features

Language Pack

User Rights Management

Extensions Management

Extension Settings — General
(For Quadro6L)

Extension Settings — General
(For Quadro4L/2x2)

Extension Settings — SIP

Extension Settings — SIP Advanced

Extension Settings — Remote

Extension Settings — Call Queue

Extension Settings — Voice Mailbox

Extension Settings — Codecs

System Default Value

3pcc support — no key found

DCC Pro Support— no key found
DCC Basic Support— no key found
iQall Toggling Support — no key found
IP phone support - no key found
Autodialer Support— no key found
QCM support — no key found

Default — English,
Custom Language Pack — none

Users - admin (enabled), localadmin (disabled).

Roles - Extension (all accessible pages for extension), Local Administrators (all
accessible pages for localadmin).

GUI Access Password-Old Password (empty), New Password (empty), Confirm
New Password (empty).

Phone Access Password- Old Password (empty), New Password (empty), Confirm
New Password (empty).

For Quadro6L:

Extension Length — 2, once applied extensions 00, 11-28 appear.

For Quadro4L/2x2:

Extension Length — 2, once applied extensions 00, 11-36 appear.

Display name — none,

Password — empty,

11-28 extensions attached to the IP lines 1-18,
Use Kickback - disabled,

Call Relay — disabled,

Login Allowed-disabled,

3pcc/Click2Dial Login Allowed-disabled,

Show on Public Directory — disabled,
Percentage of Total Memory — 5%.

Display name — none,

Password — empty,

11-12 extensions are attached to the FXS lines 1-2
13-36 extensions attached to the IP lines 1-24,

Use Kickback - disabled,

Call Relay — disabled,

Login Allowed-disabled,

3pcc/Click2Dial Login Allowed — disabled,

Show on Public Directory — disabled,

Percentage of Total Memory for extensions 11-12 — 5%

Registration username and password - automatically generated,
SIP server - empty,

SIP Server port — 5060,

Registration on SIP Server — disabled.

Authentication User Name — undefined,

Send Keep-alive Messages to Proxy — disabled,
RTP Priority Level — medium,

Do Not Use SIP Old Hold Method — disabled,

Outbound Proxy, Secondary SIP Server and Outbound Proxy for Secondary SIP
Server — undefined,

Secondary SIP Server Port - 5060.

Remote Extension — disabled

Call Queue — disabled

Voice Mailbox — Use Internal Voice Malil,

Configuration Wizard Status — activated,

Voice Mailbox Access List — empty.

Codecs - G711u (preferred), G711a, G729a, G726/16, G726/24, G726/32 and

G726/40 — enabled, iLBC, G.722, G.722.1, TDVC, H.263, H.263+ and H.264 —
disabled,

Out of Band DTMF Transport — enabled,
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Parameter

Attendant 00 Settings — General

Attendant 00 Settings — Attendant
Scenario

Attendant 00 Settings — SIP and SIP

Advanced

Attendant 00 Settings - Codecs

Universal Extension Recordings
Receptionist Management
Extension Directory

Authorized Phones Database

Call Statistics

SIP Settings

RTP Settings

NAT Traversal Settings

System Default Value

T.38 FAX — disabled,

Pass Through FAX — enabled,

Pass Through Modem — disabled,

Force Self Codecs Preference for Inbound Calls — disabled,
SRTP Palicy: Make unsecure calls, accept anything.

Display name — Attendant,

FAX forwarding — enabled,

Extension to forward —12

Show on Public Directory — enabled,
Percentage of System Memory — 1%.

Scenario — default,

Send AA digits to Routing Table — disabled,
Redirection on Timeout — disabled,

ZeroOut — disabled,

Welcome Message — enabled,

Attendant Ringing Announcement — disabled,

Welcome Message, Recurring Attendant Prompt and Attendant Ringing
Announcement — default,

Same as for an extension.

Codecs - G711u (preferred), G711a, G726/16, G726/24, G726/32, G726/40, G729a

and iLBC enabled, H.263, H.263+ and H.264 — disabled,
Out of Band DTMF Transport — enabled,

T.38 FAX — enabled,

Pass Through FAX — enabled,

Pass Through Modem — disabled,

Force Self Codecs Preference for Inbound Calls — disabled,
SRTP Palicy: Make unsecure calls, accept anything.

Default, Percentage of System Memory — 1%.

No entries

No entries
No entries

Enabled, 100 entries for all type of calls.
Automatic Downloading of Call Statistics — disabled.

UDP and TCP Port — 5060,
TLS Port-empty

Realm — quadro,

Session Timer — disabled,
DNS Server for SIP — default,
SIP timers — RFC 3261.

Properties for all Codecs except iLBC, G.722, G.722.1 and TDVC :
Packetization -20ms
Silence Suppression -yes
iLBC properties:
Packetization - 30ms
Silence Suppression — yes
G.722, G.722.1, TDVC properties-undefined,
G.726 Standard - ITU-T specification
RTP/RTCP port range - 6000-6099
RTCP Support - disabled

NAT Traversal for SIP — Automatic

SIP and RTP Parameters - Use STUN

SIP TCP Port — 5060

STUN Parameters:
Primary STUN Server - stun.epygi.com
Primary STUN Port — 3478
Secondary STUN Server — undefined
Secondary STUN Port - undefined
Polling Interval: 1 hour
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Parameter System Default Value

Keep-alive interval: 120 seconds

NAT IP checking interval: 300 seconds

No entries in NAT Exclusion table

IP Lines Configuration:

PnP for IP lines — enabled,

Firmware version control — enabled,

Configure IP phones from — WAN,

IP Phone Templates — no custom templates,

IP Phone Logo — disabled, no custom logos uploaded.
Line Settings Disabled IP lines — displayed.

For Quadro6L:

1-18 IP Lines attached to 11-28 extensions. IP Lines 1-10 enabled, others
enabled for a trial period. All IP lines are in inactive mode.

For Quadro4L/2x2:
1-24 |P Lines attached to 11-36 extensions. IP Lines 1-16 enabled, others
enabled for a trial period. All IP lines are in inactive mode.
For Quadro6L:
6 FXO lines — enabled,
Allowed Call Type — Both incoming and outgoing calls,
Route incoming FXO call to 00,
PSTN number — undefined.
For Quadro4L:
4 FXO lines — enabled,
FXO Settings Allowed Call Type — Both incoming and outgoing calls,
Route incoming FXO call to 00,
PSTN number — undefined.
For Quadro2x2:
2 FXO lines — enabled,
Allowed Call Type — Both incoming and outgoing calls,
Route incoming FXO call to 00,
PSTN number — undefined.

Use PSTN lines of the other device - disabled,
Authorization Parameters — undefined.

FXO lines:
Transmit Gain: 0
Receive Gain: 6
Voice Mail:
Gain Control Settings Recording Gain: 0
Playback Gain: 0
FXS Lines (available only for Quadro4L and Quadro2x2):
Transmit Gain: -6
Receive Gain: 0

External PSTN Gateways

Enable Trunks to Slave Devices — disabled,
Trunks to Slave Devices — no entries,
Enable Trunks to Master Devices — disabled,
Trunks to Master Devices — no entries.

Route all incoming SIP calls to Call Routing - disabled
Local Routing table - 3 entries defined for PBX, SIP and PSTN calls establishment.

SIP Tunnel Settings

Call Routing Local AAA Table - Authentication by Caller ID-enabled,
Global Speed Dial Directory — undefined.

RADIUS Settings RADIUS client — disabled.

Voice Mail Common Settings Voice Mail Recording - G729a.

Dial Timeouts 4 seconds.

Secure Connection — disabled,
Request Timeout — 10,
Feature Key — not added,
WAN port — not opened.

For Quadro6L:
8 SLA lines, SLA 1-6 are attached to FXO 1-6 correspondingly,

3PCC Settings

Key System Emulation
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Parameter

RTP Streaming Channels

Class of Service

IPSec, PPTP and L2TP

Dynamic DNS
Firewall

IDS
NAT

Filtering Rules

DNS Server Settings

DHCP Advanced Settings

VLAN Settings

Extension Settings

Parameter

Voice Mail Settings

System Default Value

For Quadro4L:
8 SLA lines — all lines are in inactive mode,
Forwarding —disabled on all SLAs,
Hold Music Settings:
Send Hold Music to remote IP party—enabled,
Hold Music — Own Music,
Music file — default,
Advanced Configuration:
Blind transfer to VM — disabled,
Blind transfer to extension — disabled.

Undefined.

Disabled.

No connections.
PPTP Server Configuration

Subnet — 172.31.1.0/24,

Authentication - MSCHAPV2, MPEE 128 bit
L2TP Server Configuration

Subnet — 172.31.2.0/24.

Disabled

Firewall — disabled,
Ping Stealth — enabled,
Fool Portscanner — disabled.

Disabled.

Disabled.

Outgoing Traffic - MS File Sharing (Blocked for all),
SIP Access (Allowed for all),
No user defined services and IP pool groups
Time to live (TTL) — 86400 seconds,
Mail Exchange (MX) — undefined,
No aliases defined.
DHCP Options:
Gateways — 172.30.0.1
Subnet mask — 255.255.0.0
Domain name servers — 172.30.0.1
NBT name servers —0.0.0.0
NTP servers —172.30.0.1
Domain name — epygi-config.loc
Overload tftp server name — 172.30.01
DHCP Server Statements:
Authoritative — enabled,
Ping Check — enabled,
Ping Timeout — 1 sec.

Undefined.

System Default Value

Maximum mail message duration - 5 min,

Ask password before granting local access to mail box — disabled,
Ask password before granting remote access to mail box — enabled,
Send welcome message — disabled,

Play Voice Mail help — enabled,

Automatically play messages - enabled,

Send mails count information message — disabled,

Send date/time information message — enabled,

Send beep at the end of message — enabled,

Quadro6L/4L/2x2; (SW Version 5.3.x and higher)

140



Quadro6L/4L/2x2 Manual I1: Administrator’s Guide

Appendix: System Default Values

Parameter

Group List

Speed Calling

Account Settings

Caller ID Based Services

Basic Services - General

Basic Services - Hold Music

Basic Services - Do Not Disturb

Basic Services — Hot Line Settings
(available only for Quadro4L and
Quadro2x2)

System Default Value

Silent VM recording — disabled,

Send new voice messages via e-mail — disabled,

Voice Mail-Send notification with attachment

Remove Voice Mail On Send-disabled

Fax- Send notification with attachment

Remove Fax On Send-disabled

Send new voice message notifications via SMS — disabled,
Send new voice message notifications via phone call — disabled,
Voice Mail Indication — enabled,

Zero Out — enabled, to 00 default Attendant,

FAX Redirection — disabled,

Automatic Fax Receiving Mode — disabled,

Out of Office — disabled,

Out of Office — disabled,

Greeting message — default,
Profiles for Voice Mail Settings — no entries.

No entries

No entries

Display Name — undefined,

User Password Protection — disabled both for incoming and outgoing calls,
User's Name for Extensions Directory — default,

Custom Voice Messages — default.

No entries in the table.

For Any Callers — all services disabled,
Blocking Voice Messages — default,
Intercom — Allow Activation on Request,
Activation signal — Ring Only If Requested.

No answer timeout — 20 sec,
Call Waiting Service — enabled,
Autoredial Interval - 10 sec,
Autoredial Period - 15 min.

Send Hold Music to remote party — enabled,
Hold Music - Own Music.
Music file — default

Disabled.
Timeout - 30 min,
Send message to Caller Party — enabled.

Disabled.
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Appendix: Software License Agreement

EPYGI TECHNOLOGIES, LTD.
Software License Agreement

THIS IS A CONTRACT.
CAREFULLY READ ALL THE TERMS AND CONDITIONS CONTAINED IN THIS AGREEMENT.
USE OF THE QUADRO HARDWARE AND OPERATIONAL SOFTWARE PROGRAM
INDICATES YOUR ACCEPTANCE OF THESE TERMS AND CONDITIONS. IF YOU DO NOT
AGREE TO THESE TERMS AND CONDITIONS, YOU MAY NOT USE THE HARDWARE OR
SOFTWARE.

1. License. Epygi Technologies, Ltd. (the "Licensor"), hereby grants to you a non-exclusive right to use the Quadro Operational Software
program, the documentation for the software and such revisions for the software and documentation as the Licensor may make available to you
from time to time (collectively, the "Licensed Materials"). You may use the Licensed Materials only in connection with your operation of your
Quadro. You may not use, copy, modify or transfer the Licensed Materials, in whole or in part, except as expressly provided for by this
Agreement.

2. Ownership. By paying the purchase price for the Licensed Materials, you are entitled to use the Licensed Materials according to the terms of
this Agreement. The Licensor, however, retains sole and exclusive title to, and ownership of, the Licensed Materials, regardless of the form or
media in or on which the original Licensed Materials and other copies may exist. You acknowledge that the Licensed Materials are not your
property and understand that any and all use and/or the transfer of the Licensed Materials is subject to the terms of this Agreement.

3. Term. This license is effective until terminated. This license will terminate if you fail to comply with any terms or conditions of this Agreement or
you transfer possession of the Licensed Materials to a third party in violation of this Agreement. You agree that upon such termination, you will
return the Licensed Materials to the Licensor, at its request.

4.  No Unauthorized Copying or Modification. The Licensed Materials are copyrighted and contain proprietary information and trade secrets of
the Licensor. Unauthorized copying, modification or reproduction of the Licensed Materials is expressly forbidden. Further, you may not reverse
engineer, decompile, disassemble or electronically transfer the Licensed Materials, or translate the Licensed Materials into another language
under penalty of law.

5. Transfer. You may sell your license rights in the Licensed Materials to another party that also acquires your Quadro IP PBX product. If you sell
your license rights in the Licensed Materials you must at the same time transfer the documentation to the acquirer. Also, you cannot sell your
license rights in the Licensed Materials to another party unless that party also agrees to the terms and conditions of this Agreement. Except as
expressly permitted by this section, you may not transfer the Licensed Materials to a third party.

6. Protection And Security. Except as permitted under Section 5 of this Agreement, you agree not to deliver or otherwise make available the
Licensed Materials or any part thereof to any person other than the Licensor or its employees, without the prior written consent of the Licensor.
You agree to use your best efforts and take all reasonable steps to safeguard the Licensed Materials to ensure that no unauthorized person
shall have access thereto and that no unauthorized copy, publication, disclosure or distribution thereof, in whole or in part, in any form, shall be
made.

7. Limited Warranty. The only warranty the Licensor makes to you in connection with this license is that the media on which the Licensed
Materials are recorded will be free from defects in materials and workmanship under normal use for a period of one (1) year from the date of
purchase (the "Warranty Period"). If you determine within the Warranty Period that the media on which the Licensed Materials are recorded are
defective, the Licensor will replace the media without charge, as long as the original media are returned to the Licensor, with satisfactory proof
of purchase and date of purchase, within the Warranty Period. This warranty is limited to you as the licensee and is not transferable. The
foregoing warranty does not extend to any Licensed Materials that have been damaged as a result of accident, misuse or abuse.

EXCEPT FOR THE LIMITED WARRANTY DESCRIBED ABOVE, THE LICENSED MATERIALS ARE PROVIDED ON AN "AS IS" BASIS.
EXCEPT AS DESCRIBED ABOVE, THE LICENSOR MAKES NO REPRESENTATIONS OR WARRANTIES THAT THE LICENSED
MATERIALS ARE, OR WILL BE, FREE FROM ERRORS, DEFECTS, OMISSIONS, INACCURACIES, FAILURES, DELAYS OR
INTERRUPTIONS INCLUDING, WITHOUT LIMITATION, TO ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, LACK OF VIRUSES AND ACCURACY OR COMPLETENESS OF RESPONSES, CORRESPONDENCE TO
DESCRIPTION OR NON-INFRINGEMENT. THE ENTIRE RISK ARISING OUT OF THE USE OR PERFORMANCE OF THE LICENSED
MATERIALS REMAINS WITH YOU.

8. LIMITATION OF LIABILITY AND REMEDIES. IN NO EVENT SHALL THE LICENSOR OR ANY OTHER PARTY WHO HAS BEEN INVOLVED
IN THE CREATION, PRODUCTION OR DELIVERY OF THE LICENSED MATERIALS BE LIABLE FOR ANY CONSEQUENTIAL,
INCIDENTAL, DIRECT, INDIRECT, SPECIAL, PUNITIVE OR OTHER DAMAGES, INCLUDING, WITHOUT LIMITATION, LOSS OF DATA,
LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR OTHER PECUNIARY LOSS,
ARISING OUT OF THE USE OF OR INABILITY TO USE THE LICENSED MATERIALS, EVEN IF THE LICENSOR OR SUCH OTHER PARTY
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. YOU AGREE THAT YOUR EXCLUSIVE REMEDIES, AND THE
LICENSOR'S OR SUCH OTHER PARTY'S ENTIRE LIABILITY WITH RESPECT TO THE LICENSED MATERIALS, SHALL BE AS SET
FORTH HEREIN, AND IN NO EVENT SHALL THE LICENSOR'S OR SUCH OTHER PARTY'S LIABILITY FOR ANY DAMAGES OR LOSS TO
YOU EXCEED THE LICENSE FEE PAID FOR THE LICENSE MATERIALS.

The foregoing limitation, exclusion and disclaimers apply to the maximum extent permitted by applicable law.
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9.

10.

11.

12.

13.

14.

Compliance With Laws. You may not use the Licensed Materials for any illegal purpose or in any manner that violates applicable domestic or
foreign law. You are responsible for compliance with all domestic and foreign laws governing Voice over Internet Protocol (VolP) calls.

U.S. Government Restricted Rights. The Licensed Materials are provided with RESTRICTED RIGHTS. Use, duplication or disclosure by the
Government is subject to restrictions as set forth in subparagraphs (c)(1) and (2) of the Commercial Computer Software—Restricted Rights
clause at 48 C.F.R. section 52.227-19, or subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer Software clause at DFARS
252.227.7013, as applicable.

Entire Agreement. It is understood that this Agreement, along with the Quadro Installation Guide and User’s Manual, constitute the complete
and exclusive agreement between you and the Licensor and supersede any proposal or prior agreement or license, oral or written, and any
other communications related to the subject matter hereof. If one or more of the provisions of this Agreement is found to be illegal or
unenforceable, this Agreement shall not be rendered inoperative but the remaining provisions shall continue in full force and effect.

No Waiver. Failure by either you or the Licensor to enforce any of the provisions of this Agreement or any rights with respect hereto shall in no
way be considered to be a waiver of such provisions or rights, or to in any way affect the validity of this Agreement. If one or more of the
provisions contained in this Agreement are found to be invalid or unenforceable in any respect, the validity and enforceability of the remaining
provisions shall not be affected.

Governing Law. This Agreement shall be governed by and construed in accordance with the laws of the state of Texas, without regard to
choice of law provisions that would cause the application of the law of another jurisdiction.

Attorneys' Fees. In the event of any litigation or other dispute arising as a result of or by reason of this Agreement, the prevailing party in any
such litigation or other dispute shall be entitled to, in addition to any other damages assessed, its reasonable attorneys’ fees, and all other costs
and expenses incurred in connection with settling or resolving such dispute.

If you have any questions about this Agreement, please write to Epygi at 1400 Preston Road, Suite 300, Plano, Texas 75093 or call Epygi at
(972) 692-1166.
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